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1. Introduction
At RAN2 #123-bis[1], the following was agreed related to security issues.  
	· Rel-18 Conditional-Reconfiguration Information element may include
· List of Group-ID (mapping to SN) and associated SK-counter values outside the candidate conditional configurations.
· The Group-ID parameter is included within each candidate conditional configuration(CondConfigAddMod) marked for subsequent CPAC.
· Mod P3: UE include the selected SK-counter value in the MN RRC Reconfiguration Complete message when UE selects new SK-counter value as part of S-CPAC execution.
· Mod P4: For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the unused SK-counter values.
· RAN2 Understanding: The NW configuration ensures that The SK-counter lists assigned for SCPAC configurations and the SK-counter value assigned for CPAC configurations are uniquely different. No specification changes are needed in this regard.
· No specification changes needed for UE behaviour for the Scenario where free SK-Counter not available at the time of execution. This scenario can be avoided by NW configuration.   
· Send Reply LS to SA3 (can add additional context info in the LS if deemed needed for understanding the intentions)



In this paper, we discussed about more detail of sk-counter management for failure scenario and failure handling for subsequent CPAC.
2. Discussion
In e-mail discussion [2] at post RAN2-123bis meeting, RAN2 discussed whether the sk-counter management for failure scenario is needed or not, however, many companies’ responses are that it can be discussed after concluding on failure cases for subsequent CPAC. Therefore, it was proposed that “RAN2 to revisit SK-counter selection and SK-Counter-list maintenance for SCPAC Failure scenarios after RAN2 concludes on SCPAC Failure scenarios (S-RLF, S-CPAC Execution Failures)”. From this proposal, it would be better to discuss about subsequent CPAC failure cases at first.
 Observation 1: For discussing sk-counter management for failure scenario, it could be discussed about subsequent CPAC failure cases at first.
In Rel-17 CPAC and Rel-18 subsequent CPAC discussion, it was proposed about failure handling procedure.  In Rel-17, RAN2 agreed that SCGFailureInformation procedure can be taken as the baseline for CPAC failure ‎handling. On SON discussion in RAN2-123 meeting [3], RAN2 agreed that the UE logs the CPAC related information (such as first triggered event, time duration, if any). However, for Rel-18 subsequent CPAC, RAN2 does not discuss about failure scenario. For subsequent CPAC, it could be useful for the UE to send the same SCGFailureInformation as CPAC. Then, it could be discussed whether the UE needs to send the subsequent CPAC specific information for failure handling. 
Proposal 1: The SCGFailureInformation message with CPAC related information could be reused for failure handling procedure for subsequent CPAC. 
Proposal 2: Subsequent CPAC-specific information could also be included in SCGFailureInformation. 
In failure case, for example, if the UE fails the random access to target-SN, the UE sends SCGFailureInformation to Network for indication of random-access problems. In Rel-17 CPAC, the UE stops to evaluate the conditional configuration. However, in subsequent CPAC, since the UE stores the CPA configuration for subsequent CPAC, the UE can recover from random-access failure by stored CPA configuration instead of sending SCGFailureInformation.
Proposal 3: In subsequent CPAC failure cases, it could be beneficial for UE to evaluate stored CPA configuration for random-access failure recovery.
3. Summary and proposal
This paper discussed the failure handling procedure of the subsequent CPAC. In summary, the followings were proposed:
Observation 1: For discussing sk-counter management for failure scenario, it could be discussed about subsequent CPAC failure cases at first.
Proposal 1: The SCGFailureInformation message with CPAC related information could be reused for failure handling procedure for subsequent CPAC. 
Proposal 2: Subsequent CPAC-specific information could also be included in SCGFailureInformation. 
Proposal 3: In subsequent CPAC failure cases, it could be beneficial for UE to evaluate stored CPA configuration for random-access failure recovery.
4. References
[1] R2-2311701, “RAN2#123bis Meeting Report,” ETSI MCC.
[2] R2-2311010, “Rapoorteur summary [Post123][046][feMob] subsequent CPAC security (Nokia),” Nokia, Nokia Shanghai Bell.
[3] R2-2309401, “RAN2#123 Meeting Report,” ETSI MCC.



3

