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[bookmark: _Ref488331639]Introduction 
In this contribution, we would like to keep discussing the open issues for subsequent CPAC, mainly regarding the security update aspects, L2 handling and others.             
[bookmark: _Ref178064866]Discussion
Security update
Regarding the security update issue for inter-SN subsequent CPAC, RAN2 has reached the following agreements according to SA3 input.
Will support the SA3 solution, i.e. update of Sk-counter at inter-SN-mobility, based on pre-configured multiple Sk-counter. UE need to know when Sk counter need to change.
Rel-18 Conditional-Reconfiguration Information element may include
-	List of Group-ID (mapping to SN) and associated SK-counter values outside the candidate conditional configurations.
-	The Group-ID parameter is included within each candidate conditional configuration(CondConfigAddMod) marked for subsequent CPAC.
Mod P3: UE include the selected SK-counter value in the MN RRC Reconfiguration Complete message when UE selects new SK-counter value as part of S-CPAC execution.
Mod P4: For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the unused SK-counter values.
RAN2 Understanding: The NW configuration ensures that The SK-counter lists assigned for SCPAC configurations and the SK-counter value assigned for CPAC configurations are uniquely different. No specification changes are needed in this regard.
No specification changes needed for UE behaviour for the Scenario where free SK-Counter not available at the time of execution. This scenario can be avoided by NW configuration.   
Send Reply LS to SA3 (can add additional context info in the LS if deemed needed for understanding the intentions)

There are still open issues related to SN counter maintenance and key derivation:
1. How UE handles the used SK counter value?
Upon inter-SN SCPAC, UE derives the new S-KgNB using the KgNB together with the first unused sk_counter value. For those sk_counter values that have been used in previous CPAC procedures, it is not clear how UE handle it. One straightforward way is to remove the used sk_counter. While according current agreement, UE will always select the first unused sk_counter for key update, one simpler way is we leave to UE implementation to handle the used sk_counter.
[bookmark: _Toc149920139]Leave to UE implementation on the handling of used sk_counter. 
2. How UE update the sk-counter configuration?
The configured sk-counters may also be updated/reconfigured by NW, especially for the case that free SK-Counter is not available for next SCAPC execution. As the sk-counter values are provided to UE per cell set, the reconfiguration of the sk-counter configuration can also be performed per cell set.
[bookmark: _Toc149920140]The granularity to update the sk-counter configuration is per sk-counter list that is associated with a cell set ID.

As agreed by SA3, UE shall update the security key for inter-SN PSCell change, i.e. update of sk-counter at inter-SN mobility. In current running CR, the cell set ID is employed to assist UE to differentiate whether the SCPAC execution is inter-SN or intra-SN. For example, UE compares the cell set ID of serving PSCell and target PSCell, and performs key update if the values are different. After then UE updates the stored “servingSecurityCellSetID” after SCPAC execution since the serving PSCell changes.
SCPAC is aiming to support subsequent CPAC procedure after conditional CPA/CPA as well as normal PSCell change/addition. In case NW triggers a normal PSCell change after SCPAC configuration is provided to UE, it should be noticed that cell set ID of the target PSCell should be update to UE as well, especially when the security cell set ID for last serving PSCell and the target PSCell are different(i.e. NW triggered an inter-SN normal PSCell change).
[bookmark: _Toc149920141]Rely on NW to guarantee the validity of servingSecurityCellSetID after normal PSCell change, i.e. NW update the sourceSecurityCellSetID if the SecurityCellSetID of target PScell is different.

Furthermore, when SCPAC configuration is released, UE shall release the stored sk-counter configuration as well as the security cell set sequentially . 
[bookmark: _Toc149920142]UE releases the stored sk-counter configuration and the entries within VarServingSecurityCellSetID if all SCPAC configurations are released. 
 L2 handling
In legacy, upon PSCell change, UE will reset L2 accordingly as shown below:
RRC reconfiguration to perform reconfiguration with sync includes, but is not limited to, the following cases:
-	reconfiguration with sync and security key refresh, involving RA to the PCell/PSCell, MAC reset, refresh of security and re-establishment of RLC and PDCP triggered by explicit indicators;
-	reconfiguration with sync but without security key refresh, involving RA to the PCell/PSCell, MAC reset and RLC re-establishment and PDCP data recovery (for AM DRB or AM MRB) triggered by explicit indicators.
It can be seen that the L2 handling is different depending on whether the security key is refreshed or not. For SCPAC, UE supports subsequent CPAC procedure and the security key will only be refreshed for inter-SN case. Similar as what we have discussed in LTM session, the inter-DU and intra-DU relation of the candidate cells is not fixed due to UE movement and corresponding L2 reset indication cannot be pre-configured in the RRC reconfiguration message which provide the candidate configurations. For SCPAC, as the L2 reset for inter-SN(with security key refresh) and intra-SN(without security key refresh) is different, we also see the need to follow LTM way to perform L2 reset for SCPAC.
As we have already introduced the security cell set ID to implicit indicate the SN info, it can be reused for L2 reset handling naturally.
[bookmark: _Toc149920143]UE performs L2 handling according to the cell set ID (mapping to SN).
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In legacy CPC, upon transmission of the SCG Failure Information message to the MN, UE stops evaluating the CPC execution condition. UE is not required to continue conditional reconfiguration evaluation for CPA or CPC candidate upon transmission of the SCG Failure Information message to the MN. In addition to SCG failure, UE will stop conditional reconfiguration evaluation for CPC upon MCG failure. For subsequent CPAC, similar principle can be followed. 
And for the stored subsequent CPAC configuration, we understand UE can rely on NW explicit signalling to perform release and maintenance.
[bookmark: _Toc149920144]UE stops evaluating the subsequent CPC execution conditions upon MCG failure and SCG failure. 
[bookmark: _Toc149920145]UE maintains the subsequent CPAC configurations upon MCG failure and SCG failure and relies on explicit signalling to release.
In last meeting, RAN2 has confirmed the way to generate the complete configuration for a LTM candidate cell,
Combination of Ref + Cand configuration will use legacy delta config procedure (simplification of current Running CR), where the UE considers the Ref config as current config and applies the candidate config using legacy delta configuration procedure. 
Will be specified as if it is done in real time, but with R2 understanding that UE implementation is allowed to pre-generate configurations.

And as RAN2 has reached consensus on following similar design on reference configuration as in LTM. We think the way to generate the complete configuration in LTM can be followed by SCPAC.
[bookmark: _Toc149920146]Follow LTM on SCPAC candidate cell configuration generation.
Regarding how to apply the generated complete configuration, we understand there are several alternatives on the table:
· Alt 1: reuse complete configuration procedure as in LTM with some modification
· Alt 2: reuse legacy full configuration procedure for MN for the candidate provided as MN format
· Alt 3: introduce a new SCPAC complete configuration procedure, i.e. perform SCG release first and then apply the full configuration.
For Alt 1,complete configuration procedure is reused to perform SCAPC execution. As LTM also support SCG LTM, UE behaviour on applying the complete SCPAC configuration is similar as SCG LTM especially for intra-SN SCAPC.
Alt 2 is also a simple solution to reused legacy full configuration procedure, while it may cause additional MCG interruption since everything will be reset. And for the candidate provided as SN format, full configuration flag may be able to set as true according to current spec. Thus, separate solutions are required for the candidates provided as SN format and MN format accordingly.
Alt3 is a way to follow legacy full configuration procedure without explicit fullConfig indication, i.e., UE always release SCG first and apply the generated complete configuration.
In general, we think either of the three alternatives can work, while we prefer to have a common solution for the case that candidate cell is provided as MN format and SN format to reduce the workload for CR rapporteur. And as we already have a stable complete configuration procedure for LTM, we think we can reuse it as much as possible, this is also aligned with the agreement that has been reached in previous meeting.
[bookmark: _Toc149920147]Common procedure is used for SCPAC execution for the candidate provided as MN format and SN format, aiming to follow LTM complete configuration procedure.

Conclusion
Based on the discussion above, we have the following proposals:
Proposal 1	Leave to UE implementation on the handling of used sk_counter.
Proposal 2	The granularity to update the sk-counter configuration is per sk-counter list that is associated with a cell set ID.
Proposal 3	Rely on NW to guarantee the validity of servingSecurityCellSetID after normal PSCell change, i.e. NW update the sourceSecurityCellSetID if the SecurityCellSetID of target PScell is different.
Proposal 4	UE releases the stored sk-counter configuration and the entries within VarServingSecurityCellSetID if all SCPAC configurations are released.
Proposal 5	UE performs L2 handling according to the cell set ID (mapping to SN).
Proposal 6	UE stops evaluating the subsequent CPC execution conditions upon MCG failure and SCG failure.
Proposal 7	UE maintains the subsequent CPAC configurations upon MCG failure and SCG failure and relies on explicit signalling to release.
Proposal 8	Follow LTM on SCPAC candidate cell configuration generation.
Proposal 9	Common procedure is used for SCPAC execution for the candidate provided as MN format and SN format, aiming to follow LTM complete configuration procedure.
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