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1 Introduction 
[bookmark: _Hlk142317762]In the last RAN2 meeting (RAN2 #123-bis [1]), there was significant progress on this topic, and several agreements were reached that resolved many open issues.RAN2 #123-bis agreements:
· P1a: Upon SCG release, RAN2 confirms that the UE shall release the subsequent CPAC configuration within SCG VarConditionalReconfig autonomously. 
· P1b: Upon SCG release, it’s up to the NW decision to maintain or release the subsequent CPAC configuration within MCG VarConditionalReconfig.
· P2: Upon intra-MN PCell change, it’s up to the NW decision to maintain/modify/release the subsequent CPAC configuration.
· P3: If there are maintained subsequent CPAC configurations with CPA execution conditions after SCG release, the maintained configurations can be used for the subsequent CPA execution.
· P4: The coexistence of subsequent CPAC and SCG deactivation is not supported in Rel-18, i.e. follow the same principle as legacy CPAC.
· P5: The candidate and reference configuration for subsequent CPAC can include both MCG and SCG part configurations. It can be up to the NW implementation whether to include the MCG part.
· P6: The MN generates the MCG part of the reference configuration (if any), while the SN (source or candidate) generates the SCG part of the reference configuration.
· P8: The MN is responsible for the reference configuration generation for MN/SN initiated inter-SN SCPAC.
· P10: The MN can request an SCG reference configuration from any of the involved SNs.
· P11: Candidate SN prepares the execution conditions for subsequent CPC when the candidate SN prepares the candidate SCG configuration(s) for candidate PSCell(s).
· P12: For SN initiated inter-SN subsequent CPAC, in SN Change Required message, the source SN includes the following information to the MN:
- A list of candidate SNs (can also include source SN) for the initial and subsequent CPC, and for each candidate SN in the list, a list of PSCells suggested to be prepared by the candidate SN.
- Execution conditions associated with each suggested PSCell of the initial CPC.
· In SN Addition Request Acknowledge message, the candidate SN includes the following information to the MN:
1) List of prepared candidate PSCells and associated candidate SCG configurations, which include the candidate SCG measurement configurations, i.e. as legacy;
2) For each cell in 1), a list of proposed candidate PSCells for the subsequent CPC (e.g., the neighbour PSCells), and associated execution conditions (events A3/A5, based on the candidate SCG measurement configurations).



Note: The proposed candidate PSCells are selected from the recommended cell list provided by the MN, as the legacy.
· The MN checks whether the proposed candidate PSCells for subsequent CPC have been prepared by other candidate SNs, and the MN may initiate an SN Modification procedure to the candidate SN, e.g. when not all proposed candidate PSCells for subsequent CPC have been prepared.
· In SN Modification Request message, the MN includes the following information to the candidate SN:
Candidate PSCells for subsequent CPC that have been prepared by other candidate SNs.
· In SN Modification Request Acknowledge message, the candidate SN includes the following information to the MN:
Updated candidate SCG configurations and/or the execution conditions for subsequent CPC, if needed. The detailed signaling is similar to that in SN Addition Request Acknowledge message.
· RAN2 assumes that the coexistence of subsequent CPAC and legacy CPAC is supported. [Check with RAN3]
· RAN2 assumes that the existing signalling flow charts and procedural texts for Rel-17 CPA/CPC procedures can be reused for subsequent CPAC procedure with some modifications. [Check with RAN3]
· For one UE, for CPC only either MN format or SN format (only intra-SN case is possible) is used.
· MN format is supported for intra-SN (in addition to SN format).
· For MN initiated inter-SN subsequent CPAC, in SN Addition Request message, the MN includes the following information to each candidate SN:
- A list of candidate SNs, and for each candidate SN in the list, a list of cells recommended by MN (assume format as legacy).
· For SN initiated inter-SN subsequent CPAC, in SN Addition Request message, the MN includes the following information to each candidate SN:
[bookmark: OLE_LINK7][bookmark: OLE_LINK8]A list of candidate SNs, and for each candidate SN in the list, a list of PSCells suggested to be prepared by the candidate SN.
· Rel-18 Conditional-Reconfiguration Information element may include
- List of Group-ID (mapping to SN) and associated SK-counter values outside the candidate conditional configurations.
- The Group-ID parameter is included within each candidate conditional configuration (CondConfigAddMod) marked for subsequent CPAC.
· UE include the selected SK-counter value in the MN RRC Reconfiguration Complete message when UE selects new SK-counter value as part of S-CPAC execution.
· For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the unused SK-counter values.
· RAN2 Understanding: The NW configuration ensures that The SK-counter lists assigned for SCPAC configurations and the SK-counter value assigned for CPAC configurations are uniquely different. No specification changes are needed in this regard.
· No specification changes needed for UE behaviour for the Scenario where free SK-Counter not available at the time of execution. This scenario can be avoided by NW configuration.





[bookmark: _Hlk110670114]In this contribution, we discuss some of the remaining open issues on the following: security aspects of subsequent CPAC, remaining aspects of the signaling procedures, and coexistence of inter-SN and intra-SN subsequent CPAC configurations.
              
2 Coexistence of inter-SN and intra-SN Subsequent CPAC configurations
For simplicity of handling at the UE, we think that a single reference SCG configuration and a single reference MCG configuration should be configured for this case.
Proposal 1. A single reference SCG configuration and a single reference MCG configuration is provided to the UE in case of coexistence of inter-SN and intra-SN subsequent CPAC configurations. 
In the case of coexistence of inter-SN and intra-SN subsequent CPAC configurations, both the configurations should be provided in the MN format, for ease of handling at the UE (other UE may have to switch formats upon CPAC execution). For this, upon completion of preparation of an intra-SN subsequent CPC configuration, the SN should provide the intra-SN subsequent CPC configuration to the MN so that the MN can include it in an MN RRC reconfiguration message to the UE. 
Proposal 2. In the case of coexistence of inter-SN and intra-SN subsequent CPAC configurations, both the configurations should be provided in the MN format, for ease of handling at the UE. 
Proposal 3. Upon completion of preparation of an intra-SN subsequent CPC, the SN should provide the intra-SN subsequent CPC configuration to the MN using an SN Modification procedure so that the MN can include it in an MN RRC reconfiguration message to the UE.
We can follow the principles that have been agreed in the previous meeting: (a) MN can request a reference SCG configuration from any of the involved SNs (the source SN or a candidate SN), (b) MN provides a reference SCG configuration to an SN so that the SN can generate delta SCG configurations for the prepared candidate PSCells.  
Proposal 4. In the case of coexistence of inter-SN and intra-SN subsequent CPAC configurations, the following principles can still be followed: (a) MN can request the reference SCG configuration from any of the involved SNs (the source SN or any candidate SN), (b) MN provides the reference SCG configuration to an SN so that the SN can generate delta SCG configurations for the prepared candidate PSCells belonging to it. If the SN does not receive a reference SCG configuration from the MN, the SN generates full SCG configurations.
Proposal 5. As in Rel-17 CPAC, MN indicates to an SN the maximum number of conditional configurations that the SN can initiate preparation for (inter-SN or intra-SN subsequent CPC).   
3 Subsequent CPAC security 
Upon subsequent CPAC execution, if UE updates the SN key by applying a new (unused) sk-counter value, UE can discard the selected sk-counter, since there is no further use of it. UE can also remove the sk-counter from the sk-counter list of the candidate SN.
Proposal 6. Upon subsequent CPAC execution, if UE updates the SN key by applying a new (unused) sk-counter value, UE can remove the selected sk-counter from the sk-counter list of the candidate SN and discard it.
In the SA3 draftCR, the following three options were provided on the security information exchange between MN and a candidate SN as well as the corresponding interaction between the UE and the MN.
Option 1: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counter values. The KSN keys and the corresponding SN Counter values are sent to the SN from the MN. The SN shall store the KSN keys and the corresponding SN Counter values in its security context.
Option 2: After the derivation of sequence of multiple distinct SN Counter values for each candidate SN, the SN Counter values are sent to the UE from the MN. The MN does not need to store the SN Counter values for each SNs after sending them.
Option 3: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counters values. The KSN keys are sent to the SN from the MN. The SN shall store the KSN keys in its security context.
Corresponding to the Option 1 in 6.10.2.X.1: The UE shall inform the MN which SN Counter value it used for KSN derivation when accessing the SCG of the target SN. The MN signals the received SN Counter value to the SN. The SN decides the KSN based on the received SN Counter value.
Corresponding to the Option 2 in 6.10.2.X.1 [Alt 1]: When the UE accesses an SCG of a target SN, the MN receives the SN Counter value from the UE. The MN derives KSN using the received SN Counter value. The KSN is sent to the target SN from the MN.
Corresponding to the Option 2 in 6.10.2.X.1 [Alt 2]: When the UE accesses an SCG of a target SN, the target SN receives the SN Counter value from the UE. The target SN uses the SN Counter value to request the Ksn derivation from MN.
Corresponding to the Option 3 in 6.10.2.X.1: The SN chooses the first unused Ksn key for that UE to establish the security with the UE.
We think that Option 1 is most aligned with the last RAN2 #123-bis meeting [1] agreements. We have the corresponding proposal which clearly has RAN3 impact.
Proposal 7. During subsequent CPAC preparation, MN derives a list of (SN counter, SN key) pairs for a candidate SN and provides the list to the candidate SN. The candidate SN stores the list of (SN counter, SN key) pairs in its security context for the UE. RAN3 to work out the Xn signalling details.
As discussed in the last RAN2 #123-bis meeting [1], the reason for the UE to provide the selected sk-counter when it selects a new sk-counter value upon subsequent CPAC execution, is for the network to be able to handle a SN key mismatch situation. The following proposal discusses this, and this proposal also has RAN3 impact. 
Proposal 8. Upon subsequent CPAC execution, if the SN key is changed, upon receiving the RRC reconfiguration complete with the included SN counter, MN checks whether there is a key mismatch. If MN determines there is a key mismatch, MN forwards the SN counter received from the UE to the selected candidate SN, and the selected candidate SN applies the corresponding SN key. RAN3 to work out the Xn signalling details. 
MN could check whether there is a key mismatch by using the selected candidate PSCell ID information provided in RRC reconfiguration complete. 
4 Conclusions
Based on the above discussions, we recommend that RAN2 discuss the following observations and proposals.

Coexistence of inter-SN and intra-SN Subsequent CPAC configurations
Proposal 1. A single reference SCG configuration and a single reference MCG configuration is provided to the UE in case of coexistence of inter-SN and intra-SN subsequent CPAC configurations. 
Proposal 2. In the case of coexistence of inter-SN and intra-SN subsequent CPAC configurations, both the configurations should be provided in the MN format, for ease of handling at the UE. 
Proposal 3. Upon completion of preparation of an intra-SN subsequent CPC, the SN should provide the intra-SN subsequent CPC configuration to the MN using an SN Modification procedure so that the MN can include it in an MN RRC reconfiguration message to the UE.
Proposal 4. In the case of coexistence of inter-SN and intra-SN subsequent CPAC configurations, the following principles can still be followed: (a) MN can request the reference SCG configuration from any of the involved SNs (the source SN or any candidate SN), (b) MN provides the reference SCG configuration to an SN so that the SN can generate delta SCG configurations for the prepared candidate PSCells belonging to it. If the SN does not receive a reference SCG configuration from the MN, the SN generates full SCG configurations.
Proposal 5. As in Rel-17 CPAC, MN indicates to an SN the maximum number of conditional configurations that the SN can initiate preparation for (inter-SN or intra-SN subsequent CPC).   
Subsequent CPAC security
Proposal 6. Upon subsequent CPAC execution, if UE updates the SN key by applying a new (unused) sk-counter value, UE can remove the selected sk-counter from the sk-counter list of the candidate SN and discard it.
Proposal 7. During subsequent CPAC preparation, MN derives a list of (SN counter, SN key) pairs for a candidate SN and provides the list to the candidate SN. The candidate SN stores the list of (SN counter, SN key) pairs in its security context for the UE. RAN3 to work out the Xn signalling details.
Proposal 8. Upon subsequent CPAC execution, if the SN key is changed, upon receiving the RRC reconfiguration complete with the included SN counter, MN checks whether there is a key mismatch. If MN determines there is a key mismatch, MN forwards the SN counter received from the UE to the selected candidate SN, and the selected candidate SN applies the corresponding SN key. RAN3 to work out the Xn signalling details.                
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