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1 Introduction
     This document captures the outcome of the following offline discussion.
[AT124][504][feMob] SCPAC Security (Nokia)
	Scope: Converge on open issues
	Intended outcome: Report in R2-2313665
	Deadline: CB acc to Meeting schedule
2 Discussion
  Based on the SA3 LS Reply, discussion points for offline discussion is identified in section 2.1. 
  For the   discussion points the company views and agreements are captured in 2.2
2.1    List of Discussion Points 
SA3 has sent LS Reply to RAN2 related to the RAN2 agreements and further questions related to  security key management for SCPAC in Ref [1].
 
From the Rapporteur view, RAN2 to discuss the following points in SA3 LS Reply that needs further analysis for RAN2 impacts.

· Life cycle Management for SK-counters. 
· SA3 indicated need for key life-cycle management as given below.
· SA3 would like to point out that a key lifecycle management for keys (and key lists) is required for keys that are generated and distributed, more specific, a key-revocation and a key-refresh function shall be supported.
Action: RAN2 to analyze whether further changes needed in current RRC signaling messages /procedures to support the above.
· SK-Counter Mismatch handling. 
· Following is the SA3 Reply
Question: “RAN2 also kindly request SA3 to provide feedback on the actions required at MN in case of mismatch in the selected SK-counter at UE and NW is identified.”
· Answer: Since the UE has provided the counter to the MN, and then the MN relays the counter to the SN, the SN, having stored the KSN keys and the corresponding SN counter values, selects the appropriate KSN based on the received SN counter value.
Action : RAN2 to further discuss whether further clarification needed related to RAN2 signalling based on the above answer.
· Handling of Master Key update 
· SA3 CR proposes that whenever new AS-key is established the SN-counter is set to 0 and new list of SN-counters are provided to SN and UE. Following is the relevant part of SA3-CR.
· When a new AS root key, KNG-RAN, in the associated 5G AS security context is established, and the SN Counter is set to ‘0’, the MN assigns a new sequence of multiple distinct SN Counter values per candidate SN to the UE. The UE shall delete the stored SN Counter values and store the received new SN Counter values. Further, MN derives the corresponding KSN for each target SN, and the derived KSN keys and the corresponding SN counter values are sent to the SN from the MN.
· RAN2 to further discuss the need to update RAN2 specification to indicate the dependency on SK-counter list refresh with respect to Master-Key update. Possible changes in field descriptions to be discussed.


2.2    Discussion And Agreements

Q1: RAN2 to analyze whether further changes are needed in current RRC signaling messages /procedures to support the key lifecycle management.

   Initial analysis from Rapporteur
· RRC signaling message already support the management of SK-counter list per SN. Whenever MN decides to release or refresh SK-counter list, the existing RAN2 signalling can be used for the purpose. 
· UE behavior on releasing new list to clean up the earlier SK-counters and keys can be specified to ensure that UE does not maintain the older key set on receiving new list.  This can ensure the SA3 requirements on key lifecycle management.
    
    Discussion Agreements:  

Common view is that no further RAN2 impacts to support the security key life-cycle management.

 P1: The SK-counter list parameter introduced in RRC-Reconfiguration can support the required signalling procedure with UE for the security life cycle management indicated in SA3. 
    
      

Q2: RAN2 to further discuss whether further clarification is needed related to RAN2 signalling based on SA3 answer related to key mismatch.

Initial analysis 
The proposed solution indicates that MN and SN make use of the reported SK-counter value for SN-key generation to resolve the key mismatch issue. The proposed solution only requires RAN3 signaling changes. No RAN2 signaling changes are foreseen for the given solution.  As part of this question, companies can further discuss whether the proposed solution sufficiently cover all the mismatch scenarios and need for RAN2 changes.

Q2A : Is this solution sufficiently capture all key mismatch scenarios?
Q2B : If the answer to the above question is NO, what are the additional scenarios and further impacts to RAN2 signalling?

     Discussion And Agreements:
	
	HW : If SN start SCG-RACH processing prior to reception of SK-counter from MN some the uplink packet deciphering with wrong key may happen until the right key is used at SN. Otherwise SN need to delay the SCG RACH processing.
	Nokia: There can be other key mismatch scenarios that needs to be handled.
	OPPO,Lenova,QC: The proposed answer from SA3 is sufficient and no further changes needed from RAN2 perspective.

    P2:From RAN2 perspective the proposed solution from SA3 for key-mismatch is sufficient.

Q3: RAN2 to further discuss the need to update RAN2 specification to indicate the dependency on SK-counter list refresh with respect to Master-Key update. Possible changes in field descriptions to be discussed.

            Initial analysis
· RAN2 has agreed to maintain SCPAC configuration and list of keys whenever PCell changes for Intra-MN scenario. But if PCell-change involves Master-key update provisioning of new SK-counter list is mandatory to comply with SA3 description in the CR.
· Master key update is also possible in other scenarios also.
· 
· One Way forward : Field descriptions for SK-counter list include the need to update the list whenever Master-key change is indicated in RRC-Reconfiguration.

            Discussion And Agreements:
 	
            Majority view : For the proposed SA3 behaviour for master-key update, GNB implementation should ensure the change of SK-counters whenever master-key-update is triggered.
   
P3 : For the proposed NW behaviour  related to Master-key update impact to SK-counters, The GNB implementation need to ensure that SK-counter-list is also replaced at UE whenever Master-Key-Update is triggered towards UE.  No specification changes needed.

      Q4: Any other RAN2 impacts based on SA3-LS Reply and SA3-CR.
	No additional impacts identified related to SA3-LS Reply during this discussion

      

3 Conclusion 
       Following are the proposals based on the offline discussion

P1: The SK-counter list parameter introduced in RRC-Reconfiguration can support the required signalling procedure with UE for the security life cycle management indicated in SA3.
P2: From RAN2 perspective the proposed solution from SA3 for key-mismatch is sufficient.
P3 : For the SA3 proposed NW behaviour  related to Master-key update impact to SK-counters, The GNB implementation need to ensure that SK-counter-list is also replaced at UE whenever Master-Key-Update is triggered towards UE.  No specification changes needed.
 
	

