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1 Introduction 
[bookmark: _Hlk142317762]In the last RAN2 meeting (RAN2 #123 [1]), there was significant progress on this topic, and it seems that the main elements of the design are in place. The following agreements were reached.RAN2 #123 agreements:
· For subsequent CPAC it is useful to support use of A3 A5.
· A3 A5 is supported with SN-initiated subsequent CPAC.
· For MN-initiated subsequent CPAC, the execution condition configuration is provided as following:
· MN generates the execution conditions (A4 event) for initial CPAC execution, and the measID refers to the measurement configuration associated with MCG. 
· Candidate SN generates the execution conditions (A3/A5 event)  for subsequent CPC execution, and the measID refers to the measurement configuration associated with SCG.
· UE autonomously releases the subsequent CPAC configurations in the following cases: upon RRC re-establishment and RRC release (to RRC_IDLE and/or RRC_INACTIVE).
· No need for an optimized single-indication-release of CPAC configuration. Can rely on explicit release for other cases.
· Will support the SA3 solution, i.e. update of Sk-counter at inter-SN-mobility, based on pre-configured multiple Sk-counter. UE need to know when Sk counter need to change.






In this contribution, we reiterate our positions on the questions and issues raised in the RAN2 #123 post-meeting email discussion on this topic [2], and discuss the Stage-2 signaling details of the main procedures:

· SN initiated inter-SN Subsequent CPAC,
· MN initiated inter-SN Subsequent CPAC.
2 [bookmark: _Ref535308766][bookmark: _Ref535492080][bookmark: _Hlk85454301][bookmark: _Hlk101395181]SN initiated inter-SN Subsequent CPAC 
Figure 1 shows a signalling flow of the procedure, assuming that initially UE is in DC operation. We describe the steps of the procedure and alongside some proposals.
Steps 1, 2: Based on the UE measurement reports, source SN initiates the procedure by transmitting SN Change Required to the source MN.
It was agreed in a previous RAN2 meeting (RAN2 #121-bis-e [4]) that the source SN generates the execution conditions for the initial CPC.
[bookmark: _Hlk142461746]Proposal 1. In the SN Change Required message to the MN, source SN includes:
· A list of candidate SNs for the initial and subsequent CPC, and for each candidate SN in the list, a list of PSCells suggested to be prepared by the candidate SN.
· Execution conditions associated with each suggested PSCell of the initial CPC. 
The list of candidate SNs for the subsequent CPC can include the source SN. 
Step 3: It was agreed in a previous RAN2 meeting (RAN2 #121-bis-e [4]) that candidate SN generates execution conditions for a subsequent CPC. This holds when the serving PSCell of the UE becomes a cell of the candidate SN. 
In Step 3, source MN provides the required information for CPC preparation to a candidate SN.
Proposal 2. Source MN includes in the SN Addition Request message to a candidate SN:
· A list of candidate SNs, and for each candidate SN in the list, a list of PSCells suggested to be prepared,
· UE measurements.
Step 4: The candidate SN prepares a list of PSCells that belong to it and includes the list in the response message SN Addition Request Acknowledge. 


[bookmark: _Ref142316556]Figure 1: SN initiated inter-SN Subsequent CPC
The candidate SN also determines a list of proposed candidate PSCells suitable for the subsequent CPC, e.g., the neighbour PSCells; these PSCells are cells of the other candidate SNs. For each proposed candidate PSCell for the subsequent CPC, the candidate SN includes the execution conditions which are A3/A5 events. 
Proposal 3. In SN Addition Request Acknowledge, the candidate SN includes:
1) List of prepared candidate PSCells and associated target SCG configurations, which include the target SCG measurement configurations,
2) For each cell in 1), a list of proposed candidate PSCells for the subsequent CPC (e.g., the neighbour PSCells), and associated execution conditions (events A3/A5).
The proposed candidate PSCells for the subsequent CPC are selected from the overall suggested PSCell list provided by the MN in SN Addition Request.
Steps 5, 6: Upon receiving the SN Addition Request Acknowledge message, the MN checks whether the proposed candidate PSCells for the subsequent CPC as indicated in the message have been prepared by the other candidate SNs. If there are proposed candidate PSCells for the subsequent CPC that have not been prepared, source MN initiates an SN Modification procedure with the candidate SN including only those proposed candidate PSCells that have been prepared. In response, the candidate SN may include target SCG configurations with updated SCG measurement configurations, taking into account the prepared candidate PSCells for the subsequent CPC.  
[bookmark: _Hlk134608638]Proposal 4. The MN checks whether the proposed candidate PSCells for subsequent CPC have been prepared by other candidate SNs, and the MN may initiate SN Modification with the candidate SN if there are proposed candidate PSCells for the subsequent CPC that have not been prepared.
Proposal 5. In SN Modification Request message, the MN includes the following information to the candidate SN: proposed candidate PSCells for subsequent CPC that have been prepared by other candidate SNs. 
Proposal 6. In response (SN Modification Request Acknowledge message), the candidate SN may include updated target SCG configurations with possibly updated target SCG measurement configurations, and updated execution conditions for the subsequent CPC.
Steps 7-9: It was agreed in the previous RAN2 #121-bis-e [4] meeting that the source MN prepares the initial RRC reconfiguration message containing the Rel-18 CPC configurations. It was also agreed that the following are the possible contents of the initial RRC reconfiguration message containing the Rel-18 CPC configurations.
(1) The reference SCG configuration.
(2) The initial list of candidate PSCells with associated target SCG configurations (this list can be updated later by the network, e.g., cells can be added to or removed from this list). 
(3) The execution conditions associated with each candidate PSCell. 
We think that for each candidate PSCell in the initial list (2), the MCG configuration associated with the target SCG configuration should be also included, as in legacy PSCell change or addition, or CPA and CPC.
[bookmark: _Hlk134608658]Proposal 7. For each candidate PSCell in the initial RRC reconfiguration message containing the Rel-18 CPC configurations, the MCG configuration associated with the target SCG configuration is included.
Proposal 8. In the initial RRC reconfiguration message containing the Rel-18 CPC configurations, for each candidate PSCell (when it becomes the serving PSCell) include:
1) The set of candidate PSCells to evaluate for the subsequent CPC.
2) The execution conditions (A3/A5) associated with the cells in 1).
3) The set of CPC configurations to be released by the UE. 
Steps 10-13: Upon triggering of CPC for a candidate PSCell, UE transmits RRC reconfiguration complete to the MN including a candidate PSCell ID, similar as in Rel-17 inter-SN CPC.
3 MN initiated inter-SN Subsequent CPAC
Figure 2 shows a signalling flow of the procedure, assuming that initially UE is in DC operation.
Steps 1, 2: Upon receiving measurement reports from the UE, source MN initiates the procedure. In a previous RAN2 meeting (RAN2 #121-bis-e [4]), it was agreed that source MN generates the execution conditions for the initial CPC. 
It was agreed in the last RAN2 meeting (RAN2 #123 [1]) that candidate SN generates execution conditions for a subsequent CPC. This holds when the serving PSCell of the UE becomes a cell of the candidate SN.



[bookmark: _Ref142321937]Figure 2: MN initiated inter-SN Subsequent CPC
The steps are the same as for the SN initiated inter-SN procedure and their description is thus omitted. 
Observation 1. A similar set of proposals corresponding to proposals 2-8 for the SN initiated inter-SN procedure hold for the MN initiated inter-SN procedure.               
4 Other issues
Subsequent CPAC configuration release
In the RAN2 #123 post-meeting email discussion [2], it appears that there was some confusion regarding the handling of subsequent CPAC configuration release in various scenarios. This issue was discussed in the last RAN2 meeting, and an agreement was reached. As per our understanding, the agreement implies that, other than the RRC re-establishment and RRC release cases, the network decides to release or keep the subsequent CPAC (S-CPAC) configurations and indicates accordingly in a message to the UE.
Proposal 9. RAN2 to confirm that it is up to the network to release a subsequent CPAC configuration at intra-MN PCell change and SCG release, e.g., using the condReconfigToRemoveList IE in an RRC reconfiguration message.
Proposal 10. If the above proposal is agreeable, after an SCG release, the maintained candidate configurations can be used for a subsequent CPA.
Reference configurations for the procedure
We have the following proposals that summarize our thinking on this issue.
Proposal 11. The candidate and reference configurations for subsequent CPAC can include the MCG and SCG parts of the configurations. 
Proposal 12. The MN generates the MCG part of the reference configuration. 
Proposal 13. For the MN and SN initiated inter-SN cases, the source SN generates and provides an SCG reference configuration to the MN.
The above proposal is mainly for the purposes of simplicity. If a candidate SN is allowed to provide the reference SCG configuration, further modifications may be required to the procedures as discussed in Sections 2 and 3 above.   
5 Subsequent CPAC security
Based on the discussion in SA3 and subsequent discussions in the last RAN2 meeting (RAN2 #123 [1]) and the post-meeting email discussion [5], the following three proposals seem to be generally agreeable.
Proposal 14. For the procedure, the UE is configured by the network with non-overlapping lists of multiple sk-counters for each candidate SN. The configuration is provided in the initial RRC reconfiguration message containing the Subsequent CPAC configuration.
Proposal 15. A Group-ID is provided along with the list of sk-counters for each candidate SN. The Group-ID is also included within each candidate conditional configuration, indicating the candidate SN to which the corresponding candidate PSCell belongs.
Proposal 16. UE changes the sk-counter sequentially upon every SN change and continues to use the same sk-counter after an intra-SN CPC.
In the SA3 draftCR, the following three options were provided on the security information exchange between MN and a candidate SN as well as the corresponding interaction between the UE and the MN.
Option 1: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counter values. The KSN keys and the corresponding SN Counter values are sent to the SN from the MN. The SN shall store the KSN keys and the corresponding SN Counter values in its security context.
Option 2: After the derivation of sequence of multiple distinct SN Counter values for each candidate SN, the SN Counter values are sent to the UE from the MN. The MN does not need to store the SN Counter values for each SNs after sending them.
Option 3: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counters values. The KSN keys are sent to the SN from the MN. The SN shall store the KSN keys in its security context.
Corresponding to the Option 1 in 6.10.2.X.1: The UE shall inform the MN which SN Counter value it used for KSN derivation when accessing the SCG of the target SN. The MN signals the received SN Counter value to the SN. The SN decides the KSN based on the received SN Counter value.
Corresponding to the Option 2 in 6.10.2.X.1 [Alt 1]: When the UE accesses an SCG of a target SN, the MN receives the SN Counter value from the UE. The MN derives KSN using the received SN Counter value. The KSN is sent to the target SN from the MN.
Corresponding to the Option 2 in 6.10.2.X.1 [Alt 2]: When the UE accesses an SCG of a target SN, the target SN receives the SN Counter value from the UE. The target SN uses the SN Counter value to request the Ksn derivation from MN.
Corresponding to the Option 3 in 6.10.2.X.1: The SN chooses the first unused Ksn key for that UE to establish the security with the UE.
We evaluate the above three options below. 
We note that, upon a subsequent CPAC (S-CPAC) execution, the UE provides the ID of the candidate PSCell to the MN in RRC reconfiguration complete. Based on this information, the MN will know whether the S-CPAC execution results in a change of SN or not, and the MN can also determine the ID of the candidate SN.  
Option 1: Based on the received candidate PSCell ID in the RRC reconfiguration complete:
- If MN determines that there is a change of SN, the MN selects a new entry from the list of sk-counter values corresponding to the candidate SN and sends the sk-counter to the candidate SN in an Xn signalling message. The candidate SN determines the SN key, K-SN, to use based on the received sk-counter. 
- If MN determines that there is no change of SN, the MN does not signal anything, and the serving SN can continue to use the same SN key, K-SN, with the UE.  
Thus, the network derives the K-SN in the same way as the UE, and the UE does not need to inform the MN of the sk-counter value it used for K-SN derivation. 
Option 2: This option does not seem to be secure because if the MN does not store and remember the sk-counter values after sending them to the UE, a rogue UE can send an invalid sk-counter to the MN in the RRC reconfiguration complete.  
Option 3: This option is a slight variation of Option 1, and for similar reasons as Option 1, the UE does not need to inform the MN of the sk-counter value it used for K-SN derivation.
Observation 2. Upon a subsequent CPAC (S-CPAC) execution, the UE provides the ID of the candidate PSCell to the MN in RRC reconfiguration complete. Based on this information, the MN will know whether the S-CPAC execution results in a change of SN or not, and can accordingly indicate to the candidate SN, which can then derive the SN key in the same way as the UE.
Proposal 17. UE does not need to include the selected sk-counter in the RRC reconfiguration complete message upon a Subsequent CPAC (S-CPAC) execution.
6 Conclusions
Based on the above discussions, we recommend that RAN2 discuss the following observations and proposals.

SN initiated inter-SN Subsequent CPAC
Proposal 1. In the SN Change Required message to the MN, source SN includes:
· A list of candidate SNs for the initial and subsequent CPC, and for each candidate SN in the list, a list of PSCells suggested to be prepared by the candidate SN.
· Execution conditions associated with each suggested PSCell of the initial CPC. 
The list of candidate SNs for the subsequent CPC can include the source SN. 
Proposal 2. Source MN includes in the SN Addition Request message to a candidate SN:
· A list of candidate SNs, and for each candidate SN in the list, a list of PSCells suggested to be prepared,
· UE measurements.
Proposal 3. In SN Addition Request Acknowledge, the candidate SN includes:
3) List of prepared candidate PSCells and associated target SCG configurations, which include the target SCG measurement configurations,
4) For each cell in 1), a list of proposed candidate PSCells for the subsequent CPC (e.g., the neighbour PSCells), and associated execution conditions (events A3/A5).
The proposed candidate PSCells for the subsequent CPC are selected from the overall suggested PSCell list provided by the MN in SN Addition Request.
Proposal 4. The MN checks whether the proposed candidate PSCells for subsequent CPC have been prepared by other candidate SNs, and the MN may initiate SN Modification with the candidate SN if there are proposed candidate PSCells for the subsequent CPC that have not been prepared.
Proposal 5. In SN Modification Request message, the MN includes the following information to the candidate SN: proposed candidate PSCells for subsequent CPC that have been prepared by other candidate SNs. 
Proposal 6. In response (SN Modification Request Acknowledge message), the candidate SN may include updated target SCG configurations with possibly updated target SCG measurement configurations, and updated execution conditions for the subsequent CPC.
Proposal 7. For each candidate PSCell in the initial RRC reconfiguration message containing the Rel-18 CPC configurations, the MCG configuration associated with the target SCG configuration is included.
Proposal 8. In the initial RRC reconfiguration message containing the Rel-18 CPC configurations, for each candidate PSCell (when it becomes the serving PSCell) include:
1) The set of candidate PSCells to evaluate for the subsequent CPC.
2) The execution conditions (A3/A5) associated with the cells in 1).
3) The set of CPC configurations to be released by the UE.  
MN initiated inter-SN Subsequent CPAC 
Observation 1. A similar set of proposals corresponding to proposals 2-8 for the SN initiated inter-SN procedure hold for the MN initiated inter-SN procedure.               
Subsequent CPAC configuration release
Proposal 9. RAN2 to confirm that it is up to the network to release a subsequent CPAC configuration at intra-MN PCell change and SCG release, e.g., using the condReconfigToRemoveList IE in an RRC reconfiguration message.
Proposal 10. If the above proposal is agreeable, after an SCG release, the maintained candidate configurations can be used for a subsequent CPA.
Reference configurations for the procedure
Proposal 11. The candidate and reference configurations for subsequent CPAC can include the MCG and SCG parts of the configurations. 
Proposal 12. The MN generates the MCG part of the reference configuration. 
Proposal 13. For the MN and SN initiated inter-SN cases, the source SN generates and provides an SCG reference configuration to the MN.
Subsequent CPAC security
Proposal 14. For the procedure, the UE is configured by the network with non-overlapping lists of multiple sk-counters for each candidate SN. The configuration is provided in the initial RRC reconfiguration message containing the Subsequent CPAC configuration.
Proposal 15. A Group-ID is provided along with the list of sk-counters for each candidate SN. The Group-ID is also included within each candidate conditional configuration, indicating the candidate SN to which the corresponding candidate PSCell belongs.
Proposal 16. UE changes the sk-counter sequentially upon every SN change and continues to use the same sk-counter after an intra-SN CPC.
Observation 2. Upon a subsequent CPAC (S-CPAC) execution, the UE provides the ID of the candidate PSCell to the MN in RRC reconfiguration complete. Based on this information, the MN will know whether the S-CPAC execution results in a change of SN or not, and can accordingly indicate to the candidate SN, which can then derive the SN key in the same way as the UE.
Proposal 17. UE does not need to include the selected sk-counter in the RRC reconfiguration complete message upon a Subsequent CPAC (S-CPAC) execution.                  
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