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1. Introduction
In RAN2#123 [1], it was agreed that:
· Will support the SA3 solution, i.e. update of Sk-counter at inter-SN-mobility, based on pre-configured multiple Sk-counter. UE need to know when Sk counter need to change.

· Detailed solution discussed in long Post-meeting email discussion 

In the post-meeting email discussion [2], the conclusions were made as below:
In this paper, we discuss on remaining issues related to security aspects for Subsequent CPAC.
2. Discussion
2.1. Handling of the SK-counter list across cell change
According to [2], it is likely to agree that the list of Group-ID and associated SK-counter values which are configured outside the candidate conditional configurations (CondConfigAddMod) are maintained after Subsequent CPAC executions and how to maintain this list is still FFS. There are the following options to handle this:
Option 1: Reuse the existing UE variable (i.e. VarConditionalReconfig)

Option 2: Introduce new UE variable for SK-counter list of Subsequent CPAC

In our view, the existing one is workable for SK-counter list configuration maintenance and Option 1 has less spec impact than Option 2, so we prefer Option 1, that is, new UE variable for SK-counter list of Subsequent CPAC is not needed.

Proposal 1 For the maintenance of SK-counter list for Subsequent CPAC, reuse the existing UE variable (i.e. VarConditionalReconfig).
2.2. Need of including the selected SK counter value in RRCReconfigurationComplete message
According to [2], some companies think that there might be a misalignment between UE and NW so it is safer for UE to report the selected SK counter value. However, MN can know the selected SK counter value by the indication which candidate SN is selected via the RRCReconfigurationComplete message because the MN can identify the selected SK counter value based on the information of the selected PSCell included in the candidate SN. Therefore, there is no such misalignment and there is no need for UE to report the selected SK counter value to NW explicitly.
Observation 1: There is no misalignment for the selected SK counter value between UE and NW in the current scenarios for Subsequent CPAC.
Proposal 2 There is no need for UE to report the selected SK counter value to NW explicitly.
2.3. Additional issues for security aspects of Subsequent CPAC
According to [2], it was also discussed when there is no available SK counter to use upon Subsequent CPAC execution. In our understanding, the list of SK counter values can be updated explicitly by RRC reconfiguration procedure, so it can be up to NW implementation.
Proposal 3 It can be up to NW implementation when there is no available SK counter to use upon Subsequent CPAC execution.
3. Conclusion

In this contribution, we made the following proposals:
Observation 1: There is no misalignment for the selected SK counter value between UE and NW in the current scenarios for Subsequent CPAC.

Proposal 1
For the maintenance of SK-counter list for Subsequent CPAC, reuse the existing UE variable (i.e. VarConditionalReconfig).
Proposal 2
There is no need for UE to report the selected SK counter value to NW explicitly.
Proposal 3
It can be up to NW implementation when there is no available SK counter to use upon Subsequent CPAC execution.
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Proposal 1: Rel-18 Conditional-Reconfiguration Information element include


List of Group-ID and associated SK-counter values outside the candidate conditional configurations.


The Group-ID parameter is included within each candidate conditional configuration(CondConfigAddMod) marked for subsequent CPAC.


Proposal 2: Common Understanding on SK-Counter maintenance: The List of Group-ID and SK-Counter-values configured by network is maintained at UE after S-CPAC executions and the SK-Counter-Values are also updated after CPAC execution depending on the usage of SK-counter. RAN2 to discuss further how the UE maintains the SK-counter list across cell changes.


Proposal 3 : 


UE need not include the selected SK-counter value in the RRC Reconfiguration message as the selection of SK-counter for Inter-SN cell change follows the defined pattern according to  SA3 solution. 


RAN2 to discuss the scenarios where the RRC-Reconfiguration message needs to include selected SK-counter value (i.e. mismatch of SK counter at UE and NW). In this case, RAN2 also discusses the NW behavior if the reported SK-counter is a mismatch.


Proposal 4:


For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the current status of the SK-counter list.


Proposal 5:


RAN2 Understanding : The NW configuration ensures that The SK-counter lists assigned for SCPAC configurations and SK-counter value assigned for CPAC configurations are uniquely different. No specification changes needed in this regard.


Proposal 6:


RAN2 to revisit SK-counter selection and SK-Counter-list maintenance for SCPAC Failure scenarios after RAN2 concludes on these scenarios (S-RLF, S-CPAC Execution Failures).


Proposal 7 : 


RAN2 to discuss the need for defining UE behaviour for the scenario where free SK-counter not available at the time of S-CPAC execution based on contributions in the next meeting.
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