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1	Introduction
In the RAN2#121bis-e meeting, a discussion took place on how it was possible for the network to change the security algorithms at the UE and the outcome has been the following:
Security
R2-2304096	Clarification on the update of security algorithms	Ericsson	discussion	Rel-15	NR_newRAT-Core 
[003] noted
[003] RAN2 confirms that the security algorithms at the UE can only be changed with reconfiguration with sync (for both SRBs and DRBs).

In this contribution we want address a possible misalignment in changing the security algorithm in case a radio bearer is released and added when a termination point at the UE is changed.
[bookmark: _Ref178064866]2	Discussion
According to TS 37.340 Annex A, in case a termination point is changed, instead of triggering reconfiguration with sync, it is possible to perform radio bearer release and add for the same DRB:
NOTE 1:	For EN-DC and NGEN-DC MCG, NE-DC SCG: the MAC/RLC behaviour depends on the solution selected by the network. It can be PCell handover (for EN-DC and NGEN-DC) or PSCell change (for NE-DC), which triggers MAC reset and RLC re-establishment. Alternatively, the logical channel identity can be changed, either via RLC bearer release and add for the same DRB (including RLC re-establishment), or via reconfiguration of the RLC bearer with RLC-re-establishment.
	For EN-DC and NGEN-DC SCG, NE-DC MCG, NR-DC MCG and SCG: the MAC/RLC behaviour depends on the solution selected by the network. It can be reconfiguration with sync, with MAC reset and RLC re-establishment. Alternatively, the logical channel identity can be changed via RLC bearer release and add.

Further, in case a termination point is changed, the PDCP needs to be re-established and thus the network would need to set the flag reestablishPDCP to true.
Based on this, in the TS 38.323, clause 5.1.2, the following is stated:

--------------------------------------- TS 38.323, clause 5.12 ------------------------------------------------------
When upper layers request a PDCP entity re-establishment, the transmitting PDCP entity shall:
[…]
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
[…]
When upper layers request a PDCP entity re-establishment, the receiving PDCP entity shall:
[bookmark: Signet15][…]
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure.
--------------------------------------------------------------------------------------------------------------------------
Therefore, in case the network decides to perform a change of a termination point for the same DRB by using the RLC bearer release and add procedure, and includes the reestablishmentPDCP flag set to true, the UE may change the security algorithm, even if reconfiguration with sync is not used.
[bookmark: _Toc142569579]In case of a change of a termination point with the RLC bearer release and add procedure and PDCP reestablishment, it is possible to change the security algorithms even without reconfiguration with sync.
What is currently supported is thus in contrast with what was agreed in the RAN2#121bis-e meeting and it would be good if RAN2 discuss and achieve a conclusion on this matter, as implementations are already out on the field, and this could create issues in the inter-operability between the network and the UE. Therefore, we propose:
[bookmark: _Toc142569581]RAN2 to confirm that in case of a change of a termination point for a DRB with RLC bearer release and add procedure and PDCP re-establishment, it is possible to change the security algorithms even without reconfiguration with sync.
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Conclusion
In the previous sections we made the following observations: 
Observation 1	In case of a change of a termination point with the RLC bearer release and add procedure and PDCP reestablishment, it is possible to change the security algorithms even without reconfiguration with sync.

Based on the discussion in the previous sections we propose the following:
Proposal 1	RAN2 to confirm that in case of a change of a termination point for a DRB with RLC bearer release and add procedure and PDCP re-establishment, it is possible to change the security algorithms even without reconfiguration with sync.
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