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1. Introduction
In this short paper, we provide different aspects that RAN2 still needs to consider based on the solution direction from SA3 LS [1].
2. Discussion
2.1. MN mediation
We paste below the current direction SA3 is planning to address the security key re-use.
	

Following is the solution details from security perspective:
1. The MN provides to the UE the SN Counter values for each SN, and the UE stores these values along with the CPC.
2. The UE derives the KSN using the KgNB together with an unused SN Counter value pre-provisioned by the MN. The UE changes the SN Counter upon every SN change. 




Table 2-1 SA3 LS content

The logic as we understand it, is that the UE will be pre-provisioned with a “pool” of SN counter values “per” SN, and UE cycles through them as and when the UE uses the SN.
In legacy operation, the UE is given the SN counter for an SN (at SN addition time), and before this message is given to the UE, the MN would have derived the KSN and provides this to the SN. The SN is NOT given SN counter (in other words, SN does NOT deal with SN counter at all).
Observation 1: In legacy operation, SN does not deal with SN counter, and it is the MN who provides the assistance by directly deriving KSN based on SN counter and giving this to SN.
Observation 2: Based on the design direction from SA3 where UE is given multiple SN counters, we have two options: all SNs are now given the multiple KSN to each of the SNs by the MN or the MN derives the KSN only when the UE selects the SN. The former method requires that SNs track the SN counter used by the UE, while the latter requires that MN be aware of the UE used SN counter. Atleast the latter is simpler from both practical and security view.
While we wait for SA3 to progress, we feel it is useful for RAN2 to also progress and to use it is better to agree (for RAN3’s progress as well) that MN continues to mediate and provide the KSN to the SN “after” the UE selects SN. 
And this can be done by using the RRCReconfigComplete RRC message that the UE anyway needs to transfer to the MN (for inter-SN cases).  For intra-SN cases, we assume that the key change may not always be needed.
But for this to work, we need to re-tweak the RRCReconfigComplete RRC message a bit: in legacy operation, the UE embeds the SN message inside the MCG RRC message. Now the MN needs to derives the KSN and need to provide this to SN, as the SN needs this to decipher the SN intended content. This can be done either with inter-node message (RAN2 scope) or have RAN3 design. Key information is done in legacy using Xn messages. Irrespective of which methods, the MN needs to know which SN and also what is the current SN counter to apply. While the MN can track, it would be better to design such that the UE provides the chosen SN counter, as MN tracking the SN counter “per” SN would be complicated.
Based on the above, we have below set of proposals:
Proposal 1: In the solution direction of UE being provided multiple SN counters, the MN derives KSN and provides to the selected SN.
Proposal 2:  In the MN RRCReconfigComplete message (for completing the SN activation), the UE provides the SN counter that it applies to the selected SN.
Proposal 3: MN uses the SN configuration index (IE similar to condReconfigId ) that UE provides to the MN at selective SCG activation, for selecting the SN counter.  
2.2. Intra-SN vs Inter-SN
In intra-SN cases, MN is not involved. While the NW still can change the security key in intra-SN CPC, doing so for Rel-18 can lead to the same issue that SA3 is trying to resolve. Since the solution from SA3 is based on MN providing the keys, we have the following options to choose from:

Observation 3: For MN to provide the correct KSN, we have two options for the intra-SN case: 
Option-1 :  UE always assume key change per CPC – UE is configured the SN counter per SN config and SN counter is always updated.
Option-2 : UE always assume no key change per CPC  - SN counters are provided for a group of SN configs, where the SN configs within the group are considered as intra-SN. SN counter updated by the UE is based on whether the SN activation is within the group or across the group.

While we think option 1 is simpler for Rel-18, but this can lead to unnecessary security change even for intra-SN CPC as part of SCG selective activation. Option 2 has more signaling and UE implementation complexity.

While our proposals 1 and 2 allows for both options to work, we think it is safer to allow the NW to have the option to change or keep the current security context.
So it is better to go with option -2 where the SN counters are given for a group of SNs. We understand that this needs “ok” from SA3.
Proposal 4: UE is configured SN counter per a group of SNs, and UE selects different SN counter if the SN activation is across groups. If the SN activation is within the same group, UE continues with current security context and does not change the SN counter which is configured for this group.
3. Conclusion
Observation 1: In legacy operation, SN does not deal with SN counter, and it is the MN who provides the assistance by directly deriving KSN based on SN counter and giving this to SN.
Observation 2: Based on the design direction from SA3 where UE is given multiple SN counters, we have two options: all SNs are now given the multiple KSN to each of the SNs by the MN or the MN derives the KSN only when the UE selects the SN. The former method requires that SNs track the SN counter used by the UE, while the latter requires that MN be aware of the UE used SN counter. Atleast the latter is simpler from both practical and security view.
Observation 3: For MN to provide the correct KSN, we have two options for the intra-SN case: 
Option-1 :  UE always assume key change per CPC – UE is configured the SN counter per SN config and SN counter is always updated.
Option-2 : UE always assume no key change per CPC  - SN counters are provided for a group of SN configs, where the SN configs within the group are considered as intra-SN. SN counter updated by the UE is based on whether the SN activation is within the group or across the group.



Proposal 1: In the solution direction of UE being provided multiple SN counters, the MN derives KSN and provides to the selected SN.
Proposal 2:  In the MN RRCReconfigComplete message (for completing the SN activation), the UE provides the SN counter that it applies to the selected SN.
Proposal 3: MN uses the SN configuration index (IE similar to condReconfigId ) that UE provides to the MN at selective SCG activation, for selecting the SN counter.  
Proposal 4: UE is configured SN counter per a group of SNs, and UE selects different SN counter if the SN activation is across groups. If the SN activation is within the same group, UE continues with current security context and does not change the SN counter which is configured for this group.
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