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Introduction
In RAN2#120 meeting, RAN2 made following agreements on the cell switch for LTM [1].
	Cell switch 
The MAC CE agreed to carry LTM related information for cell switch is used for LTM triggering of the cell switch.
LTM cell switch is supervised by a timer
UE arrival in the target cell need to be indicated (somehow)
Security
Permanent Identities such as PCI will not be used in L1 L2 signalling, instead L1 L2 signalling will use temporary identities configured by RRC.




In this contribution, we consider some detail issues regarding LTM MAC CE following: beam information handling and L2 security protection.
Beam information for LTM MAC CE
RAN2 has agreed following agreements [2] regarding L1 measurement RS, TCI state and report configuration for subsequent LTM.
	Initial agreements, from RAN2 point of view (may be dep on RAN1 progress). 
The location of RS configuration for SSB-based measurements of candidate cells is external to the ServingCellConfig(s) of current serving cells and external to the configuration of the LTM candidate cells. The RS configuration, per RAN1 agreement, can include PCI or logical ID, SMTC location, frequency location, and SCS.
RAN2 assumes that the location of configurations of TCI states for the candidate cells (used before/at cell switch) is external to the ServingCellConfig(s) of current serving cells and external to the configuration of the LTM candidate cells (same location as RS configuration).
RAN2 assumes that For L1 measurements of LTM candidate cells, the reporting configuration is placed inside the ServingCellConfig of current serving cell(s). 

	Chair: the agreements above may need to be further evaluated, e.g. wrt subsequent LTM switches. 

RAN2 assumes that whether filtering, hysteresis, and time-to-trigger are needed for LTM specific L1 measurements is up to RAN1.
FFS if the LTM specific L1 measurements of an LTM candidate SCell is independent of its activation status.
Whether to assume L1/L2 signaling to control or change L1 measurement/reporting for LTM needs further discussion (parts may be discussed in RAN1). RAN2 assumes that such control would be limited to certain aspect that need frequent update and restricted by RRC configuration.



Based on L1 measurement results reported by the UE, the NW can know which beam associated with the target cell is suitable for the UE. Therefore, when triggering the cell switch by L1/L2 signaling (e.g., MAC CE), the NW can indicate the TCI state(s) associated with the target cell to be activated upon cell switch. In this way, instead of further refinement of beam selection based on L1 measurement after L3 HO execution, the UE can directly apply the indicated TCI state(s) in LTM for a better performance. 
Proposal 1: MAC CE triggering LTM can indicate TCI state(s) to be activated for the target cell.
By inter-cell beam management (ICBM), a UE can receive or transmit UE dedicated channels/signals via a TRP associated with a PCI different from the PCI of a serving cell. In RAN2#119-e meeting, RAN2 has agreed that ICBM is one scenario considered for L1/L2 mobility. Thus, the cell with additional PCI configured for ICBM should be a candidate cell for LTM. However, the signaling structure of L1 measurement/report configuration between ICBM and LTM will be separately configured if both are supported based on the initial RAN2 agreements above. We think the same L1 measurement RS for the candidate cell(s) could be configured both in ICBM and LTM and network could trigger ICBM first by NW implementation.
Proposal 2: The cell with additional PCI for ICBM can be configured as a candidate cell for LTM i.e. same L1 measurement RS configuration for the candidate cell(s) could be configured for both ICBM and LTM.
For a UE under ICBM, i.e., receiving or transmitting UE dedicated channels/signals via a TRP associated with a cell with additional PCI, LTM can be triggered for cell switch to a target cell, where the target cell can be the cell with additional PCI for ICBM. In this case, the NW can send the L1/L2 signaling via the dedicated channels from the cell with additional PCI. By this operation, UE first under the ICBM on the serving cell connection, but NW indicate HO this UE to the target cell by LTM based on L1 measurement/report. It means two step operation of ICBM and LTM should be supported as well as one step LTM with beam indication.
Proposal 3: For the UE under ICBM, the NW can send L1/L2 trigger signaling (i.e. LTM) via the cell with additional PCI.
Security protection for LTM MAC CE
In RAN2#120 meeting, RAN2 discussed the security issues on the LTM MAC CE and made some agreement that the LTM MAC CE will use the temporary identities configured by RRC to indicate the LTM candidate cell. In addition, there was some initial discussion if the security protection such as integrity and ciphering in MAC layer is necessary for the LTM. In legacy, PDCP is the only place to perform ciphering and integrity protection. However, we think the question to introduce the security protection for the LTM MAC CE is valid, RAN2 needs to study more the pros/cons on this issue. If the LTM MAC CE triggers the HO but not protected, the false base station (gNB) could attack the UE to indicate HO wrongly. All MAC CEs have introduced are used for some functionality for better performance in the serving cell(s) but LTM MAC CE is used to indicate the cell change. The cell change requires setup/release all configurations from the target/source cell and this is very important procedure (i.e. consist of many procedure steps). We think that the LTM MAC CE without security protection causes the severe reliability trouble for inter-cell mobility. 
Ciphering and integrity protection are performed in PDCP but these security protection not consider the protection of RLC control PDU, PDCP control PDU, and MAC CE. Here, we consider how to support the security protection for (LTM) MAC CE. First, we need to consider is which part would be protected and how to protect it. 
1. Issue 1: Protection part of MAC PDU 
· Only considers the UL MAC PDU for Rel-18 LTM MAC CE
· UL MAC PDU format: see the below Figure 1


Figure 1. UL MAC PDU format
· MAC subPDU can include MAC CE or MAC SDU or padding.
· MAC SDU can include RRC message/User traffic/RLC header/PDCP header/PDCP control PDU/RLC control PDU
· Option 1: Protection for whole MAC PDU, including control PDUs
i. Integrity
· New layer 2 MAC-I is placed in front of MAC PDU with a separate LCID for this MAC sub-header
· Protection is not applied to padding to reduce the processing burden.
ii. Ciphering
· Ciphering could be applied to all MAC subPDUs except for the new layer 2 MAC-I.
· Protection is not applied to padding to reduce the processing burden.
· Option 2: Apply the protection for the MAC CEs
i. Integrity
· All MAC CEs included in one MAC PDU are protected together and the new layer 2 MAC-I field is located after MAC subPDUs for MAC CEs.
· Define a separate LCID for this MAC sub-header
ii. Ciphering
· Ciphering could be applied to all MAC subPDUs for MAC CEs
· Option 3: Apply the protection only for the LTM MAC CE
i. Integrity
· Only LTM MAC CE included in one MAC PDU are protected (i.e. LTM MAC CE could be designed as adding a new layer MAC-I field)
ii. Ciphering
· Ciphering could be applied to only LTM MAC CE
2. Issue 2: Security protection details
· Which key mechanism is used: Could use symmetric key mechanism as used in PDCP
· Which algorithm is used: Could use legacy ciphering or integrity protection algorithms as used in PDCP
· Need to check SA3 which input for algorithm could be used.
· Which entity has a role for L2 security protection
i. Alt 1: MAC entity requires the new functionality to check L2 security protection (integrity and ciphering for MAC CE)
ii. Alt 2: MAC and PDCP needs the interaction for L2 security protection
Based on our above analysis, introducing the security protection in LTM MAC CE could be possible even RAN2 needs to study further for the details. We think it would be worth to introduce the L2 security protection using a simple and valid approach. For the first issue (Protection part of MAC PDU), we think the Option 3 is the simple way RAN2 could introduce in Rel-18 feMob WI because it has a less impact than other options. For the second issue (Security protection details) if RAN2 to determine to introduce the L2 security protection especially for the LTM MAC CE, RAN2 could discuss the detail solution in order to make L2 security protection valid considering above listed issues. 
Proposal 4: The new L2 security protection for LTM MAC CE is introduced, i.e. apply the protection only for the LTM MAC CE.
Proposal 5: RAN2 determine the detail solution in order to make L2 security protection valid considering following listed issues.
· Which key mechanism is used: Could use symmetric key mechanism as used in PDCP
· Which algorithm is used: Could use legacy ciphering or integrity protection algorithms as used in PDCP
· Need to check SA3 which input for algorithm could be used.
· Which entity has a role for L2 security protection
i. Alt 1: MAC entity requires the new functionality to check L2 security protection (integrity and ciphering for MAC CE)
ii. Alt 2: MAC and PDCP needs the interaction for L2 security protection
Conclusion
Based on the above, RAN2 is requested to discuss and agree on the following proposals:
Proposal 1: The cell with additional PCI for ICBM can be configured as a candidate cell for LTM.
Proposal 2: For the UE under ICBM, the NW can send L1/L2 trigger signaling (i.e. LTM) via the cell with additional PCI.
Proposal 3: For the UE under ICBM, consider how UE initiates LTM to mitigate ping-pong effect (i.e. determine if the execution condition is required or just follow the NW indication).
Proposal 4: The new L2 security protection for LTM MAC CE is introduced, i.e. apply the protection only for the LTM MAC CE.
Proposal 5: RAN2 determine the detail solution in order to make L2 security protection valid considering following listed issues.
· Which key mechanism is used: Could use symmetric key mechanism as used in PDCP
· Which algorithm is used: Could use legacy ciphering or integrity protection algorithms as used in PDCP
· Need to check SA3 which input for algorithm could be used.
· Which entity has a role for L2 security protection
i. Alt 1: MAC entity requires the new functionality to check L2 security protection (integrity and ciphering for MAC CE)
ii. Alt 2: MAC and PDCP needs the interaction for L2 security protection
References
Chairman notes for RAN2#120 meeting	RAN2.
Chairman notes for RAN2#121bis-e meeting	RAN2.


image1.emf
MAC subPDU

(MAC CE)

MAC subPDU

(MAC CE)

MAC subPDU

(MAC SDU)

MAC subPDU

(MAC SDU)

...

MAC subPDU

(padding)


Microsoft_Visio____.vsdx

MAC subPDU
(MAC CE)
MAC subPDU
(MAC CE)
MAC subPDU
(MAC SDU)
MAC subPDU
(MAC SDU)
...
MAC subPDU
(padding)



