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1	Introduction 
In RAN2#120, we sent the LS [1] to SA2 and SA3 about the SL positioning groupcast and broadcast support. SA2 and SA3 replies are now available in [2] and [3], respectively. 
In this contribution we discuss the replies, and propose a way forward and a draft reply LS in [4].
2   	Discussion
2.1	SA2 and SA3 replies
To recap, in [1] we asked for SA2 feedback on the use cases for groupcast/broadcast signalling for SL positioning, and SA3 for feedback on potential security requirements (e.g., for ciphering and/or integrity) and feasibility of protecting SL positioning capability (e.g. the capabilities of physical layer) and assistance data signaling transferred using groupcast/broadcast.
With regards to the use cases, SA2 have indeed identified a few, as clarified in [3]: “…SA2 would like to point out that for the V2X use cases, for example those documented in TR 38.845, there are use cases of involving Road Side Unit (RSU) and multiple vehicles, or multiple vehicles in a platoon, which would benefit from groupcast/broadcast signalling support”. Additional use cases are also mentioned in the reply LS and the accompanying pCR for TR 38.845. 
Observation 1: SA2 have identified the use cases which would benefit from groupcast/broadcast signalling support in SL positioning. 
On the issue of security requirements for such signalling, SA3 response in [2] is: 
“SA3 has preliminarily agreed that unprotected broadcast/groupcast signaling has security issue, therefore ciphering and integrity protection are required for the signaling transferred using groupcast/broadcast. Currently, ciphering and integrity protection are not supported for broadcast/groupcast on sidelink.
SA3 has also preliminarily agreed that it is feasible to work on the corresponding requirements and solutions for protecting broadcasted/groupcasted SL positioning signaling when the basic groupcast/broadcast procedure is stable. Therefore, SA3 would appreciate more information (e.g. user cases for broadcast/groupcast, detailed operations) from RAN2 for developing feasible solutions, if any.”
In summary:
Observation 2: SA3 agreed that ciphering and integrity protection are required for the signaling transferred using groupcast/broadcast.
Observation 3: SA3 has also preliminarily agreed that it is feasible to work on the corresponding requirements and solutions.
SA3 further ask about the use cases, but this question has already been addressed by SA2 in [3], which SA3 hadn’t received yet at the time of writing [2]. 
Observation 4: in this meeting, RAN2 should address the question from SA3 about the basic operation of potential ciphered SL positioning groupcast/broadcast signaling, so that SA3 can proceed with their work.
2.2	Potential solution
We are not necessarily proposing to agree the potential solution outlined below for the inclusion in the normative specifications; the intention at this stage is merely to reply to the SA3 question to show how such procedure can work from the RAN2 perspective, so that SA3 can assess it from the security point of view.  
Furthermore, under no circumstances shall we allow uncyphered signalling which may be exploited to reveal sensitive UE information, such as location.
One possible and perhaps the easiest way to design the solution for ciphering protection of SL positioning groupcast/broadcast signaling is to use the legacy ciphered posSIB as a baseline, which is outlined in TS 37.355 [5]. On the high level it works as follows:
· UE receives ciphering keys via NAS signaling 
· The assistanceDataElement OCTET STRING included in IE AssistanceDataSIBelement may be ciphered using the 128-bit Advanced Encryption Standard (AES) algorithm (with counter mode)
The same model is appropriate modifications can be applied to SL positioning groupcast/broadcast as follows:
· UE receives ciphering keys via: NAS signaling, V2X/ProSe application layer or any other application layer
· SL positioning groupcast/broadcast is ciphered using an algorithm to be defined in SA3
· At least SL positioning assistance data is ciphered using this method
It is proposed to communicate the method to chipper SL positioning groupcast/broadcast signaling outlined above to SA3 for further feedback and to allow them to discuss the additional details of this solution from the security perspective. A draft LS is provided in [4].
Proposal: It is proposed to communicate the method to cypher SL positioning groupcast/broadcast signaling outlined above to SA3 for further feedback and to allow them to discuss the additional details of this solution from the security perspective.
3	Conclusions and Proposals
Observation 1: SA2 have identified the use cases which would benefit from groupcast/broadcast signalling support in SL positioning. 
Observation 2: SA3 agreed that ciphering and integrity protection are required for the signaling transferred using groupcast/broadcast.
Observation 3: SA3 has also preliminarily agreed that it is feasible to work on the corresponding requirements and solutions.
Observation 4: in this meeting, RAN2 should address the question from SA3 about the basic operation of potential ciphered SL positioning groupcast/broadcast signaling, so that SA3 can proceed with their work.
Proposal: It is proposed to communicate the method to cypher SL positioning groupcast/broadcast signaling outlined above to SA3 for further feedback and to allow them to discuss the additional details of this solution from the security perspective.
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