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This contribution discusses the security aspects associated with inter gNB-DU L1/2 Triggered Mobility
In one of the previous RAN2 meetings (RAN2#119bis-e), the following agreement was made:
	Agreement 
No security update support in Rel-18 with L1/L2 based mobility.



In the previous RAN3 meeting (RAN3#119bis-e), the following scenario has been identified and corresponding agreement was made:
	Agreements:
For inter-CU-UP LTM, once the CU-CP receives LTM cell switch signaling from (source) DU, the CU-CP initiates E1 bearer context modification to the target CU UP including DL tunnel ID per DRB for target cell for data transmission.
Agreements:
For inter-CU-UP LTM, the CU-CP initiates E1 bearer context modification to the source CU-UP for retrieving the latest PDCP status at the source CU-UP and exchanging the data forwarding information to target CU-UP.
In case of gNB-CU-UP change, the gNB-CU triggers the source gNB-CU-UP to start data forwarding after receiving LTM cells switch signalling from DU.
For inter-CU-UP LTM, Path switch procedure is performed towards the core network after detecting the UE has accessed to the target cell.



In this contribution, we present a plausible use case and analyse the security impacts on a typical inter gNB-DU LTM connected to the use case.


Discussion
Based on the above highlighted agreement, RAN2 has agreed that there shall be no security update during the LTM handover scenarios.  
Inter gNB-DU LTM HO with gNB-CU-UP relocation.
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Figure 1: Inter gNB-DU LTM HO with intra gNB gNB-CU-UP relocation

Let us consider the above figure which depicts a gNB with the following elements,
· A gNB hosts a gNB-CU-CP and two gNB-CU-UPs serving a subset of gNB-DUs.
· gNB-CU-UP1 serves gNB-DUs, DU1..DU5.
· gNB-CU-UP2 serves gNB-DUs, DU6..DU10.
While the gNB internal architecture is not relevant to RAN2, it may be interesting to notice here that when a UE undergoes LTM mobility from a cell belonging to DU5 to a cell belonging to DU6, it also undergoes intra gNB gNB-CU-UP relocation. When a UE undergoes intra gNB gNB-CU-UP relocation, it changes the PDCP entity and hence the existing security keys from the serving cell are no more valid. This also implies that new security keys are generated and sent to the UE. 
Another key impact in this scenario due to the involvement of gNB-CU-UP is the procedural interactions between over the E1 interface between gNB-CU-CP and gNB-CU-UP, which otherwise is not needed when the serving and candidate gNB-DUs are served by the same gNB-CU-UP.
Observation 1: UE security is impacted whenever a UE undergoes inter gNB-DU mobility that results in an intra gNB gNB-CU-UP relocation.

There are two alternatives possible to address the issue here. A gNB-CU-CP can find out that the candidate/target gNB-DU is served by a different gNB-CU-UP by verifying the association between candidate/target cell’s gNB-DU and its corresponding gNB-CU-UP. Alternative 1 is where the gNB-CU-CP prepares the target gNB-CU-UP for an LTM HO over E1 interface and indicates that the bearer context being prepared is for LTM and hence not yet active. Alternative 2 is where the gNB-CU-CP does not select a candidate/target cell from a gNB-DU which is served by a different gNB-CU-UP as compared to the serving gNB-DU.

Proposal 1: RAN2 discusses and agrees a way forward for the security impacts of the intra gNB gNB-CU-UP relocation scenario and sends an LS to RAN3 to discuss and address the scenario.

Conclusion
We have the following observations:
Observation 1: UE security is impacted whenever a UE undergoes inter gNB-DU mobility that results in an intra gNB gNB-CU-UP relocation.
We have the following proposals: 
Proposal 1: RAN2 discusses and agrees a way forward for the security impacts of the intra gNB gNB-CU-UP relocation scenario and sends an LS to RAN3 to discuss and address the scenario.
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