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1. Introduction
[bookmark: Proposal_Beacon]A contribution [1] brought up an issue that security issues such as PCI leakage can occur when using L1/L2 signalling in L1 measurement report or LTM trigger command. Further, the paper proposed that “Security issues can be avoided by using a common temporary cell index between UE and network”. After a short discussion, following agreement was reached in RAN1#111:
	R2-2212865	Discussion on security issue in cell switch	NTT DOCOMO INC.	discussion	Rel-18

…

Permanent Identities such as PCI will not be used in L1 L2 signalling, instead L1 L2 signalling will use temporary identities configured by RRC.




This contribution takes a detailed look at this issue.

2. Discussion
According to the current understanding, a simplified lower layer based mobility procedure may look like:


[bookmark: _Ref120005820]Figure 1: LTM Procedure
The signalling in step 5 and step 6 of Figure 1 are accomplished using L1 and L2 (MAC CE) signalling. Since PDCP is located above MAC (above RLC) in a 5G Protocol stack, the security can’t be provided when using L1 and L2 (MAC CE) signalling, as the ciphering and integrity protection is performed in PDCP layer only. This allows the following threats/ attacks:
a) Exposing the measurement results in step 5 can allow an attacker to trace the UE mobility e.g., by noticing the cell Ids (Physical Cell Identities or any such identity) and the corresponding measurement values
b) A not secured cell change command (LTM) enables an attacker to trigger UE mobility to a fake base station or cause short term denial of service by triggering UE mobility to another cell not prepared to admit the UE 
Observation: PCI leakage both in measurement results as well as in LTM message poses security risks.
In the first discussion, RAN2 had shown inclination to avoid IP and ciphering in MAC. It would create significant workload and it is unclear how this will interact with security already available at PDCP. In this late stage of NR work, which started in release 15, such a huge design change should be avoided even if LTM feature itself will be likely kept optional.
RAN2 does not consider Integrity and ciphering protection below PDCP (e.g., in MAC) for Rel. 18 work on mobility enhancement.

Having said that we need a credible solution to mitigate the risks posed by PCI leakage.
Some companies in RAN2 already assume that a UE is explicitly signalled a masked identity (e.g., a random number of Length N-bits) corresponding to each PCI included/ configured in the first-RRC-Reconfiguration as shown in Table 1 below. 
[bookmark: _Ref120012895]Table 1: Masked PCI
	Physical Cell Identity (PCI)
	Masked identity

	PCI-a
	M-Id-1

	PCI-b
	M-Id-2

	PCI-c
	M-Id-3



A masked identity that is just an index starting from 1 (or 0) for the first configured PCI and monotonically incrementing for the next configured PCIs is easier to exploit by the attacker as it does not need to understand the corresponding PCI and can just signalled a one of two digit integer value in a fake LTM command, and the UE would believe it for a genuine LTM command from the serving gNB-DU. A Longer masked identity (e.g., like 10 bits or more) can be used as it provides better protection, but this leads to signalling overhead especially if there are many cells configured in the first-RRC-Reconfiguration. To reduce overhead, the length (‘N’) can be variable and is explicitly signalled by the network to the UE in a corresponding field included in the first-RRC-Reconfiguration message. The length can be common to all PCIs configured in the first-RRC-Reconfiguration. Irrespective of the signalled value of the length field, while reporting the measurement (in the step 3 in Figure 1) the UE shall always report the cell identity using a fixed value of M-bits (shown as “Reported Masked identity” in Table 2). The ‘M’ value can be configured in first-RRC-Reconfiguration message (per PCI or common value for all or a group of PCIs) or can be specified. This creates an extra hurdle for the attacker in guessing the actual length of the masked identities. The length of M >= N. For the remaining (M – N) bits, the UE may include (append or prepend) a random number.
[bookmark: _Ref120014686]Table 2: Reported Masked PCI
	Physical Cell Identity (PCI)
	Masked identity (N-bits long)
	Reported Masked identity (M-bits long)

	PCI-a
	M-Id-1
	Reported_ M-Id-1

	PCI-b
	M-Id-2
	Reported_ M-Id-2

	PCI-c
	M-Id-3
	Reported_ M-Id-3




Alternatively, for reporting measurement results, the UE would use an index starting from 1 (or 0) for the first configured PCI and monotonically incrementing for the next configured PCIs. This is sensible if the measurement results are reported using a lean signalling where the overhead can’t be too high like in case of L1 signalling using PUCCH. Since an attacker has no access to the contents of the first-RRC-Reconfiguration message, it can’t directly guess the PCIs being indicated in the measurement results. 
The cell switch command (LTM command) uses either the N-bits long masked identity or the M-bits long “Reported Masked identity” described previously such that instead of the UE, the gNB-DU generated the M-bits long “Reported Masked identity”.
RRC reconfiguration message includes randomly generated indices/ masks for PCIs included in the configuration.
RRC reconfiguration message can configure the UE to report measurements result with a different length of the randomly generated indices/ masks for PCIs. Alternatively, measurements result may contain simple (monotonically increasing) indices starting with 0/ 1.

In another scenario, where UE detects itself some Cell identities during measurements and one or more of these cell identities were not included in first-RRC-Reconfiguration – which can typically happen if the corresponding measurement object contains only frequency level information. In such a case, instead of performing a L1/ L2 based measurement reporting, a protected RRC based measurement reporting and handover can be used. For handover command, the legacy ReconfigurationWithSync is used.
If the UE needs to report measurement result for a detected cell (i.e., for which PCI was not indicated in the RRC Reconfiguration), the same is done using L3 based measurement reporting and legacy ReconfigurationWithSync is used for triggering mobility execution.
[bookmark: _Hlk118269482]As one possible alternative, a shared secret based mechanism may be used ensuring at least that LTM is originated by the genuine serving cell/ DU where the “secret” was shared earlier using protected RRC signalling.
When dealing with “detected cell case” (i.e., for which PCI was not indicated in the RRC Reconfiguration), RAN2 to discuss if a shared secret based mechanism can be used ensuring at least that LTM is originated by the genuine serving cell/ DU.
3. Conclusion

This document discussed the security issue of PCI leakage. Following proposals are made:
1. RAN2 does not consider Integrity and ciphering protection below PDCP (e.g., in MAC) for Rel. 18 work on mobility enhancement.
1. RRC reconfiguration message includes randomly generated indices/ masks for PCIs included in the configuration.
1. RRC reconfiguration message can configure the UE to report measurements result with a different length of the randomly generated indices/ masks for PCIs. Alternatively, measurements result may contain simple (monotonically increasing) indices starting with 0/ 1.
1. If the UE needs to report measurement result for a detected cell (i.e., for which PCI was not indicated in the RRC Reconfiguration), the same is done using L3 based measurement reporting and legacy ReconfigurationWithSync is used for triggering mobility execution.
1. When dealing with “detected cell case” (i.e., for which PCI was not indicated in the RRC Reconfiguration), RAN2 to discuss if a shared secret based mechanism can be used ensuring at least that LTM is originated by the genuine serving cell/ DU.
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