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1. Introduction

During last RAN2 119bis-e meeting, RAN2 make the following agreements:
Baseline procedure to support subsequent secondary cell group change (FFS if UE keeps all configurations or if those are indicated by the network, FFS support of nested configs):
a.	Step 1: when the execution condition of a CPC candidate PScell is met, a UE performs the execution of CPC towards this candidate PScell. 
b.	Step 2: After finishing the PSCell addition or change, the UE doesn’t release conditional configuration of other candidate PSCells for subsequent CPC, the UE continues evaluating the execution conditions of other candidate PScells. 
c.	Step 3: When the execution condition of a candidate PScell is met, the UE performs the execution of CPC towards this candidate PSCell.
Confirm that “CPA” selective activation of cell groups will be supported for this WI objective
Confirm that we aim to support delta configuration, i.e. that there need to be a known reference.  
RAN2 aim to support selective activation of cell groups without RRC reconfiguration with respect to security (FFS, need to consult with SA3 at some point in time). 

During RAN2 #120 meeting, it has been agreed delta configuration and LS was approved to SA3 asking regarding security aspect:
Delta configuration
A UE stores the reference configuration as a separate configuration.
The reference configuration is managed separately 

LS to SA3:
Remove: “the order in which the sk-counter values are used upon successive S-KgNB change depend on the order in which PSCells are selected by the UE (i.e. the sk-counter value used is not monotonically incremented as specified in TS 33.501).”
Remove: - the other security input e.g., HFN, Bearer, Direction etc. may be reused e.g., when HFN is reset to 0 e.g., due to refresh of S-KgNB.
Change last paragraph in actions into: “If SA3 consider the existing handling of sk-counter/ S-KgNB in the above scenarios not acceptable, RAN2 kindly asks SA3 to provide requirements for a solution.”
With these changes the LS out is approved, in R2-2213337


In last RAN2 #121 meeting, it has been agreed:
Assume to support the following scenarios of SCG selective activation:
· SN initiated intra-SN SCG selective activation
· MN initiated inter-SN SCG selective activation
· SN initiated inter-SN SCG selective activation 

It is assumed that if the UE need to be able to return to a current SCG  by conditional procedure, then the network could explicitly configure a candidate configuration for that  cell. 

In SCG selective activation, the CPC/CPA configurations of the UE should be released after Pcell change, at least for inter MN (by explicit indication from network, FFS other case). 

[bookmark: _Hlk130926700]R2 assumes that a CPA conditional configuration can be used for CPC (but with different triggering conditions)

For inter-SN CPC, MN should provide the reference configuration to all candidate T-SNs (in order to generate the T-SN candidate configuration). 

R2 understands that A target SN may include an indication in SN Addition Request Ack for each candidate target PSCell, denoting whether the associated SCG configuration is a delta with respect to the reference SCG configuration.   

In this contribution, we would like to further discuss how CPA and CPC to be supported in more detail. 

2. Discussion 
During RAN2 #119bis-e meeting, it is agreed to support both CPA and CPC for selective activation of cell groups. CPA support is similar to CPC where SCG is pre-configured via RRC message. but the difference for CPA cell is that it will be the first time activates for the UE. The main difference between CPA and CPC is that they may have a different execution condition. For example, CPA may be configured with A4 event while CPC may be configured with A5 event. In order to support both CPA and CPC, it is suggested that to have separate execution conditions (one for CPA and one for CPC). The condition may be the same or different depending on network configuration. 
Proposal 1: for a UE without SCG, a group of candidate cells can be configured with 2 execution conditions: one for CPA and one for subsequent CPC. 

During last RAN2 #120 meeting, delta configuration was agreed to be supported for selective activation of cell groups. A UE stores the reference configuration as a separate configuration and the reference configuration is managed separately from the candidate cells configuration are also agreed. The handling of the reference configuration can be as follow:
· Network sends a reference configuration (separate configuration) 
· Network sends a candidate cell configurations for selective activation of cell groups. Candidate cell configuration and reference configuration can be sent together or separately.
· UE applies delta configuration for the candidate cells using the reference configuration. UE doesn’t release reference configuration unless network explicitly signal for release.
· Network may update the reference configuration using RRC message. The question is, should delta configuration be supported on the reference configuration? We think that there is no reason not to support it. Therefore, we propose to support delta configuration on the reference configuration.
· Network may release the reference configuration explicitly. When the reference configuration is released, all candidate cells will have no reference configuration. If the candidate cells are kept, the UE will need to first generate and store the complete configurations of all candidate cells immediately upon receiving the configurations (while the reference configuration is still valid). 
· Handling of the existing cell configurations when the new reference configuration is released also needs to discussed. Therefore, it is simpler in this case to release all candidate cells implicitly when reference configuration is released.
Proposal 2:  UE doesn’t release reference configuration unless network explicitly signal for release.
Proposal 3: Network may update the reference configuration using dedicated RRC message.
Proposal 4: Delta configuration on the modification of the reference configuration is supported.
Proposal 5: Network may also release the reference configuration. When the reference configuration is released, all candidate cells should be released implicitly if not explicitly released by the network.

Regarding the question on how many subsequent conditional changes are targeted, there should not be a limit as long as UE’s sk-counter is valid. For example, if the UE is activated and deactivated between 2 cells, there is no reason to put a limit on how many times one should allow to go back and forth. However, we should put a limit on number of pre-configured cells, this can be limited by a fixed number (e.g. 8) or it can be set as UE capability. If a list is provided to the UE, the list itself will be limited the number of cells can be newly activated if reuse sk-counter is possible. 
Proposal 6: no limit to number of subsequent conditional changes but limit the number of pre-configured cells. 

RAN2 sent an LS R2-2213337 to SA3 asking regarding SK-counter can be reused when UE re-activate to the cell previously used. SA3 reply LS S3-2131397 [3] indicating that key SN#1 should not be reused when the UE deactivated and re-activated the same SCG. Below is the LS reply:
A: SA3 suggests that the keystream used between UE and SN#1 should not be reused. The inputs of the keystream for ciphering and integrity algorithms refer to Annex D.2 and D.3 in TS 33.501. One of the input changes will result in a different keystream. If S-KgNB is reused, then one of other parameters (e.g. bear ID) shall be different in every key stream. If there is no guarantee on at least one other parameters (e.g. bear ID) to be different when UE (re)connects to SN#1, then S-KgNB shall be different.
SA3 also didn’t provide any possible solution to RAN2. Therefore, we are exploring other possible solutions.  We think that changing the other inputs to the keystream (such as bearer ID) is not straightforward and more complex compared to using a new sk-counter.  Here we provide two options for updating sk-counter: 
· Solution 1: list of sk-counter per cell
· In this solution, network will send a list of sk-counter per cell to the UE. The UE will use the next available counter in the list for the “to-be activated” cell when performing SCG activation. 
· Once the SCG is deactivated, the used sk-counter will be discarded (not re-used). Upon re-activating the same SCG, the UE will use the next new available sk-counter in the list for that cell.
· The list of sk-counter can be per cell assigned to the UE. For example: cell 1: 1-10, cell 2: 11-20, cell 3: 21-30. 
· When there is no sk-counter available for a particular cell (or when the number of available sk-counter is low), either the network can assign new list for that cell to the UE.  UE will not be able to activate SCG until new list of sk-counter is assigned by the network.
· Solution 2: list of sk-counter per group of cells
· Alternatively, the list of sk-counter can be shared with a group of cells.
· In this solution, network will send a list of sk-counter for a group of cells to the UE. The UE will use the next available counter when performing SCG activation. 
· Once the SCG is deactivated, the used sk-counter will be discarded (not re-used). Upon re-activating the same SCG, the UE will use the next new available sk-counter in the shared list.
· When there is no sk-counter available, either the network can assign new sk-counter list to the UE, or the UE will send a request to the network. UE will not be able to activate SCG until new list of sk-counter is assigned by the network.

Proposal 7: RAN2 discuss both security key solutions and send LS to SA3 for confirmation:
· Solution 1: list of sk-counter per cell
· Solution 2: list of sk-counter per group of cells
 
3. Conclusion
[bookmark: _Hlk47081425]Proposal 1: for a UE without SCG, a group of candidate cells can be configured with 2 execution conditions: one for CPA and one for subsequent CPC. 
Proposal 2:  UE doesn’t release reference configuration unless network explicitly signal for release.
Proposal 3: Network may update the reference configuration using dedicated RRC message.
Proposal 4: Delta configuration on the modification of the reference configuration is supported.
Proposal 5: Network may also release the reference configuration. When the reference configuration is released, all candidate cells should be released implicitly if not explicitly released by the network.
Proposal 6: no limit to number of subsequent conditional changes but limit the number of pre-configured cells. 
Proposal 7: RAN2 discuss both security key solutions and send LS to SA3 for confirmation:
· Solution 1: list of sk-counter per cell
· Solution 2: list of sk-counter per group of cells
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