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1 Introduction
[119bis-e agreements and assumptions]
In RAN2 119bis-e meeting, RAN2 made the following agreements and assumptions and send this to RAN1, RAN3 and RAN4 as LS .
Terminology
RAN2 to use “LTM” as term for the L1/L2-triggered mobility. 
Use the term “cell switch” for the procedure of triggering change of cells via the LTM feature
Use the term “Subsequent” LTM for the case when cell switch between L1/L2 mobility candidates is done without RRC reconfiguration in between.

Target performance enhancements
No security update support in Rel-18 with L1/L2 based mobility.
FFS whether ASN.1 decoding and validity/compliance check of candidate cell configuration are performed upon reception of the candidate cells configuration. FFS if this need to be specified. 
For UE processing, the following (not exhaustive) is assumed to be performed after receiving the cell switch command:
MAC/RLC reset (when configured) 
RF retuning (e.g. needed for inter-frequency), baseband retuning 
R2 assumes that the following items may be discussed by RAN1 and RAN4 (and may be scenario specific): 
- Whether to perform DL synchronization to candidate/target cell before receiving the cell switch command. R2 assumes this is feasible at least for the case that the target cell is already an active serving cell.
- Whether to support of performing TRS tracking and CSI measurement of candidate/target cell before/by cell switch command
L1L2 based mobility supports the following CA scenarios:
PCell change without SCell change
PCell change with SCell change
Support NR-DC scenario in L1L2 based mobility, at least for the PSCell change without MN involvement case, i.e. intra-SN. 

L1 measurements and beam indication
RAN2 assumes that RAN1 will drive discussions on L1 measurement enhancements, if any. If RAN1 identifies the need for e.g. event reporting, filtering etc, RAN2 can then be involved if needed. 
Inter-freq L1L2 mobility: R2 Confirms that For L1L2 mobility inter-freq scenarios in general should be supported (including mobility to inter-frequency cell that is not a current serving cell), including the support of inter-frequency L1 measurements, if feasible by R4 and R1.
RAN2 assumes that whether to use the unified TCI framework as the baseline for beam indication for L1L2 mobility is up to RAN1 (RAN2 observes that L1/L2 mobility need to support inter-freq cases). 

RRC
A L1/L2 inter-cell mobility candidate (target) configuration is received within an RRC message before the L1/L2 dynamic switch is triggered.
For L1L2 mobility, Target Pcell/SCell can be current SCell/PCell, i.e., current SCell/PCell can be configured as candidates.
RAN2 assumes that sequential L1L2 cell change between Candidates without RRC reconfiguration can be supported. 

Dynamic cell switching
RAN2 assumes L1/2 mobility trigger information is conveyed in a MAC CE, FFS if the MAC CE or a DCI is used for the actual triggering. 
RAN2 assumes the MAC CE for L1/2 mobility trigger contains at least a candidate configuration index. 
FFS if it should be possible to perform SCell activation/deactivation (amongst SCells associated with the candidate configuration) simultaneously with L1 L2 mobility trigger MAC CE (if so, FFS how this is determined).
RAN2 assumes that both RACH-based (CFRA, CBRA) and RACH-less procedures for L1 L2 mobility switch may be supported. RACH-less if the UE doesn’t need to acquire TA during the cell switch. RAN2 understands that the feasibility of RACH-less may depend on RAN1, and expect that RAN1 is working on this. 
RAN2 assumes RACH resource for CFRA for L1 L2 dynamic switch may be provided in RRC configuration (or potentially by MAC CE FFS). 
FFS if the MAC CE can indicate TCI state(s) (or other beam info) to activate for the target Cell(s), dep on RAN1 progress.
R2 assumes that at L1L2 cell switch: Whether the UE performs partial or full MAC reset (FFS what partial reset is, e.g. to avoid data loss), re-establish RLC, perform data recovery with PDCP is explicitly controlled by the network. R2 assumes that this can be configured by RRC. FFS if MAC CE indication(s) is/are needed.

In this contribution, we propose a proposal related to switching mechanism and security issues.
2 Discussion
Security issues in switching
In last meeting, RAN2 agreed about security key.
No security update support in Rel-18 with L1/L2 based mobility.
However, PCI leakage concerns remain unresolved with the use of L1l2 signalling. Therefore, the following method of cell ID management, which we proposed in our 119bis-e contribution, is worth discussing.[1]
In conventional HO, RRC messages are used for HO commands and messages related to measurements, and encryption and integrity checks are performed to ensure security. On the other hand, L1/L2 based inter-cell mobility is considering the use of L1 measurement as a trigger for HO and the use of L1/L2 messages for HO commands. No encryption and integrity checks are performed on both. Therefore, some problems may occur from a security perspective. For example, there is a concern about the handling of cell IDs: if L1/L2 signalling includes neighbour cell IDs or target cell IDs, there is a concern about the leakage of UE tracking information.
We propose a way to prevent a security issue by using a temporary cell ID in the L1 measurement report, L1/L2 based HO command.
· The network node assigns a temporary cell index to the cell PCI based on the L3 measurement.
· The network shares the temporary cell index for each candidate when setting up a candidate cell in the RRC reconfiguration for the UE.
· The UE uses the temporary cell index when sending the L1 measurement report.
· The network refers to the temporary cell index in the L1 measurement report to determine the target cell. When sending mobility command to the UE, the temporary cell index is used instead of the target cell PCI. The same effect can be obtained by using condReconfigId instead of temporary cell index.
By sharing the correspondence between the temporary cell index and the cell PCI between the network and the UE as described above, it is considered that security issues can be avoided.
Observation 1: Security issues such as PCI leakage can occur when using L1/L2 signalling in L1 measurement report or LTM trigger command.
Proposal 1: Security issues can be avoided by using a common temporary cell index between UE and network.
Proposal 2: RAN2 further study the integrity protection of L1L2 signalling based measurement report or mobility command.
3 Conclusion
Based on the above discussion, we have the following observations and proposals:
Observation 1: Security issues such as PCI leakage can occur when using L1/L2 signalling in L1 measurement report or LTM trigger command.
Proposal 1: Security issues can be avoided by using a common temporary cell index between UE and network.
Proposal 2: RAN2 further study the integrity protection of L1L2 signalling based measurement report or mobility command.
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