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1. Introduction

A network-controlled repeater is an enhancement over conventional RF repeaters with the capability to receive and process side control information from the network. The corresponding WID is approved in [1]. The objective relates to NCR management is as following

	Specify the solution of network-controlled repeater management (i.e., the identification and authorization/validation of NCR) [RAN3, RAN2]

· NOTE: Down-selection of solutions in section 8 of TR 38.867 is needed taking into account the feedback of other working groups (i.e., SA3 and SA5). From a security point of view, the feasibility of NCR validation procedure in solution 1 and the feasibility of solution 2 will be decided by SA3.The selected solution shall provide inter-vendor interoperability.


During study item, there agreed four candidate solutions for repeater management and captured in the TR [2]. In this contribution, advantages and disadvantages of four candidate solutions are discussed.

2. Discussion
Four candidate solutions for NCR management for down-selection are as following
· Solution 1: NCR identification and authorization/validation of NCR device are done at RAN side
· Solution 2: NCR is identified at RAN side and the authorization/validation are performed by local RAN OAM
· Solution 3: NCR identification is done at RAN side, and NCR authorization is done at CN side, similar to the handling of IAB-MT
· Solution 4: NCR authorization is performed at CN side. The NCR authorization information is sent from the AMF to the gNB
For above candidate solutions, RAN3 sent LS to SA3 for security issues and SA3 feedback in [3]. In SA3’s view,
· For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface
· Cannot provide clear answers for validation and for solution 1

From SA3 feedback, solution 2 has potential security problem, which is lack Uu security and OAM maybe attacked indirectly. On the other hand, solution 2 may lack of inter-vendor interoperability as required in WID. So solution 2 can be excluded
Proposal 1: Exclude solution 2 because of security and inter-operability issue.
For the other options, for solution 1, since NCR identification and authorization/validation are all done at RAN side, it avoid the core network upgrade when operator deploy the NCR into the network, which will protect operator’s investment and facilitate the NCR deployment. For solution 3 and 4, they are similar from the upgrade point of view since both gNB and core network needs upgrade.

However, from SA3 LS, no clear answer is provided for solution 1/3/4 in aspect of security. We think it is better to hold the down-selection for solution 1/3/4 until SA3 feedback clear answer of security issue of these solutions.

Proposal 2: Hold the down-selection of solution 1/3/4 before SA3 provide clear answer for security issue

3. Conclusion

In this contribution, the following observations and proposals are made:
Proposal 1: Exclude solution 2 because of security and inter-operability issue.
Proposal 2: Hold the down-selection of solution 1/3/4 before SA3 provide clear answer for security issue
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