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1. Introduction
In the RAN#97-e meeting, the new WID on NR network-controlled repeaters [1] was approved. In the WID, RAN2 related works are described as follows:
	[bookmark: _Hlk118124449]Specify the solution of network-controlled repeater management (i.e., the identification and authorization/validation of NCR) [RAN3, RAN2]
· NOTE: Down-selection of solutions in section 8 of TR 38.867 is needed taking into account the feedback of other working groups (i.e., SA3 and SA5). From a security point of view, the feasibility of NCR validation procedure in solution 1 and the feasibility of solution 2 will be decided by SA3.The selected solution shall provide inter-vendor interoperability.


On the other hand, SA3 sent a reply LS [2] on NCR solution to RAN3 and copied to RAN2, SA2 and SA5. They shared their view on Solution 2 (OAM based) and Solution 1 as follows:
	To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?
Answer to RAN3:
Yes. For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface. 
To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 
For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 
[bookmark: _Hlk118195470]For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.  


In this document, we discuss downs selection of the solutions for the NCR management from RAN2 perspective. The solutions captured in TR 38.867 v1.0.0 [3] are added in the Appendix in this document.
2. Discussions
[bookmark: _Hlk110621979]As pointed out in the reply LS from SA3, Solution 2 has clear security issue. We propose to exclude Solution 2 from the candidate solutions for NCR management.
[bookmark: _Hlk118211607]Proposal 1: RAN2 should exclude Solution 2 from the candidate solutions for NCR management.
On the other hand, in the RAN2#119bis-e meeting, it was agreed that DRB would optionally be supported for NCR-MT, and this meant PDU session establishment would optionally be supported. In order to establish a PDU session between NCR-MT and Core Network, NCR-MT will need to be authorized and authenticated by the Core Network like UE. Although, support of DRB/PDU session is optional, NCR management method should be unified regardless of establishing DRB/PDU session.
[bookmark: _Hlk118211621]Observation 1: It was agreed that PDU session establishment was optionally supported. This meant NCR-MT would need to be authorized and authenticated by the Core Network.
In Solution 1, as described in [3], the identification and authorization/validation of NCR device are done at RAN side. Solution 1 could be used for the case DRB/PDU session would not be established, but it would be desirable that NCR management method should be unified regardless of establishing DRB/PDU session. Although, SA3 responded that they would not be able to answer on security issue before validation related steps in solution1 are clarified, we see that Solution 1 could be excluded from the candidate solutions for NCR management.
Proposal 2: RAN2 should exclude Solution 1 from the candidate solutions for NCR management.
Consequently, we propose to down select the NCR management method from Solution 3 and Solution 4. However, it would be out of RAN2 scope which method would be preferable, e.g., in terms of Core Network impact or operation friendliness. We propose send LS to SA2 to inform RAN2's view on NCR management and ask their opinion on Core Network impact.
Observation 3: it would be out of RAN2 scope which method (Solution 3 or Solution 4) would be preferable, e.g., in terms of Core Network impact or operation friendliness.
Proposal 3: RAN2 sends LS to SA2 to inform RAN2's view on NCR management and ask their opinion on Core Network impact.

3. Conclusion
Proposal 1: RAN2 should exclude Solution 2 from the candidate solutions for NCR management.

Observation 1: It was agreed that PDU session establishment was optionally supported. This meant NCR-MT would need to be authorized and authenticated by the Core Network.

Proposal 2: RAN2 should exclude Solution 1 from the candidate solutions for NCR management.

Observation 3: it would be out of RAN2 scope which method (Solution 3 or Solution 4) would be preferable, e.g., in terms of Core Network impact or operation friendliness.

Proposal 3: RAN2 sends LS to SA2 to inform RAN2's view on NCR management and ask their opinion on Core Network impact.
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Appendix (Section 8.1 of TR 38.867)
[bookmark: _Toc113043640]8.1	Solution on Repeater management
[bookmark: _Toc113043641]8.1.1 	Solution 1
In this solution, the identification and authorization/validation of NCR device are done at RAN side. The general procedure of the solution 1 is illustrated in below figure:


Figure 8.1.1-1. Call flow for solution 1
Sequence of this solution: 
1. [bookmark: OLE_LINK2]The NCR firstly accesses to RAN and CN as a normal UE, no additional impact to NG-C interface. For example, the operator can allocate specific slice for NCR, and further identify the NCR based on the slice information. After authorized the NCR, the CN provides dedicated Allowed NSSAI to the gNB. Based on this information, the gNB be aware the NCR is authorized. 
2. NCR identification can be implemented by reporting an NCR indicator in Msg5 (in addition to sending any NCR-related radio capability) and/or by reporting an NCR indicator (implicitly or explicitly) in UE’s radio capability signaling.
3. If required, NCR validation is used to further check the validity of NCR, the details can be further discussed in normative phase. After AS security is established between the gNB and the NCR device, the NCR sends NCR credential information for NCR validation to the gNB via RRC message (e.g. UE Assistance Information). The NCR credential information are pre-allocated by the operator. After receiving the NCR credential information, the gNB validates the NCR device by checking its local stored information.
The validation steps (e.g. step 12 and step 13) are optionally performed based on the operator’s requirement.
[bookmark: _Toc113043642]8.1.2 	Solution 2
In this solution, the NCR is identified at RAN side and the authorization/validation are performed by local RAN OAM. CN is absent in this solution. The general procedure of the solution is illustrated in below figure:

 
Figure 8.1.2-1. Call flow for solution 2
Sequence of this solution: 
1. NCR establishes RRC connection based on legacy signaling procedure (Msg1~Msg5), but the gNB will not establish NGAP signaling association for the NCR.
2. NCR identification can be implemented by reporting an NCR indicator in Msg5.
3. Different from Msg5 sent by a normal NR UEs, an OAM container is included in Msg5 and there is no NAS container. Based on the NCR indicator, the gNB applies NCR-specific handling, e.g. not to establish the NGAP association and forwards the OAM container to OAM.
4. The NCR authorization and validation is then performed between OAM and NCR. The information exchanged between OAM and NCR can be leveraged by an OAM container. Over Uu interface, the OAM container can be transferred via RRC message or via a DRB (which without PDU session). The security of OAM traffic can be provided by application layer security mechanism, such as SSH/TLS between the NCR and OAM. (Note that, the procedure for authorization/validation in OAM can be either specified or left to implementation)
[bookmark: _Toc113043643]8.1.3 	Solution 3
In this solution, NCR identification is done at RAN side, and NCR authorization is done at CN side, similar to the handling of IAB-MT. The general procedure of the solution is illustrated in below figure:


Figure 8.1.3-1. Call flow for solution 3
Sequence of this solution: 
1. During NG-C setup procedure, the AMF should inform the gNB whether it supports NCR, e.g. by including “NCR-supported” indicator in NG SETUP RESPONSE message. 
2. NCR establishes RRC connection and NCR identification can be implemented by reporting an NCR indicator in Msg5 (in addition to sending any NCR-related radio capability) and/or by reporting an NCR indicator (implicitly or explicitly) in UE’s radio capability signaling. The gNB selects an AMF which supports NCR function, and forwards the NCR indicator to the AMF.
3. AMF and other CN entities do further authorization, and provides “NCR authorized” to the gNB. 
[bookmark: _Toc113043644]8.1.4 	Solution 4
In this solution, NCR authorization is performed at CN side. The NCR authorization information is sent from the AMF to the gNB. Similarly to the handling of e.g. D2D, V2X, it seems appropriate for NCR authorization information to come from the UE subscription information in the 5GC (a trusted source of information). This information would be stored in the gNB in the UE context for the NCR-MT.The general procedure of this solution is illustrated in below figure:


Figure 8.1.4-1 Call flow for solution 4
Sequence of this solution: 
1. The NCR first accesses the network as a normal UE. 
2. AMF authorizes the NCR and sends the indication to gNB in the UE CONTEXT SETUP REQUEST message.
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