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1	Introduction
SA2 sent a LS R2-2211037/S2-2209876 [1] to RAN2 requesting for feedback on the methods listed in TR 23.700-25 [2] Annex A to address KI#1 5GS network timing synchronization status and reporting. 
	A) On 5GS time synchronization status report towards the UE(s) (KI#1):
SA2 has agreed that 5GS shall support informing UE and AF about the 5GS clock quality, including informing the UE and AF about 5GS clock quality degradation/improvement at different levels of degradation and improvement.
Editor's note: 	How the clock quality of a given cell is indicated to UE and AF, e.g., by providing a set of individual metrics (for example UTC traceability, accuracy, frequency stability, etc.) or by providing a clock quality index or whether to support both options is FFS.
In this regard, SA2 has discussed different methods on how the RAN time synchronization status (i.e., the time synchronization status of an NG-RAN node) can be provided to UE(s). These methods are documented in TR 23.700-25 Annex A.


In the mentioned Annex A.1 in TR 23.700-25, four alternatives for methods to report a RAN time synchronization status to UEs are included:
- 	Alternative 1: gNB provides a reference report ID within SIB 
-	Alternative 2: gNB provides a flag and a timestamp 
-	Alternative 3: Broadcast the time change status in SIB 
-	Alternative 4: Ciphered RAN Time Synchronization Status in SIB 

Considering the current methods, this paper aims to discuss the benefits and drawbacks to provide guidance from RAN2 perspective. 
2	Discussion
As part of SA2 FS_5TRS_URLLC KI#1 progress, SA2 is discussing how to report RAN time synchronization status to UEs interested in this information. This RAN time synchronization status report is generated at the gNB when a primary source event occurs (e.g., degradation, failure, recovery). The information included in the report is at gNB level (as it describes the gNB synchronization status). Therefore, it is common to all the cells the same gNB is serving. The UE can consume this information to determine if the 5G clock disseminated via ReferenceTimeinfo (RTI)using SIB9 or dedicated RRC signalling, fulfils the time synchronization service requirements the UE has or the UE should select another time source if available at the device. 
However, even though the information is gNB/cell specific, it should not be disclosed to the UEs that do not require such information, hence the options of requiring the UE to enter connected mode or introducing a ciphered SIB have been discussed in SA2. The rationale is that the list of attributes under discussion in SA2 to be included within the RAN time synchronization status report may include description of the status of the time source the gNB is using (e.g., clock class, type of time source) and the gNB’s synchronization performance (e.g., clock stability, holdover specification). These subsets of information may be misused to monitor the effectiveness of a time source attack (e.g., GPS spoofing) or they could result in business threat. 
Observation 1: RAN time synchronization status report is not UE specific, the report describes the gNB synchronization status (i.e., common to all the cells served by the same gNB). 
For a UE that is subscribed to this service and is in RRC_CONNECTED, the gNB can forward the RAN time synchronization status report via dedicated RRC signalling. However, for UEs that belong to the service but are in RRC_INACTIVE or RRC_IDLE, it is not clear which method to use to ensure that the RAN time synchronization status report will be available to these UEs that require the information. To address the scenario where the UEs in RRC_INACTIVE/IDLE camping in a cell require RAN time synchronization status reports, TR 23.700-25 Annex A.1 is listing 4 different alternatives to notify the UEs via Uu interface there is a new available RAN time synchronization status report at the serving gNB. Let us discuss first the key parts described in SA2 Annex A.1.
Alternative 1: gNB provides a reference report ID within SIB
In this method, when a new RAN time synchronization status report is available at the gNB, the gNB transmits a report ID in SIB9 (a new integer). There are two options for the UE to determine RAN timing synchronization status information with the report ID:
1.a) The UE can actively retrieve the RAN timing synchronization status information from the network by entering RRC_CONNECTED when the UE determines there is a new RAN timing synchronization status report available based on the report ID. Then, the gNB can forward the latest report via dedicated RRC signalling. 
1.b) The UE can read the report ID and automatically determine the RAN timing synchronization status without having to move to RRC_CONNECTED (i.e., UEs in RRC_INACTIVE/IDLE can stay in their state). The report ID maps to a pre-defined and/or standardized time synchronization characteristics (i.e., standardized report IDs or operator defined report IDs). The time synchronization characteristics the report ID can map are under discussion in SA2 (e.g., the synchronization node status, time source, or clock class).  
Alternative 2: gNB provides a flag and a timestamp
In this method, when a new RAN time synchronization status report is available at the gNB, the gNB transmits a flag and a timestamp associated to the flag in SIB9. UEs in RRC_IDLE or RRC_INACTIVE that want to retrieve the last RAN time synchronization status report need to move to RRC_CONNECTED status so the gNB can forward it via dedicated RRC signalling.
Alternative 3: Broadcast the time change status in SIB 
In this method, when a new RAN time synchronization status report is available at the gNB, the gNB transmits the RAN time synchronization status report in SIB (e.g., time quality, latest time status change time, time source). The UEs in UEs in RRC_IDLE or RRC_INACTIVE can stay in the same RRC state and read SIB9 to be updated with the latest report.
Alternative 4: Ciphered RAN Time Synchronization Status in SIB
In this method, the RAN Time Synchronization Status may optionally be ciphered and the UEs that are part of the service have a ciphering keys. The delivery of the ciphering keys to UEs can be done while the UE is performing the registration (method D functionality is similar to the method Broadcast of Assistance Data for location services, see TS 23.273 clause 6.14). Then, when a new RAN time synchronization status report is available at the TSCTSF, the TSCTSF may cipher it, and provide it to the gNB via AMF. The gNB broadcasts the ciphered RAN time synchronization status report in SIB. Note for this alternative to work additional impacts are required in the 5GS regarding ciphering key management at UE, AMF and TSCTSF (e.g., for key creation/storage/update), delivery of ciphered information via SIB, UE deciphering keys, etc. 
Comparing the 4 alternatives listed, despite SIB9 is preferred to notify RAN time synchronization status updates for UEs in RRC_IDLE or RRC_INACTIVE, the different alternatives discussed in SA2 are variants between having the full or partial RAN time synchronization status report available via SIB9or new SIB or just a notification that there is a new report available. That is, how accessible is the information in the cell for UEs that are subscribed or not to this service. From RAN2 perspective it is important to avoid a large number of UE(s) in the same cell to initiate a reconnecting with the serving gNB when a new RAN timing synchronization status report is available. 
Note, both alternatives 1.a and 2 require the UE to move to RRC_CONNECTED to receive the RAN time synchronization status. The difference between alternative 1.a and 2 relies on the type of information is included in SIB9, while alternative 2 is a timestamp, in alternative 1.a is a report ID that can be seen as an event identifier for an event. The definition of report ID is under discussion in SA2. With alternative 1.a the UE needs to move to RRC_CONNECTED, if the UE is able to recognize the type of event the gNB is notifying from the report ID (e.g., the gNB is in holdover but still within holdover specification, so it is accurate enough, or the gNB is in holdover but outside of the holdover specification, or the gNB is locked again with its primary reference clock), then the UE can determine how urgent it is to reconnect with the gNB to retrieve the RAN time synchronization status. Worst case scenario for alternative 1.a is that report ID is a plain integer (like a version) that cannot be mapped to an event in the gNB, thus, alternatives 1.a and 2 are the same.
Observation 2: It is preferable to avoid a large number of UEs in the same cell to move to RRC_CONNECTED due to a common event (i.e., new RAN time synchronization status report available). 
To compare the four methods from RAN2 perspective, Table 1 provides a summary view:
Table 1: 5GS time synchronization status report towards the UE(s) method comparison
	
	Alternative 1 (options 1.a and 1.b): 
gNB provides a reference report ID within SIB
	Alternative 2: 
gNB provides a flag and a timestamp
	Alternative 3: 
Broadcast the time change status in SIB
	Alternative 4:
 Ciphered RAN Time Synchronization Status in SIB

	How the SIB9/SIB is impacted?
	gNB includes a report ID.
	gNB includes a flag and a timestamp.
	gNB includes the full RAN time synchronization status report.
	gNB includes a ciphered full RAN time synchronization status report.

	Do the UEs need to move to RRC_CONNECTED to receive RAN time synchronization status updates?
	Depends for option 1.a. If the UE can determine an event from report ID, finer granularity possible with the pre-defined mapping between the report ID and synchronization status than alternative 2 (depend on SA2 discussions).
No for option 1.b. 
	Yes. UEs need to move to RRC_CONNECTED to receive the full report.
	No.
	No.

	Can UEs not subscribed to the service access RAN time synchronization status?
	No for option 1.a.
Partially for option 1.b, unsubscribed UEs can know the mapping between report ID and time synchronization status parameters if standardized. If the mapping is operator defined, then no. This is up to SA2 to discuss.
	No.
	Yes.
	No.

	Expected subscribed UE behaviour when a new notification/report is broadcasted in SIB9
	For option 1.a: UE reads the report ID and UE moves to RRC_CONNECTED to retrieve the full report if needed.
For option 1.b: UE reads the report ID and maps the time synchronization parameters.
	If UE reads the flag + timestamp, UE moves to RRC_CONNECTED to retrieve the full report.
	UE reads broadcasted RAN time synchronization status report.
	UE deciphers the RAN time synchronization status report.

	Encoding impact in SIB9/SIB
	New IE in SIB9 for report ID
	New IEs in SIB9 to include a flag and a timestamp associated to RTI information
	New IEs in SIB9 to provide the full RAN time synchronization report
	New IE in SIB to provide the ciphered RAN time synchronization report 

	Security risk exposing sensible information 
	No issue, the time synchronization parameters that are mapped from report ID can be decided to not expose sensible gNB’s information that can be misused (e.g. regarding gNB’s performance characteristics)
	No issue, the information is only provided to the subscribed UEs once they move to RRC_CONNECTED

	Security issue, the full RAN time synchronization report is available in the clear and can be misused (e.g., time source attack effectiveness monitoring, business threat)
	No issue, the information is only deciphered by the UEs subscribed to the service that have the keys



Observation 3: From RAN2 perspective, Alternative 1.b and Alternative 3 are the simplest since the timing synchronization report does not trigger the UEs moving to RRC_CONNECTED.  Alternative 3 with full report in SIB introduces more overhead than Alternative 1.b and may expose parameters in the clear that can be misused, leading to a security risk. 
Observation 4: Alternative 1.a and Alternative 2 require the UEs that need to retrieve the full report to enter connected mode when SIB9 indicates a new report update is needed which might cause signalling flood in the cell. Alternative 1.a may provide finer granularity to filter the UEs since report ID may map to status update that the UE can use to determine how urgent is to retrieve the RAN time synchronization status report. 
Observation 5: Alternative 4 with ciphering overcomes security risk at the cost of additional complexity supporting the RAN timing synchronization status report ciphering framework (e.g., key delivery, management, ciphering/deciphering). Even though it reuses the mechanism supported for positioning SIB, it has wider impact than just RAN2 and more implementation complexity from E2E point of view. Additional impacts needed are left to SA3 to discuss.
Proposal 1: Since the time synchronization status report is not UE specific and it is applicable for all the UEs requiring it, SIB based approach fits better from RAN2 point of view or at least any solution to be adopted should not result in a large number of UEs trying to get connected simultaneously. 
Proposal 2: To reply SA2 LS on Time Synchronization Status notification towards UE(s) with observations on the alternatives and RAN2 preference as proposed in proposal 1.
3	Conclusion
In this t-doc we have made the following observations and proposals:
Observation 1: RAN time synchronization status report is not UE specific, the report describes the gNB synchronization status (i.e., common to all the cells served by the same gNB). 
Observation 2: It is preferable to avoid a large number of UEs in the same cell to move to RRC_CONNECTED due to a common event (i.e., new RAN time synchronization status report available). 
Observation 3: From RAN2 perspective, Alternative 1.b and Alternative 3 are the simplest since the timing synchronization report does not trigger the UEs moving to RRC_CONNECTED.  Alternative 3 with full report in SIB introduces more overhead than Alternative 1.b and may expose parameters in the clear that can be misused, leading to a security risk. 
Observation 4: Alternative 1.a and Alternative 2 require the UEs that need to retrieve the full report to enter connected mode when SIB9 indicates a new report update is needed which might cause signalling flood in the cell. Alternative 1.a may provide finer granularity to filter the UEs since report ID may map to status update that the UE can use to determine how urgent is to retrieve the RAN time synchronization status report. 
Observation 5: Alternative 4 with ciphering overcomes security risk at the cost of additional complexity supporting the RAN timing synchronization status report ciphering framework (e.g., key delivery, management, ciphering/deciphering). Even though it reuses the mechanism supported for positioning SIB, it has wider impact than just RAN2 and more implementation complexity from E2E point of view. Additional impacts needed are left to SA3 to discuss.
Proposal 1: Since the time synchronization status report is not UE specific and it is applicable for all the UEs requiring it, SIB based approach fits better from RAN2 point of view or at least any solution to be adopted should not result in a large number of UEs trying to get connected simultaneously. 
Proposal 2: To reply SA2 LS on Time Synchronization Status notification towards UE(s) with observations on the alternatives and RAN2 preference as proposed in proposal 1.
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