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1. Introduction
This contribution discusses Counter Check Procedure for multicast, which is considered as a missing part.

2. Discussion
Since Rel-15, NR supports Counter Check Procedure. In LTE, almost identical procedure was introduced for detection of man-in-the-middle attack where User Plane Integrity Protection (UPIP) is not supported. Rel-15 NR had a similar situation at the beginning that full-rate UPIP was not supported, so Counter Check Procedure was easily agreed to support. 
Moreover, the Counter Check Procedure can be widely used in the real field deployment for reception status of the radio bearer, since there is no restriction on usage of the procedure and gNB can trigger whenever it is needed. For instance, COUNT wrap-around is not supported in NR PDCP, so the detection of reaching maximum COUNT value is important for reliable service regardless of cast type. The Counter Check Procedure can be an easy way to check this problem. Also, this counter check has been used by gNB when the gNB wants to check PDCP reception status especially for cell edge users with bad signal quality, e.g. batch reception errors (losses) and HFN desynchronization. 
Observation 1. In unicast, Counter Check Procedure has been widely used for the following cases: 
· 1) Detection of man-in-the-middle attack when UPIP is not supported 
· [bookmark: _GoBack]2) Detection of reaching maximum COUNT value
· 3) Batch reception error and HFN desynchronization.
In multicast, the situation did not change and is even worse. Since MBS relies on application security, gNB has no idea on detection of attacks. It means that gNB does not have a chance to refresh its multicast configuration for safe and reliable transmissions. In any case, it is a similar situation with Rel-15 NR unicast which does not full rate UPIP (security attack detection). 
Also, packet loss probability will be increased in multicast, since data transmission is not UE-specific but group-common. This means the probability of HFN desynchronization or unexpected maximum COUNT is increased compared to the unicast. 
Thus, we see that Counter Check Procedure can be used in multicast, same as unicast.
Observation 2. In multicast, Counter Check Procedure can be used, same as unicast.
Someone could argue that many spec changes are expected. However, the changes will be almost copy and paste of that of DRB. In Count Check Procedure for unicast, gNB askes COUNT value for each DRB and UE reports it. The existing message can be re-used with MRB extension, and no big discussion on the text and RRC structure is expected. Comparing gain and pain, it would much better to extend Counter Check Procedure to multicast MRB during this correction phase.
Proposal 1. Counter Check Procedure is extended to multicast MRB.
Proposal 2. Adopt the TP in Section 4.

3. Conclusion
RAN2 is requested to discuss and agree to the following observations and proposals:
Observation 1. In unicast, Counter Check Procedure has been widely used for the following cases: 
· 1) Detection of man-in-the-middle attack when UPIP is not supported 
· 2) Detection of reaching maximum COUNT value
· 3) Batch reception error and HFN desynchronization.
Observation 2. In multicast, Counter Check Procedure can be used, same as unicast.
Proposal 1. Counter Check Procedure is extended to multicast MRB.
Proposal 2. Adopt the TP in Section 4.
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4. Text Proposal

[bookmark: _Toc100929613]5.3.6	Counter check
[bookmark: _Toc60776801][bookmark: _Toc100929614]5.3.6.1	General


Figure 5.3.6.1-1: Counter check procedure
The counter check procedure is used by the network to request the UE to verify the amount of data sent/ received on each DRB/multicast MRB. More specifically, the UE is requested to check if, for each DRB/multicast MRB, the most significant bits of the COUNT match with the values indicated by the network.
NOTE:	The procedure enables the network to detect packet insertion by an intruder (a 'man in the middle').
[bookmark: _Toc60776802][bookmark: _Toc100929615]5.3.6.2	Initiation
The network initiates the procedure by sending a CounterCheck message.
NOTE:	The network may initiate the procedure when any of the COUNT values reaches a specific value.
[bookmark: _Toc60776803][bookmark: _Toc100929616]5.3.6.3	Reception of the CounterCheck message by the UE
Upon receiving the CounterCheck message, the UE shall:
1>	for each DRB that is established:
2>	if no COUNT exists for a given direction (uplink or downlink) because it is a uni-directional bearer configured only for the other direction:
3>	assume the COUNT value to be 0 for the unused direction;
2>	if the drb-Identity is not included in the drb-CountMSB-InfoList:
3>	include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink set to the value of TX_NEXT – 1 and RX_NEXT – 1 (specified in TS 38.323 [5]), respectively;
2>	else if, for at least one direction, the most significant bits of the COUNT are different from the value indicated in the drb-CountMSB-InfoList:
3>	include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink set to the value of TX_NEXT – 1 and RX_NEXT – 1 (specified in TS 38.323 [5]), respectively;
1>	for each DRB that is included in the drb-CountMSB-InfoList in the CounterCheck message that is not established:
2>	include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink with the most significant bits set identical to the corresponding values in the drb-CountMSB-InfoList and the least significant bits set to zero;
1>	for each multicast MRB that is established:
2>	if no COUNT exists for a given direction (uplink or downlink) because it is a uni-directional bearer configured only for the other direction:
3>	assume the COUNT value to be 0 for the unused direction;
2>	if the mrb-Identity is not included in the mrb-CountMSB-InfoList:
3>	include the multicast MRB in the mrb-CountInfoList in the CounterCheckResponse message by including the mrb-Identity, the count-UplinkMRB and the count-DownlinkMRB set to the value of TX_NEXT – 1 and RX_NEXT – 1 (specified in TS 38.323 [5]), respectively;
2>	else if, for at least one direction, the most significant bits of the COUNT are different from the value indicated in the mrb-CountMSB-InfoList:
3>	include the multicast MRB in the mrb-CountInfoList in the CounterCheckResponse message by including the mrb-Identity, the count-UplinkMRB and the count-DownlinkMRB set to the value of TX_NEXT – 1 and RX_NEXT – 1 (specified in TS 38.323 [5]), respectively;
1>	for each multicast MRB that is included in the mrb-CountMSB-InfoList in the CounterCheck message that is not established:
2>	include the multicast MRB in the mrb-CountInfoList in the CounterCheckResponse message by including the mrb-Identity, the count-UplinkMRB and the count-DownlinkMRB with the most significant bits set identical to the corresponding values in the mrb-CountMSB-InfoList and the least significant bits set to zero;
1>	submit the CounterCheckResponse message to lower layers for transmission upon which the procedure ends.




[bookmark: _Toc60777089][bookmark: _Toc100929963][bookmark: _Hlk54206646]6.2.2	Message definitions
[bookmark: _Toc60777090][bookmark: _Toc100929964]–	CounterCheck
The CounterCheck message is used by the network to indicate the current COUNT MSB values associated to each DRB/multicast MRB and to request the UE to compare these to its COUNT MSB values and to report the comparison results to the network.
Signalling radio bearer: SRB1
RLC-SAP: AM
Logical channel: DCCH
Direction: Network to UE
CounterCheck message
-- ASN1START
-- TAG-COUNTERCHECK-START


CounterCheck ::=                SEQUENCE {
    rrc-TransactionIdentifier       RRC-TransactionIdentifier,
    criticalExtensions              CHOICE {
        counterCheck                    CounterCheck-IEs,
        criticalExtensionsFuture        SEQUENCE {}
    }
}

CounterCheck-IEs ::=            SEQUENCE {
    drb-CountMSB-InfoList           DRB-CountMSB-InfoList,
    lateNonCriticalExtension        OCTET STRING                        OPTIONAL,
    nonCriticalExtension            CounterCheck-v17xy-IEsSEQUENCE {}                         OPTIONAL
}

CounterCheck-v17xy-IEs ::=      SEQUENCE {
    mrb-CountMSB-InfoList-r17       MRB-CountMSB-InfoList-r17,
    lateNonCriticalExtension        OCTET STRING                        OPTIONAL,
    nonCriticalExtension            SEQUENCE {}                   OPTIONAL
}

DRB-CountMSB-InfoList ::=       SEQUENCE (SIZE (1..maxDRB)) OF DRB-CountMSB-Info

DRB-CountMSB-Info ::=           SEQUENCE {
    drb-Identity                    DRB-Identity,
    countMSB-Uplink                 INTEGER(0..33554431),
    countMSB-Downlink               INTEGER(0..33554431)
}

MRB-CountMSB-InfoList-r17 ::=       SEQUENCE (SIZE (1..maxMRB-r17)) OF MRB-CountMSB-Info-r17

MRB-CountMSB-Info-r17 ::=           SEQUENCE {
    mrb-Identity-r17                MRB-Identity-r17,
    countMSB-UplinkMRB-r17          INTEGER(0..33554431),
    countMSB-DownlinkMRB-r17        INTEGER(0..33554431)
}


-- TAG-COUNTERCHECK-STOP
-- ASN1STOP

	CounterCheck-IEs field descriptions

	drb-CountMSB-InfoList
Indicates the MSBs of the COUNT values of the DRBs.

	mrb-CountMSB-InfoList
Indicates the MSBs of the COUNT values of the multicast MRBs.



	DRB-CountMSB-Info field descriptions

	countMSB-Downlink
Indicates the value of 25 MSBs from RX_NEXT – 1 (specified in TS 38.323 [5]) associated to this DRB.

	countMSB-Uplink
Indicates the value of 25 MSBs from TX_NEXT – 1 (specified in TS 38.323 [5]) associated to this DRB.



	MRB-CountMSB-Info field descriptions

	countMSB-DownlinkMRB
Indicates the value of 25 MSBs from RX_NEXT – 1 (specified in TS 38.323 [5]) associated to this multicast MRB.

	countMSB-UplinkMRB
Indicates the value of 25 MSBs from TX_NEXT – 1 (specified in TS 38.323 [5]) associated to this multicast MRB.



[bookmark: _Toc60777091][bookmark: _Toc100929965]–	CounterCheckResponse
The CounterCheckResponse message is used by the UE to respond to a CounterCheck message.
Signalling radio bearer: SRB1
RLC-SAP: AM
Logical channel: DCCH
Direction: UE to Network
CounterCheckResponse message
-- ASN1START
-- TAG-COUNTERCHECKRESPONSE-START

CounterCheckResponse ::=        SEQUENCE {
    rrc-TransactionIdentifier       RRC-TransactionIdentifier,
    criticalExtensions              CHOICE {
        counterCheckResponse            CounterCheckResponse-IEs,
        criticalExtensionsFuture        SEQUENCE {}
    }
}

CounterCheckResponse-IEs ::=    SEQUENCE {
    drb-CountInfoList               DRB-CountInfoList,
    lateNonCriticalExtension        OCTET STRING                        OPTIONAL,
    nonCriticalExtension            CounterCheckResponse-v17xy-IEsSEQUENCE {}                         OPTIONAL

}

CounterCheckResponse-v17xy-IEs ::=    SEQUENCE {
    mrb-CountInfoList-r17           MRB-CountInfoList-r17,
    lateNonCriticalExtension        OCTET STRING                        OPTIONAL,
    nonCriticalExtension            SEQUENCE {}                         OPTIONAL

}


DRB-CountInfoList ::=           SEQUENCE (SIZE (0..maxDRB)) OF DRB-CountInfo

DRB-CountInfo ::=               SEQUENCE {
    drb-Identity                    DRB-Identity,
    count-Uplink                    INTEGER(0..4294967295),
    count-Downlink                  INTEGER(0..4294967295)
}

MRB-CountInfoList-r17 ::=           SEQUENCE (SIZE (0..maxDRB-r17)) OF MRB-CountInfo-r17

MRB-CountInfor-17 ::=               SEQUENCE {
    mrb-Identity-r17                    MRB-Identity-r17,
    count-UplinkMRB-r17                 INTEGER(0..4294967295),
    count-DownlinkMRB-r17               INTEGER(0..4294967295)
}

-- TAG-COUNTERCHECKRESPONSE-STOP
-- ASN1STOP

	CounterCheckResponse-IEs field descriptions

	drb-CountInfoList
Indicates the COUNT values of the DRBs.

	mrb-CountInfoList
Indicates the COUNT values of the multicast MRBs.



	DRB-CountInfo field descriptions

	count-Downlink
Indicates the value of RX_NEXT – 1 (specified in TS 38.323 [5]) associated to this DRB.

	count-Uplink
Indicates the value of TX_NEXT – 1 (specified in TS 38.323 [5]) associated to this DRB.



	MRB-CountInfo field descriptions

	count-DownlinkMRB
Indicates the value of RX_NEXT – 1 (specified in TS 38.323 [5]) associated to this multicast MRB.

	count-UplinkMRB
Indicates the value of TX_NEXT – 1 (specified in TS 38.323 [5]) associated to this multicast MRB.
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