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Introduction

In this contribution, we discuss the LS from RAN5.
Discussion
In this RAN1 meeting, RAN2 receives one LS from RAN5 about the null security algorithm[1].

In this LS, RAN5 finds that the PC5-RRC signalling is protected and only sent after the PC5-S security has been established. However, according to 33.536, UE’s security algorithm can be configured with “not needed”, in this case, RAN5 does not know whether PC5-RRC signaling can still be transmitted. Therefore RAN5 want RAN2 to answer following question:

	To RAN WG2.

ACTION: RAN5 respectfully asks RAN2 to confirm whether or not PC5-RRC signalling could be sent based on

"null ciphering/integrity algorithm".

To SA WG3, CT WG1 and RAN WG2.

ACTION: RAN5 may not have identified all the issues associated with the use of null security algorithm in NR V2X PC5 link. Hence, RAN5 respectfully asks SA WG3, CT WG1, and RAN WG2 to do a comprehensive review of relevant core specifications and make necessary updates so that the procedure involving "null ciphering/integrity protection algorithm" can be correctly used in formal conformance testing.


As we know, in RAN2#108 meeting, RAN2 receives one LS from SA3 about the security of PC5 RRC signlaing[2] as shown in following:

	Assumption 1: The PC5-RRC signalling for AS-layer configuration shall only be sent after security has been established.


In the reply LS[3], RAN2 confirms this working assumption.

Observation1: “ the PC5-RRC signalling is protected and only sent after the PC5-S security has been established” is determined by SA3, not RAN2.

According to current RRC spec, the unicast link including security mode activation is transparent to AS layer as shown in following:

	The PC5-RRC signalling, as specified in sub-clause 5.8.9, can be initiated after its corresponding PC5 unicast link establishment (TS 23.287 [55]).


In 24.587, the NAS layer only indicate the activation of security after sending and receiving the direct link establishment accept message, as shown in following. How UE determines to send the accept message is dpends on NAS layer.
	After sending the DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:

a)
the PC5 link identifier self-assigned for this PC5 unicast link;

b)
PQFI(s) and its corresponding PC5 QoS parameters; and
c)
an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link, if applicable.


Observation2: AS layer does not know whether security algorithm is “null” or not. Corresponding determination is made in NAS layer.
Therefore, for the question from RAN5, RAN2 can clarify the history of related agreement in the reply LS and wait SA3’s conclusion about this issue.

Proposal1: RAN2 can clarify the history of security related agreement in the reply LS, and RAN2 is suggested to adopt the draft reply LS[4].

Proposal2: For potential CR of null security algorithm, RAN2 wait SA3’s response.
Conclusion
Observation1: “the PC5-RRC signalling is protected and only sent after the PC5-S security has been established” is determined by SA3, not RAN2.

Observation2: AS layer does not know whether security algorithm is “null” or not. Corresponding determination is made in NAS layer.
Proposal1: RAN2 can clarify the history of security related agreement in the reply LS, and RAN2 is suggested to adopt the draft reply LS[4].

Proposal2: For potential CR of null security algorithm, RAN2 wait SA3’s response.
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