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1. Introduction
In Rel-17, SA3 have specified integrity protection for user plane in EPS and sent an LS in S3-214462(R2-2200153) on algorithm configuration, i.e. NR algorithm code point or LTE algorithm code point to be used for LTE UPIP. 
A Rel-17 WI: UPIP_EN-DC_UE for LTE UP IP was approved in RAN #94 in RP-213669, to specify RAN basic functions for optional support and use of UPIP (at the full data rate supported by the UE) for the EPC connected architectures using NR PDCP (RAN2, RAN3).
This document raises an issue that we believe needs a prompt response to SA3 in order to clarify the direction of RAN 2 work.
2. Discussion
One of the attacks that has motivated the UPIP work within SA3 relates to an attacker modifying bits within a DNS enquiry that is sent in one of the very first IP packets sent by the UE. Hence it is important that ALL user plane packets sent by the UE can be integrity protected. Protection of all U plane traffic is similar to what was done for the Release 10 Relay node work and hence would seem to require integrity protection to be activated during the SecurityModeCommand procedure. 
The use of the SMC is described in the SA2 updates to section 5.3.10.4.1 in TS 23.401 (S2-2106975)
5.3.10.4.1	AS security mode command procedure
The MME triggers the RRC level AS security mode command procedure by sending the needed security parameters to the eNodeB. This enables ciphering of the UP traffic and ciphering and integrity protection of the RRC signalling and UP traffic as described in TS 33.401 [41].
However the updates to TS 33.401 in S3-214454 imply change to (only?) the DRB addition process.
7.3.Y	UP integrity protection activation mechanism
AS UP integrity protection activation shall be done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see Figure 7.3.Y -1. 

With regard to the use of the SecurityModeCommand, this would seem to imply the use of the LTE algorithm codepoints:
From TS 36.331:
SecurityModeCommand message
-- ASN1START

SecurityModeCommand ::=				SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		c1									CHOICE{
			securityModeCommand-r8				SecurityModeCommand-r8-IEs,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture			SEQUENCE {}
	}
}

SecurityModeCommand-r8-IEs ::=		SEQUENCE {
	securityConfigSMC					SecurityConfigSMC,
	nonCriticalExtension				SecurityModeCommand-v8a0-IEs		OPTIONAL
}

SecurityModeCommand-v8a0-IEs ::= SEQUENCE {
	lateNonCriticalExtension			OCTET STRING						OPTIONAL,
	nonCriticalExtension				SEQUENCE {}							OPTIONAL
}

SecurityConfigSMC ::=					SEQUENCE {
	securityAlgorithmConfig					SecurityAlgorithmConfig,
	...
}

-- ASN1STOP


SecurityAlgorithmConfig information element
-- ASN1START

SecurityAlgorithmConfig ::=			SEQUENCE {
	cipheringAlgorithm					CipheringAlgorithm-r12,
	integrityProtAlgorithm				ENUMERATED {
											eia0-v920, eia1, eia2, eia3-v1130, spare4, spare3,
											spare2, spare1, ...}
}

CipheringAlgorithm-r12 ::=				ENUMERATED {
											eea0, eea1, eea2, eea3-v1130, spare4, spare3,
											spare2, spare1, ...}

-- ASN1STOP

With regard to the use of the DRB addition procedure, this implies the use of the RRCConnectionReconfiguration message which, for the use of NR-PDCP, probably links across to ASN.1 in TS 38.331 and the use of NR codepoints.
However, all of the current NR and LTE algorithms are identical, so using LTE codepoints (in SMC) and NR codepoints in DRB addition ought not to be a problem.

3 Proposals
Proposal 1: respond from this meeting to ask SA3 whether or not activation of user plane integrity protection needs to be supported in the security mode command procedure.
Proposal 2: agree to use LTE algorithm codepoints in the security mode command procedure and NR algorithm codepoints in RRCConnectionReconfiguration. 
