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1. Introduction

An LS [1] on security protection on RRCResumeRequest message was received from SA3, in which SA3 asks RAN2/3 the details related to following aspects.
1. error cases that can lead to deletion of context,

2. behaviour of UE with suspended RRC connections in case this feature is activated or deactivated in gNBs, and
3. cell selection procedures potentially prioritising availability of this feature,.

In this contribution, we intend to provide our consideration on this.
2. Discussion
The following figure shows the content of RRCResumeRequest message.
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As discussed in the SA3, to protect the security of RRCResumeRequest message, ResumeCause also is used as one of inputs to create new type ResumeMAC-I. Correspondingly, ResumeCause also is needed for last serving gNB to verify the new type ResumeCause. If the ResumeCause is modified by attacker, the last serving gNB can find it by verifying the new type ResumeMAC-I. 
The following figure describes the UE triggered transition failure from RRC_INACTIVE to RRC_CONNECTED. If retrieving UE context fails in some error cases (e.g. ResumeMAC-I verifying fails), the RRCSetup message will be send to UE side to setup a new RRC connection. During this procedure, it is not clear for RAN2 whether the last serving gNB will delete UE’s context and RAN3 can provide some information. But in our understanding, although if UE’s context is deleted in this case, it also will be acceptable because new UE context will be build at the new serving gNB just with a longer time. 
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Figure: UE triggered transition from RRC_INACTIVE to RRC_CONNECTED
(UE context retrieval failure)
Proposal 1: Answer to Q1: if RRC Resume Request message is modified by attacker, whether this will lead to deletion of UE context is not clear to RAN2 and RAN3 could provide answer to it. And if assuming UE context will be deleted in this case, the RRC setup can be performed at the serving gNB and RAN2 see no extra work to handle this case.
As discussed before, the UE and the network negotiate/learn each other's capability/support of using the newer version of ResumeMAC-I/shortResumeMAC-I as below:

· UE's capability is part of an RRC message (i.e., AS SMComplete).

· Current serving gNB/ng-eNB should indicate its capability of supporting the new version of ResumeMAC-I in SI message (i.e., SIB1, refer to a closely related feature called useFullResumeID in SIB1). 

· Last serving gNB/ng-eNB should also indicate its capability of supporting the new version of ResumeMAC-I in RRCRelease message with SuspendConfig, which is sent after AS SMC thus protected.
Based on the capability negotiation, if UE receives both current serving gNB and last serving gNB’s capability of supporting new ResumeMAC-I, UE will include the new new ResumeMAC-I in the ResumeRequest. Otherwise, then UE will use legacy ResumeMAC-I in the ResumeRequest.  
Observation 1: capability negotiation between UE and network are supported in solution from SA3.

After capability negotiation, the resume MAC-I mode can be aligned among UE, new serving gNB, and the last serving gNB in normal case. However, if we consider that this feature can be activated or deactivated in gNBs, then the following cases are possible:

1) In case that this feature is deactivated in the last serving gNB when the UE does not receive last serving gNB’s capability: as capability negotiation has been provided, UE will handle the ResumeMAC-I based on the network capability. No additional issues exist.
2) In case that this feature is deactivated in the last serving gNB when the UE has received last serving gNB’s capability: there may be out of alignment for the capability negotiation. If UE and the network may use different calculation for resumeMAC-I, which will cause that the Integrity protection (ResumeMAC-I) verification fails. The error case handling as mentioned above will be applicable. 
3) In case that this feature is deactivated in the new serving gNB when the UE has known its capability by system information, UE will know the capability change of new serving gNB by SI change mechanism, and obtain the latest new serving gNB capability. So, there is no additional issue. 
Therefore, there is no additional impact when considering this feature is activated or deactivated in gNBs dynamically.
Proposal 2: Answer to Q2: there is no additional RAN2 spec impact foreseen assuming this feature could be activated or deactivated in gNBs dynamically. 
In current NR spec, cell selection/reselection mainly is based on signal measurement. If the new feature is agreed by SA3 finally, RAN2 does expect that this feature has any impact to cell selection/reselection mechanism. 
Proposal 3: Answer to Q3: RAN2 does not expect any impact on cell selection/reselection mechanism brought by this feature.
3. Conclusions
In this contribution, we discussed security protection on RRCResumeRequest message, and have the following observation and proposals. 
Proposal 1: Answer to Q1: if RRC Resume Request message is modified by attacker, whether this will lead to deletion of UE context is not clear to RAN2 and RAN3 could provide answer to it. And if assuming UE context will be deleted in this case, the RRC setup can be performed at the serving gNB and RAN2 see no extra work to handle this case.
Proposal 2: Answer to Q2: there is no additional RAN2 spec impact foreseen assuming this feature could be activated or deactivated in gNBs dynamically. 
Proposal 3: Answer to Q3: RAN2 does not expect any impact on cell selection/reselection brought by this feature.
4. Reference
[1] S3-214539 LS Reply on security protection of RRCResumeRequest message
_1701677569.bin

