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 Introduction

At the RAN2#116-e meeting [1], the following consensus was reached regarding the initialization of MBS PDCP:
RAN2 116e agreements.
=> for multicast MRB, the initial value of the SN part of RX_NEXT is (x +1) modulo (2[PDCP-SN-Size]), where x is the SN of the first received PDCP Data PDU.

=> the initial value of RX_DELIV is set to a value before RX_NEXT, e.g. the initial value of the SN part of RX_DELIV is (x – 0.5 × 2[PDCP-SN-Size–1]) modulo (2[PDCP-SN-Size]), where x is the SN of the first received PDCP Data PDU.

=> If HFN is needed (FFS), the initial value of HFN (maybe + related PDCP SN to avoid ambiguity of HFN FFS) is indicated by the gNB by RRC (e.g. during RRC based MRB bearer type change).

The initialization of the SN part of the PDCP state variables has been agreed. In this paper, we focus on the remaining issue, that is the initialization of the HFN part.
 MRB PDCP HFN Initialization

The main controversy for PDCP HFN initialization is whether the HFN of the MRB shall be instructed from gNB. Firstly, let’s analyze the role of HFN one by one:

AS layer security

PDCP SR (in one RAN node)

PDCP SN status transfer (cross RAN nodes, such as handover)

In following discussion, we analyze the impacts of HFN initialization based on network instruction.
 AS layer security

One of the roles of the initial value of the PDCP HFN part indicated by gNB is to achieve AS security with both synced HFN and PDCP SN between UE and gNB, but the conclusions drawn by the current SA3 working group are as follows [2]:

Following conclusions are made on Key Issue #2 " Security protection of MBS traffic ":

No normative work is needed for transport layer-based solution.

Service-layer solution is used as a baseline for the normative work. MBSTF provides the security protection for MBS traffic. The MTK is used as a root key to derive application/protocol specific keys to protect (e.g., encrypt or integrity protect) MBS service traffic. This will be optional to implement in both UE and network.

The SA3 working group clarified that the current normative work of the security protection for MBS traffic is limited to the service layer and does not include the transport layer. It can be seen that the AS security of MBS is not necessary, so the initial value of HFN does not need to be specified by gNB from the security’s perspective.

According to the results of SA3 discussion, MBS AS security is not necessary in current release.

 PDCP SR (intra-RAN node)

At the RAN2#116-e meeting [1], the following consensus was reached regarding the PDCP status report, which mentioned that the SR can be configured only if PTP AM (with Uplink) is in the new configuration. 
RAN2 116e agreements.
=>In order to minimize the loss during MRB bearer type change, NW may configure UE to send a PDCP status report for the MRB bearer type change;

=>For MRB configured by upper layers to send a PDCP status report in the uplink (field statusReportRequired in PDCP-Config IE in RRC), the receiving PDCP entity shall (based on the RRC reconfiguration message from the network) trigger a PDCP status report in case of MRB type change; 

=>NW is required to configure a bidirectional PTP leg (e.g. either PTP-only MRB or split MRB) if statusReportRequired is provided. It is up to network in which case statusReportRequired is configured.

=>The SR can be configured only if PTP AM (with Uplink) is in the new configuration. 
# If no HFN indication

The gNB and the UE maintain the HFN sequence independently. Since the initial values of the SN part of RX_NEXT and RX_DELIV are set based on the first received PDCP data PDU and PDCP SR is only for AM mode, the MRB network in AM mode can help keep the HFN difference on both sides constant.

The network can help keep the HFN difference on both sides constant for AM mode MRB.
In addition, in last RAN2 meeting it was confirmed that the PDCP SR can be configured only if PTP AM (with Uplink) is in the new configuration, the gap between RX_NEXT and TX_NEXT can be under network control. Thus, the gNB can infer the indicated data packet solely based on the sequence number reported by the PDCP SR.
The gap between RX_NEXT and TX_NEXT is under network control.
Independent of HFN indication, gNB can infer the indicated data packet solely based on the sequence number reported by the PDCP SR.

# With HFN indication

There are views believe that because of the COUNT value reported in the PDCP SR, in order to keep the COUNT value between the UE and gNB unambiguous, it is necessary to specify the HFN by the gNB when the PDCP is initialized.
The email discussion [3] mentioned three possible options to support the indication of initial value of HFN by gNB:

-
Option 1: the initial value of HFN is indicated by RRC signalling, e.g. in the PDCP-Config IE.

-
Option 2: the initial value of HFN is indicated by a new PDCP control PDU.

-
Option 3: the initial value of HFN is indicated in the PDCP header of PDCP PDU.

Option 1 may still have the problem of HFN desynchronization. Option 2 requires the PDCP Control PDU transmitted by PTP, and it may cannot completely resolve HFN desynchronization. Option 3 requires additional overhead in the PDCP header.

Even if gNB adds its related SN value while indicating the initial value of HFN, it still cannot completely resolve HFN desynchronization. For example, if a large number of data packets are lost at the beginning of the transmission, the first data packet received by the UE is different from the HFN indicated by the gNB but the SN value is the same.

HFN instruction may not completely resolve HFN desynchronization issue, instead it will introduce additional impacts on the specification.

 PDCP SN status transfer (inter-RAN nodes, if there are any)
According to the discussion results of the RAN3#113e meeting, in order to reduce packet loss during the handover process [4], the source and target gNB derive the synchronized PDCP SN from the sequence number.

Next, we will discuss the impact of HFN indication and no HFN indication on MBS handover.

# If no HFN indication

If the HFN is not specified by the core network, the source and gNB gNBs will maintain the HFN sequence independently. Due to the transmission delay between the core network and gNBs is negligible, for the same data packet, the time received by gNBs is almost the same (milliseconds among different RAN nodes in transport layer). In other words, for the same packet, the difference between the HFN values maintained by the source and target gNBs is constant. Thus, the target gNB can distinguish the corresponding Data PDU according to the PDCP SN part transferred from the source gNB, and continue the MBS transmission to the UE.
The target gNB can distinguish the corresponding Data PDU according to the PDCP SN part transferred from the source gNB. 
The scheme that the source gNB, the target gNB and the UE maintain the HFN value independently can ensure the continuity of the service during the handover process without specification impacts.
# With HFN indication

The conditions for the realization of HFN indication include the following aspects:

The core network needs to enhance the existing specifications to indicate the same SN and HFN to all gNBs. 

It is necessary to enhance the signaling interaction between the gNB and the UE to indicate the HFN for the UE.
It can be seen that the HFN indicator has a relatively large impact on the specification, but the gain it brings is not very obvious.

The HFN indicator has a relatively large impact on the specification, but the gain is not obvious.
Since no indication of HFN just works, we suggest:

In the initialization of NR MBS PDCP, HFN indication from network is not required.
 Conclusion
Based on the analysis provided above, we have the following observations:

According to the results of SA3 discussion, MBS AS security is not necessary in current release.
The network can help keep the HFN difference on both sides constant for AM mode MRB.

The gap between RX_NEXT and TX_NEXT is under network control.

Independent of HFN indication, gNB can infer the indicated data packet solely based on the sequence number reported by the PDCP SR.
HFN instruction may not completely resolve HFN desynchronization issue, instead it will introduce additional impacts on the specification.
The target gNB can distinguish the corresponding Data PDU according to the PDCP SN part transferred from the source gNB. 
The scheme that the source gNB, the target gNB and the UE maintain the HFN value independently can ensure the continuity of the service during the handover process without specification impacts.
The HFN indicator has a relatively large impact on the specification, but the gain is not obvious.
Based on the analysis provided above, we have the following proposals:

In the initialization of NR MBS PDCP, HFN indication from network is not required.
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