[bookmark: _Hlk53499628]3GPP TSG-RAN WG2 #116bis-e	R2-2201954
Electronic meeting, Jan 17st - 25th, 2022	

Agenda Item:	9.2.1
Source:	Ericsson
Title:	Report Discussion on LSes on UE location info for NB-IoT
Document for:	Discussion, Decision

Introduction
This document serves as a summary of the following offline discussions: 
· [AT116bis-e][064][IoT-NTN] LSes out on UE providing Location Information (Ericsson)
      Scope: On LS out, either one LS or two. 
      1) Determine whether to send LS to ask about NB-IoT providing UE location information by NAS, and if applicable ask for details, E.g. could ask SA2 and RAN3 whether this would be acceptable to meet requirements (note: NAS reporting may need to be complemented by network signalling to forward the location to the eNB by R3 decision), E.g. could ask SA2 and/or CT1 on feasibility. 
      2) Determine whether to send LS to SA3 on providing coarse location info at connection setup, and if applicable what to ask. Shall be consistent with outcome of discussion [110] unless there are strong reasons not to be consistent. 
      Intended outcome: Report, LS out(s)
      Deadline: EOM (if possible offline only)


Background
Note that the following LS have been exchanged between RAN2, SA2, SA3, RAN3 on the reporting of UE location information during initial access for NR NTN: 
· In R2-2109216 “Reply LS on UE location aspects in NTN” (QC), RAN2 agreed that UE reports during initial access (before AS security is activated) in Msg5 (i.e. via RRCSetupComplete/RRCResumeComplete message), a UE coarse location information referring to coarse GNSS coordinates (FFS on the details, e.g. X MSB bits out of 24 bits of longitude/latitude or GNSS coordinates with ~2km accuracy).
· In R2-2200145 “LS on TAC reporting in ULI and support of SAs and FAs for NR Satellite Access” (QC), SA2 has decided that it is not mandatory to know UE location information for the registration, since it is stated that “The NG-RAN may determine the TAI the UE is currently located and provide that TAI (if known) to AMF as part of ULI. The ULI contains the TAI for the TA in which the UE is physically located, no matter whether the TAC is broadcasted in the serving radio cell or not. NG-RAN determines the TAC based on its available knowledge of the UE location.”
· In R2-2200149 Reply LS on UE location aspects in NTN (S3-214360; contact: CATT), although SA3 “could not agree on specific security issues caused by the UE sending location information to the gNB.”, SA3 “recommends that RAN2 defines a solution that avoids sending unprotected UE location information to the gNB”.
· In R2-2002542 (S3i200056) “Response LS on the “LS OUT on Location of UEs and associated key issues”” (Rogers),, SA3-LI does not consider the UE reported information as reliable (“The logical location information (Cell ID) shall be reliable, i.e. network-provided or network-verified”) and in R2-2200149 “Reply LS on UE location aspects in NTN” (CATT), SA3 stated that “AMF selection relying on [UE reported information] information, may not be reliable due to a lack of integrity protection.”
At the same time the following e-mail discussion is on-going: 
[AT116bis-e][110][NTN] UE location during initial access (Thales)
	Scope: discuss a possible reply LS to SA2, RAN3, SA3. Also discuss other possible options, if any, to provide location information to the NG-RAN during initial access in a protected manner. 
	Intended outcome: offline summary in R2-2201743 and draft reply LS to SA2, RAN3, SA3 in R2-2201744
	Deadline (for companies' feedback):  Friday 2022-01-21 06:00 UTC
	Deadline (for rapporteur's summary and draft LS):  Friday 2022-01-21 10:00 UTC

Discussion
While the online discussion was about NB-IoT and the problem related to the fact that there is no AS security between eNB and the UE, what is in fact referred to is Control Plane CIoT EPS optimization, which applies to both LTE-M and NB-IoT. Thus the first question is whether this should be clarified.  
Question 1: Confirm that the problem is due to lack of AS security in the Control Plane CIoT EPS optimization (which applies to both NB-IoT and LTE-M)?
	Company
	Yes/No
	Comments

	Thales
	Yes
	

	ZTE
	Yes
	We understand the main question is whether UE needs to report coarse location information during initial access, e.g., in Msg5 and is it feasible?

For IoT NTN:
· For UE using CP solution, yes, due to lack of AS security in the Control Plane CIoT EPS optimization, the coarse location information in Msg5 would be unprotected. 
· However, for UE using UP solution, the Msg5, e.g., RRC resume complete message, has AS security. Therefore, the information in Msg5 is protected.
The above observation is applied to both NB-IoT and eMTC.

	Intel
	Yes
	

	Nokia
	Yes
	 

	Qualcomm
	Yes
	

	Huawei, HiSilicon
	No
	We should only address NB-IoT and not restrict to the CP solution as per the email discussion scope.
1. In NB-IoT, only the CP solution is mandatory and in practice the only one deployed.
Also, in NB-IoT, even for the UP solution, there is no measurement (positioning measurements are only supported in RRC_IDLE) and no measurement (configuration/reporting) procedures in RRC_Connected, so it is not possible to have reporting of security protected location later on,
2. In eMTC, support of the user plane is mandatory thus there is always the possibility to have AS security if necessary. Also measurement procedures are defined in RRC_Connected mode. Thus we should stick with the agreement that eMTC can follow NR.

	Turkcell
	Yes
	

	Apple
	Yes
	We also note that UE reported location is deemed unreliable by SA3-LI.

	Xiaomi
	Yes
	



Rapporteur summary Q1: 
Majority agrees that the problem is related to CP CIoT EPS optimization. One company states that we shall continue addressing only NB-IoT as CP solution is mandatory and that for UP solution using NB-IoT there are still no measurements and that eMTC the UP solution is mandatory, thus there is the possibility of using AS security. The rapporteur sees the point that the company is making and thus the LS should continue to refer to only NB-IoT. 
[bookmark: _Toc94005877][bookmark: _Toc94013576]LSes out only addresses NB-IoT.

LS to RAN3/SA2/CT1
During online session, the following was noted: 
Assume that eMTC can follow whatever is agreed for NR NTN
	Chair comment: detailed impacts were not discussed.
For NB-IoT, assume that the location info need to be protected, also coarse location info, as has been stated by SA3. FFS if location can be reported by NAS, can ask CT1/SA2. Can also ask SA3 to confirm their view on coarse location information. Keep R3/SA2 informed.
Chair Comment: On LS outs, coordinate with discussion [AT116bis-e][110][NTN] UE location during initial access (Thales).  

The agreement is that RAN2 assumes that for NB-IoT the location info is advised to be protected according to SA3, which includes coarse location info. First we need to determine that we should ask RAN3 (and SA2) to confirm whether it is feasible from their point of view that neither coarse or fine location is provided via AS during initial access or any following procedure (Resume, Re-establishment, EDT, PUR or similar) for IoT UEs using the Control Plane EPS optimization (NB-IoT or LTE-M). 
Question 2: Should RAN2 ask the following question to RAN3 and SA2 in the LS?
· Is it feasible from a RAN3 and SA2 point of view that a CP CIoT EPS optimization UE (NB-IoT and LTE-M with no AS security capabilities) provides neither coarse nor fine location info to AS during initial access or during any other procedures (resume, re-establishment etc)?
· RAN2 assumes that this may lead to impact on E-UTRAN selecting the core network, NNSF and constructing the mapped Cell ID and any potential ULI.
	Company
	Yes/No
	Comments/clarifications

	Thales
	Yes
	Ok to ask the questions.
However, In IoT-NTN, each satellite beam may serve a very large area covering several countries. It may be important to be able to route the data packet collected from the UE to the correct country core network. Note that it may not be possible to invoke LCS procedure to determine the UE position especially in discontinuous coverage case

	ZTE
	Yes
	We are fine to ask, with following comments:
1. We think ”resume” can be removed from the first bullte. Per our comments for Q1, UE using UP solution can provide protected information in resume procedure. There is no issue for UP solution.
2. It may cause a bit ambiguity to ask ”is it feasible”. Based on our previous understanding on SA2 requirement in NR NTN, SA2/RAN3 anyway need something for core network selection and TA reporting on ULI. (Per Thales’s comment, does it mean the requirement is more important in IoT NTN?) So with reference to the discussion in NR NTN, we suggest to ask SA2/RAN3 whether the network node can carry out efficiently its procedures (no problem) without coarse or fine location info during initial access.

	Intel
	Yes
	

	Nokia
	Yes
	We think RAN3 and SA2 should be informed since the previous LS exchange is for NR NTN. For IoT NTN, there is a specific issue where the CP CIoT EPS optimziation will not have AS security for UE location reporting.

	Qualcomm
	Yes but
	We prefer to start the question as  ”Is there any issue ...”. Also the ”or” above should also be changed to ”and”

	Huawei, HiSilicon
	No
	In NB-IoT, the issue is not only during initial access (which in our views, include resume and re-establishment) but also in RRC_Connected mode, so it is not possible to report the location at all. 
So the question should be ’Is it feasible from a RAN3 and SA2 point of view to work without reporting of the UE location in NB-IoT?’

	Turkcell
	Yes
	

	Apple
	Yes but
	Foe LTE-M we agreed to go with NR NTN solution, so we are wondering if this LS should be limited to NB-IoT. Also prefer Qualcomm’s wording.

	Xiaomi
	Yes but
	A CP CIoT EPS optimization UE don’t have AS security even if UE in RRC Connected, we should indicate it obviously in the LS.

	Ericsson
	Yes
	Something along with the lines stated above needs to be asked in our understanding. Reading the RAN3 contributions for IoT NTN, the UE location is considered to be available for a lot of their procedures such as deciding the MME, where it cannot be assumed that the MMEs are cooperating. If we break their functionality, we need to give them a chance to respond. 



Rapporteur summary Q2:
Rapporteur observes that most companies seem to be in line of asking the question, but with some modifications. Some companies state that there might be SA2/RAN3-related problems with not providing any location over AS. The rapporteur has the following modifications: 
· Are there any issues from a RAN3 and SA2 point of view that a NB-IoT UE does not provide any location over AS?
· RAN2 assumes that not providing any location over AS may lead to impact on E-UTRAN selecting the core network, NNSF and constructing the mapped Cell ID and any potential ULI.


As was discussed during the online session, it was suggested that instead of sending the coarse or fine location over AS, the location info could be sent over NAS to the MME as then the location info would be protected. 
Question 3: Should RAN2 ask the following question to RAN3/SA2/CT1 in the LS?
· Is it feasible from RAN3 and SA2 point of view that a CP CIoT EPS optimization UE (NB-IoT and LTE-M with AS security capabilities) provides either coarse or fine location to the MME via NAS procedures at initial access or during other procedures as an alternative to deliver the location information via AS.  
· Is it feasible for NAS signaling to provide either 2x2km (or similar size) coarse location or fine location in initial access requests or subsequent messages.
	Company
	Yes/No
	Comments

	Thales
	Yes
	Ok to ask the questions
See comme,nts to question 2

	ZTE
	Yes
	Ok to ask.

Similar as comment in Q2, it may cause a bit ambiguity to ask ”is it feasible”. Providing something via NAS is anyway feasible. But based on our previous understanding on SA2 requirement, we think providing coarse or fine location via NAS procedure may be too late. 
So we’d better to ask SA2/RAN3 whether the network node can carry out efficiently its procedures (no problem) if coarse or fine location is provided via NAS procedures at initial access or during other procedures. 
Here “at initial access” may need to be removed as NAS procedure is naturally after initial access.

	Intel
	Yes
	We also need to ask if it’s possible to finish this NAS solution in R17.

	Nokia
	Yes
	Since SA3 may have security concern to report unprotected UE location to eNB via Msg5, it is fine to ask any UE location information can be repoted to MME via NAS.

	Qualcomm
	Yes
	We prefer to start the question as  ”Is it feasible or is there any issue ...” This should be conditional to the Question 2, i.e., only if the UE location is required.

	Huawei, HiSilicon
	No
	We think this should be conditional to Q2. i.e. if UE location is needed. 
We do not need to discuss coarse/ finer location here nor in which procedure. This can be decided by SA2.
so the question should be ’Is it feasible from a RAN3 and SA2 point of view to work with UE location reporting via NAS in NB-IoT?’

	Turkcell
	Yes
	We can ask NAS solution to be ready in Rel-17. 

	Apple
	No
	We don’t think there is time left to consider this kind of optimization. If an LS is sent then we are aligned with Huawei’s views.

	Xiaomi
	Yes
	Considering the limit time in Rel-17, we should ask whether the NAS solution can be completed in Rel-17 if RAN3 and SA2 think the location reporting is essential.

	Ericsson
	Yes
	



Rapporteur summary Q3:
Rapporteur sees that most companies are fine with asking the question on providing coarse or fine location over NAS and only one company states that there is no time left. Companies propose some modifications:
· If location is not provided over AS and the location is needed for network operation, is it feasible from RAN3 and SA2 point of view that a NB-IoT UE instead provides location to the MME via NAS procedures, which is assumed to be protected.  
· If providing location over NAS is a viable solution that is acceptable for network operation, then is it feasible that this is introduced in Rel-17. 

[bookmark: _Toc94004823][bookmark: _Toc94005294][bookmark: _Toc94005509][bookmark: _Toc94005878][bookmark: _Toc94013577]Send LS to RAN3/SA2/CT1 asking about whether there are any issues regarding no location info over AS and feasibility of sending location info over NAS to MME instead for NB-IoT.


Potential LS to SA3/SA3-Li
It should be re-confirmed with SA3 whether it is considered unfavourable that coarse location info is sent unprotected to the eNB even for CP CIoT EPS optimization UE where there is no AS security. 
Question 4: Should RAN2 ask the following question to SA3:
· Is it RAN2s correct understanding that providing coarse location info regardless of granularity (2x2 km or 10x10 km) is considered unfavourable even for IoT when AS security is not available for CP CIoT EPS optimization (NB-IoT and LTE-M)?
Note: here we make take [AT116bis-e][110][NTN] discussion into account.
	Company
	Yes/No
	Comments

	Thales
	Yes
	Ok to ask the question
we believe that privacy issues associated to UE location info may not apply in the same way as for NR UE devices.

	ZTE
	Yes
	Ok to ask.
We would like to understand where the privacy concern comes from and we tend to think the coarse or coarser location (e.g., similar to a TN cell size) would not expose too much information and therefore may alleviate the privacy concern.

	Intel
	Yes
	Ok to ask

	Nokia
	Yes
	For IoT device (e.g. sensor or meter), the concern on the privacy may be different from the mobile phone. The SA3 response mentioned in background part is for NR NTN which is not specified for IoT device. We think it’s fine to ask SA3 the privacy concern on IoT device.
Furthermore, the “considered unfavourable” is a rather vague formulation. It may be updated to more specific like “should be avoided”.

	Qualcomm
	Yes 
	We are ok to confirm it with SA3

	Huawei, HiSilicon
	Yes
	We support to ask SA3 if, for NB-IoT,  the requirement for UE location  reporting w/o security could be relaxed. 
Note that NB-IoT already has different requirements w.r.t security, e.g. reporting of serving cell measurement and UE capability w/o security.

	Turkcell
	Yes
	It’s ok to ask. 

	Apple
	Yes
	

	Xiaomi
	Yes
	We think the main issue is that the CP CIoT EPS optimization UE don’t have AS security and then the third party may modify the location reported by UE.  But we are ok confirm the granularity with SA3.


	Ericsson
	Yes
	This can be asked. 



Rapporteur summary Q4:
The rapporteur notes that all companies think it is OK to ask SA3 about the previous concern sending coarse UE location, where the main reason stated is that privacy requirements may be relaxed for NB-IoT. Some modifications to the original question:
Question 4: Should RAN2 ask the following question to SA3:
· Given that IoT may not have the same privacy requirements as in NR, is it the correct understanding of RAN2 that providing coarse location info regardless of granularity shall also be avoided even for NB-IoT.



Then it should also be asked whether sending either coarse or fine location protected over NAS to MME has any potential security issues in case it is not considered acceptable that coarse location info is sent unprotected. 
Question 5: Should RAN2 ask the following question to SA3:
· IoT NTN has discussed location reporting, where instead of sending the coarse location over AS for CP IoT UEs, the UE could potentially send either the coarse or fine location over NAS to MME. Even though the feasibility of this is yet to be confirmed by RAN3/SA2/CT1, RAN2 asks if there are any potential security concerns with providing the location over NAS to MME, such as user consent or similar. 
Note: as we ask feasibility of this to RAN3/SA2 we may also include this in the same LS as in section 3.1.
	Company
	Yes/No
	Comments

	Thales
	Yes
	

	ZTE
	-
	As NAS security is supported for both NB-IoT and eMTC, and also for both CP solution and UP solution, we think it may be not so necessary to ask this question to SA3. 
But also fine to ask if this is majority view.

	Intel
	Yes
	We need to highlight that ”over NAS” means NAS security is used.

	Nokia
	Yes, but
	It should be clarifed the NAS message containing UE location should be ciphered or not.

	Qualcomm
	 Neither
	Probably we already got answer from SA3 in the context of NR NTN so an LS may not be needed. But we are not against an LS (e.g. to confirm that user consent and security apply equally to IoT NTN).

	Huawei, HiSilicon
	see comment
	We can indicate in the LS that RAN2 has discussed, pending confirmation of feasibility by SA2, reporting of the UE location via NAS signalling and ask them if they see any security concern . we do not need to ask any other details



	Turkcell
	Yes
	

	Apple
	Yes
	

	Xiaomi
	Yes
	

	Ericsson
	Yes
	



Rapporteur summary Q5:
The rapporteur notes that the opinions here are more divided. It seems to be acceptable to mention that RAN2 has discussed this option, but it is pending feasibility by RAN3/SA2. 
We thus have the following to ask of SA3 on this: 
Question 5: Should RAN2 ask the following question to SA3:
· IoT NTN has discussed location reporting, where instead of sending the coarse location over AS for NB-IoT UEs, the UE could potentially send either the location over NAS to MME. Even though the feasibility of this is yet to be confirmed by RAN3/SA2/CT1, RAN2 asks SA3 to comment if there are any potential security concerns with providing the location over NAS to MME (where NAS security is assumed to be applied) such as user consent or similar. 
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We propose the following:
Proposal 1	LSes out only addresses NB-IoT.
Proposal 2	Send LS to RAN3/SA2/CT1 asking about whether there are any issues regarding no location info over AS and feasibility of sending location info over NAS to MME instead for NB-IoT.
Proposal 3	Send LS to SA3 confirming whether coarse location can be sent or not and whether any issues are seen in sending location over NAS, pending confirmation by RAN3/SA2/CT1 for NB-IoT.
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