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1. Introduction
In Rel-17, SA3 specified integrity protection for user plane in EPS, and sent LS in S3-214462 on algorithm configuration, i.e. NR algorithm code point or LTE algorithm code point to be used for LTE UPIP. 
In this contribution, we give brief analysis on the issue asked by SA3 and the potential RAN2 actions.
2. Discussion
A Rel-17 WI: UPIP_EN-DC_UE for LTE UP IP was approved in RAN #94 in RP-213669, to specify RAN basic functions for optional support and use of UPIP (at the full data rate supported by the UE) for the EPC connected architectures using NR PDCP (RAN2, RAN3). The issues raised by this LS are in the scope of this WI. However, considering the dedicated TU for the WI is only allocated in RAN2 #117 meeting, we can have some initial technical discussion in this meeting, and leave the RAN2 CR discussion to RAN2 #117 meeting.
Observation: The question in LS S3-214462 is in the scope of the new Rel-17 WI: UPIP_EN-DC_UE.
RAN2 had some related discussion in previous meetings. For instance, regarding which PDCP version is to be used for LTE UP IP, RAN2 has discussed in RAN2 #113bis meeting triggered by SA3 LS S3-210563/R2-2102667, and concluded the following agreements:
[bookmark: _Hlk69485394][202]	For Release 17, support UPIP with NR-PDCP when connected to EPC. Send a reply to SA3 based on this.
[202]	UPIP support with LTE PDCP when connected to EPC can be considered in future releases.

The reasons that RAN2 preferred to support NR-PDCP based UPIP for LTE connected to EPC included simplicity, considering NR-PDCP is able to perform UPIP already, the existing configuration of NR-PDCP is supported by the EN-DC capable UE, and the signalling of NR-PDCP configuration is supported in existing LTE RRC spec by referring to NR RRC (i.e. RadioBearerConfig and SRB/DRB add/mod/release procedure). Thus the RAN2 spec impact to support NR-PDCP based UPIP for LTE connected to EPC is expected to be small.
Then back to the SA3 question in the LS, 
	SA3 would like to inform that the work on integrity protection for user plane in EPS has been completed except for the following issue which is in the remits of RAN groups and hence left open.
SA3 has decided to use LTE algorithms for integrity protection of the user plane. However, SA3 did not decide on using either LTE or NR algorithm code points for signalling to the UE which integrity algorithm to use. SA3 does not see any security issue with choosing either of the alternatives. This is because the algorithms are identical and can be mapped to each other. Therefore, SA3 kindly requests the RAN groups to take the final decision in this matter and inform SA3.



our understanding is that the Rel-15 principle of security configuration of ciphering for EN-DC capable UE should be reused here, i.e. 
· LTE algorithm code point is configured in SMC as legacy LTE UE, which will be used to derive AS keys including KUPint.
· NR algorithm code point indicated by integrityProtAlgorithm in SecurityAlgorithmConfig within SecurityConfig included in RadioBearerConfig is used to configure the algorithm applied by PDCP to perform integrity protection. (it is clarified in the field description that the algorithms nia0-nia3 are identical to the E-UTRA algorithms eia0-3. )
· The integrityProtection indicated in pdcp-Config is used to activate/deactivate the UP IP, but this configuration can be changed only by DRB release and add as agreed for NR UP IP. 
In this case, LTE and NR RRC only need to add description of KUPint derivation and the behaviour of applying the UP IP algorithm to PDCP when UP IP is activated. The detailed changes to TS 36.331 and TS 38.331 are shown in the draft CR in [2][3]. 
Proposal 1: UPIP for the EPC connected architectures using NR PDCP is configured in following way:  
· LTE algorithm code point is configured in SMC as legacy LTE UE, which is used to derive KUPint.
· NR algorithm code point indicated by integrityProtAlgorithm included in RadioBearerConfig is used to configure the UP IP algorithm applied by NR PDCP to perform integrity protection.
· The integrityProtection indicated in pdcp-Config is used to activated/deactivated the UP IP, which can be changed only by DRB release and add. 
The conclusion of RAN2 discussion above should be informed to SA3 to help them finish the Rel-17 SA3 spec updates.
Proposal 2: Include the RAN2 agreements on UP IP algorithm configuration in reply LS to SA3. 
In addition, to support the LTE UPIP other RAN2 specifications including TS 36.300, TS 37.340, TS 38.323 should be updated as well, and the draft CRs are given in [4][5][6].
3. Conclusion
In this contribution, we discuss the issue raised in SA2 LS [1], and give the following proposals:
Observation: The question in LS S3-214462 is in the scope of the new Rel-17 WI: UPIP_EN-DC_UE.
Proposal 1: UPIP for the EPC connected architectures using NR PDCP is configured in following way:  
· LTE algorithm code point is configured in SMC as legacy LTE UE, which is used to derive KUPint.
· NR algorithm code point indicated by integrityProtAlgorithm included in RadioBearerConfig is used to configure the UP IP algorithm applied by NR PDCP to perform integrity protection.
· The integrityProtection indicated in pdcp-Config is used to activated/deactivated the UP IP, which can be changed only by DRB release and add. 
Proposal 2: Include the RAN2 agreements on UP IP algorithm configuration in reply LS to SA3. 
To support the UP IP for EPC connected architectures using NR PDCP, the RAN2 spec impacts are shown in [2][3][4][5][6].
4. References
[1] S3-214462, LS on LTE User Plane Integrity Protection.
[2] R2-2201513, Draft CR to TS 36.331 to support UP IP for EPC connected architectures using NR PDCP, Huawei, HiSilicon, Vodafone.
[3] R2-2201514, Draft CR to TS 38.331 to support UP IP for EPC connected architectures using NR PDCP, Huawei, HiSilicon, Vodafone.
[4] R2-2201515, Draft CR to TS 36.300 to support UP IP for EPC connected architectures using NR PDCP, Huawei, HiSilicon, Vodafone.
[5] R2-2201516, Draft CR to TS 37.340 to support UP IP for EPC connected architectures using NR PDCP, Huawei, HiSilicon, Vodafone.
[6] R2-2201517, Draft CR to TS 38.323 to support UP IP for EPC connected architectures using NR PDCP, Huawei, HiSilicon, Vodafone.
