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1 Introduction
In RAN2#116e, some agreements on the trigger of type-2/3 BH RLF indication are [1]:

· Type 2 indication by dual-connected node is triggered when the node initiates RRC re-establishment resulting from BH RLF on both CGs or BH RLF on MCG with no fast MCG recovery.

· [032] For triggering condition of type-2 indication by a single-connected node, initiation of RRC re-establishment is a sufficient condition to trigger type-2 indication.
· A node can transmit type-3 indication if re-establishment is successful.  

· A node can transmit type-3 indication only if it previously sent type-2 indication, i.e., type-3 indication cannot be triggered without triggering type-2 indication previously.

In this contribution, we would like to discuss the potential issue based on these agreements on triggers of type-2/type-3 BH RLF indication and provide our observations and proposal.
2 Discussion 
RAN2 agreed that Type 2 and Type 3 BH RLF Indications are transmitted via BAP Control PDU [2]. 
According to existing mechanism, a BAP Control PDU is constructed by the BAP entity and is carried on the BH RLC channel of a backhaul link. One BH RLC channel involves PHY/MAC/RLC/BAP protocol. PDCP which provides security protection including ciphering/deciphering and integrity protection/integrity verification is established for carrying RRC and NAS. So, there is no security protection for a BAP Control PDU, e.g., Type 2 BH RLF Indication.
Observation 1: There is no security protection for Type 2 BH RLF indication.

According to BAP specification [3], an indicated BH RLC channel or any BH RLC channel can be used to carry the BAP Control PDU, e.g., Type 2 BH RLF Indication. 

A storm of Type 2 BH RLF indications may occur. Many events can trigger an RLF, e.g., RA problem, expiry of a radio problem timer started after indication of radio problems from the physical layer, RLC retransmission reaching the maximum number. For example, RLC entity shall indicate that the max number of retransmissions has been reached when the number of retransmissions for an RLC SDU or RLC SDU segment equals to a configured threshold. In case of RLF, most RLC SDUs or RLC SDU segments are failed for transmission and thus RLF will be triggered for multiple times before the transmission is suspended. Additionally, RAN2 is discussing the need of propagating received Type 2 BH RLF indication. If a Type-2 BH RLF indication needs to be propagated, i.e. upon reception of Type 2 BH RLF indication, the node should further propagate type-2 BH RLF indication to its child if it has no alternative path available, it increases the possibility of a BH indication storm.
If a storm of Type 2 BH RLF indications occur, a lot of BH resource is consumed.

From a security and resource consumption perspective, the trigger(s) to generate a Type 2 BH RLF indication should be restricted.
Observation 2: The trigger(s) to generate a Type 2 BH RLF indication should be restricted.

Based on these, it is proposed to introduce a mechanism to avoid a storm of Type 2 BH RLF indications.

Proposal 1: A mechanism is introduced to avoid a storm of Type 2 BH RLF indications. 
For example, only one type 2 BH RLF indication is triggered before a Type 3 BH RLF indication is generated. Alternatively, a prohibit timer-based mechanism can be introduced.

Proposal 2: RAN2 to select one from the following options to avoid a storm of Type 2 BH RLF indications:

· Option 1: only one type 2 BH RLF indication is triggered before a Type 3 BH RLF indication is generated

· Option 2: a prohibit timer-based mechanism

The granularity for the mechanism and the details need more discussions. 
3 Conclusion

In this contribution we discuss the potential issue based on these agreements on triggers of type-2/type-3 BH RLF indication and provide the following observations and proposal:
Observation 1: There is no security protection for Type 2 BH RLF indication.

Observation 2: The trigger(s) to generate a Type 2 BH RLF indication should be restricted.

Proposal 1: A mechanism is introduced to avoid a storm of Type 2 BH RLF indications. 
Proposal 2: RAN2 to select one from the following options to avoid a storm of Type 2 BH RLF indications:

· Option 1: only one type 2 BH RLF indication is triggered before a Type 3 BH RLF indication is generated

· Option 2: a prohibit timer-based mechanism
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