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1. Introduction
[bookmark: Proposal_Pattern_Length]The intention is to explain the issues identified when reviewing the proposed CCCH solution and draft CR in [1] and comments on the observations provided for DCCH solution in [1].
1. Discussion
Issues on proposed CCCH solution
List of open issues identified for the proposed CCCH solution and draft CR in [1]:
[Security related open issues]
Issue 1. [bookmark: _Ref86523344][bookmark: _Hlk86523007]Same security key is used by two different network notes (anchor and serving gNBs); SA3 needs to be contacted on whether there is any security concern with this.
[image: ]
[bookmark: _Ref86442382]Figure 1. Security key is used in two different network notes (anchor and serving gNB)
Issue 2. [bookmark: _Ref86581265][bookmark: _Hlk86523048]Security concern as UE autonomous performs the horizontal key derivation.
This could be checked again with SA3, but in previous SA3 LS [2], SA3 explained that the usage of horizontal key derivation on UE side violates SA3 security requirement for forward security.
Issue 3. [bookmark: _Ref86581270]How resumeMAC-I is calculated for the 2nd RRCResumeRequest msg would require further discussion on RAN2 and SA3.
Multiple solutions are discussed in the paper for second resumeMAC-I and it is unclear if horizontal key derivation is the proposed solution or not. However, if horizontal key derivation should be used then it is not clear whether this is compliant with the forward security requirements as noted above (especially in case of cell reselection).  
Issue 4. [bookmark: _Ref86523322]Security keys between UE and network may go out of sync (e.g. if the 2nd RRCResumeRequest using the new key is sent before the contention resolution of the 1st RRCResumeRequest is completed).
Figure 2 shows an example scenario when this may happen. When the 1st UL SDT msg (including RRCResumeRequest msg and UL SDT data) is lost, UE autonomously updates the keys. Then non-SDT is available, and UE autonomously ends the SDT procedure and sends the 2nd RRCResumeRequest msg, which would result on a failure of the resume procedure. 
[image: ]
[bookmark: _Ref86441776]Figure 2. Failure of the 2nd RRCResumeRequest msg if the 1st RRCResumeRequest msg was not received

[Data loss and interruption related open issues]
Issue 5. [bookmark: _Ref86581278]After UE autonomously terminates the SDT procedure, DL SDT data being sent by serving gNB gets lost whilst the key is refreshed and the 2nd RRCResumeRequest msg is sent (i.e. the new resume procedure starts). 
Figure 3 depicts how this work considering the CCCH solutions described in [1]. In addition, new handling would be required in serving gNB to prevent further data loss of that DL SDT data that is in its buffers while UE autonomously stops the SDT proc.
[image: ]
[bookmark: _Ref86442979]Figure 3. DL SDT data lost while the UE is performing 2nd resume procedure

Issue 6. [bookmark: _Ref86523371]Potential data loss, out of order delivery and interruption as PDCP is suspended which results on a reset of the PDCP COUNT.
Drafted CR for CCCH solution shows how RB(s) and PDCP are suspended during the initiation of the 2nd resume procedure (with TP shown underline) 
3>  set the resumeCause in accordance with the information received from upper layers;
3>   if Txxx(NewSDTTimer) is running:
4>  suspend all SRB(s) and DRB(s), except SRB0;
4>  indicate PDCP suspend to lower layers of all DRBs;
4>  replace the KgNB and KRRCint keys with the current KgNB and KRRCint keys in the stored UE Inactive AS context;
Moreover, it is stated “in the CCCH solution, there is no issue in U-plane because the UE stops the ongoing SDT procedure and initiates the legacy RRCResume procedure” which seems to mean that UP is indeed fully reset/flushed as shown above.  However, there is no discussion on how to address the potential DL data loss.  Further, CCCH solution introduces additional delay and interruption compared to DCCH solution as data transfer continues for DCCH during non-SDT data indication.
Different options on how to update resumeMAC-I are proposed in [1]. RAN2 will need to further discuss them and select one approach. And then, SA3/RAN2 coordination is required (as last SA3’s inputs were not fully clear/complete in SA3 LS [3]).
[Network related open issues]
Issue 7. [bookmark: _Ref86523416]How anchor gNB differentiates the 2nd RRCResumeRequest requires discussion in RAN2.
[bookmark: _Hlk86523616]Different options on how anchor gNB differentiates the 2nd RRCResumeRequest are proposed in [1]. RAN2 will need to further discuss them and select one approach
Issue 8. [bookmark: _Ref86523421]How the anchor gNB and serving gNB enable CCCH solution needs discussion in RAN2/RAN3. 
This topic is not discussed in [1] and RAN3 impact is foreseen. RAN2/RAN3 coordination would be needed e.g. (1) (old) anchor node needs to retain the UE context even after anchor relocation and path switch is done (i.e. SDT proc. is ongoing), and (2) (old_ anchor gNB will perform MAC-I verification (even though the UE context has been relocated to a new anchor gNB).
Issue 9. [bookmark: _Ref86523428]How proposed CCCH solution can be re-used to a new 3rd gNB is not clear (e.g. when cell reselection happens).
Observation 5 of [1] claimed that the proposed CCCH solution can be reused to handle failure due to cell reselection (i.e. “Observation 5. CCCH-based approach can be directly reused to handle cell reselection during an ongoing SDT procedure and to handle SDT failure cases. DCCH-based approach does not offer this possibility.”). However, if there is a new 3rd gNB (as shown in Figure 4), further discussion would be needed as there are many factors to consider.


[bookmark: _Ref86522832]Figure 4. Recovery mechanism via CCCH solution
On this topic, it is important to point that RAN2 already agreed that “When a UE detects a failure of an ongoing SDT session, UE transitions autonomously into RRC_IDLE (as baseline solution)..”  Therefore, if this scenario does not aim to be addressed (as claimed in [1]), this issue #9 with the 3rd gNB would not be applicable.

The following proposal summarizes the open issues just explained in the proposed CCCH solution [1].
Proposal 1. [bookmark: _Toc86581772][bookmark: _Toc69291230][bookmark: _Toc69291231][bookmark: _Toc69291232][bookmark: _Toc69291233][bookmark: _Toc69291234][bookmark: _Toc69291235][bookmark: _Toc69291236][bookmark: _Toc69291237][bookmark: _Toc69291238][bookmark: _Toc69291239][bookmark: _Toc69291240][bookmark: _Toc69291241][bookmark: _Toc69291242][bookmark: _Toc69291243][bookmark: _Toc69291244][bookmark: _Toc69291245][bookmark: _Toc69291246][bookmark: _Toc69291247][bookmark: _Toc69291248][bookmark: _Toc69291249][bookmark: _Toc69291250][bookmark: _Toc69291251][bookmark: _Toc69291252][bookmark: _Toc69291253][bookmark: _Toc69291254][bookmark: _Toc69291255][bookmark: _Toc69291256][bookmark: _Toc69291257][bookmark: _Toc69291258][bookmark: _Toc69291259][bookmark: _Toc69291260][bookmark: _Toc69291261][bookmark: _Toc69291262][bookmark: _Toc69291263][bookmark: _Toc69291264][bookmark: _Toc69291265][bookmark: _Toc69291266][bookmark: _Toc69291267][bookmark: _Toc69291268][bookmark: _Toc69291269][bookmark: _Toc69291270][bookmark: _Toc69291271][bookmark: _Toc69291272][bookmark: _Toc69291273][bookmark: _Toc69291274][bookmark: _Toc69291275][bookmark: _Toc69291276][bookmark: _Toc69291277][bookmark: _Toc69291278][bookmark: _Toc69291279][bookmark: _Toc69291280][bookmark: _Toc69291281][bookmark: _Toc69291282][bookmark: _Toc69291283][bookmark: _Toc69291284][bookmark: _Toc69291285][bookmark: _Toc69291286][bookmark: _Toc69291287][bookmark: _Toc69291288][bookmark: _Toc69291289][bookmark: _Toc69291290][bookmark: _Toc69291291][bookmark: _Toc69291292][bookmark: _Toc69291293][bookmark: _Toc69291294][bookmark: _Toc69291295][bookmark: _Toc69291296][bookmark: _Toc69291297][bookmark: _Toc69291298][bookmark: _Toc69291299][bookmark: _Toc69291300][bookmark: _Toc69291301][bookmark: _Toc69291302][bookmark: _Toc69291303][bookmark: _Toc69291304][bookmark: _Toc69291305][bookmark: _Toc86524505][bookmark: _Toc86581773][bookmark: _Toc86584879][bookmark: _Toc86585069][bookmark: _Toc86660334][bookmark: _Toc69205209][bookmark: _Toc69207418][bookmark: _Toc69208499][bookmark: _Toc69210338][bookmark: _Toc69210609][bookmark: _Toc69221743][bookmark: _Toc69221901][bookmark: _Toc69221944][bookmark: _Toc69222491][bookmark: _Toc86661043]The following open issues are identified to the proposed CCCH solution in R2-2110596:
Proposal 1.1. [bookmark: _Toc86581774][bookmark: _Toc86584880][bookmark: _Toc86585070][bookmark: _Toc86660335][bookmark: _Toc86661044]Security related open issues:
Proposal 1.1.1. [bookmark: _Toc86581775][bookmark: _Toc86584881][bookmark: _Toc86585071][bookmark: _Toc86660336][bookmark: _Toc86661045][Issue 1] Same security key is used by two different network notes (anchor and serving gNBs); SA3 needs to be contacted on whether there is any security concern with this.
Proposal 1.1.2. [bookmark: _Toc86660337][bookmark: _Toc86585072][bookmark: _Toc86584882][bookmark: _Toc86581776][bookmark: _Toc86661046][Issue 2] Security concern as UE autonomous performs the horizontal key derivation.
Proposal 1.1.3. [bookmark: _Toc86660338][bookmark: _Toc86585073][bookmark: _Toc86584883][bookmark: _Toc86581777][bookmark: _Toc86661047][Issue 3] How resumeMAC-I is calculated for the 2nd RRCResumeRequest msg would require further discussion on RAN2 and SA3.
Proposal 1.1.4. [bookmark: _Toc86660339][bookmark: _Toc86585074][bookmark: _Toc86584884][bookmark: _Toc86581778][bookmark: _Toc86661048][Issue 4] Security keys between UE and network may go out of sync (e.g. if the 2nd RRCResumeRequest using the new key is sent before the contention resolution of the 1st RRCResumeRequest is completed).
Proposal 1.2. [bookmark: _Toc86581779][bookmark: _Toc86584885][bookmark: _Toc86585075][bookmark: _Toc86660340][bookmark: _Toc86661049]Data loss and interruption related open issues:
Proposal 1.2.1. [bookmark: _Toc86660341][bookmark: _Toc86585076][bookmark: _Toc86584886][bookmark: _Toc86581780][bookmark: _Toc86661050][Issue 5] After UE autonomously terminates the SDT procedure, DL SDT data being sent by serving gNB gets lost whilst the key is refreshed and the 2nd RRCResumeRequest msg is sent (i.e. the new resume procedure starts).
Proposal 1.2.2. [bookmark: _Toc86660342][bookmark: _Toc86585077][bookmark: _Toc86584887][bookmark: _Toc86581781][bookmark: _Toc86661051][Issue 6] Potential data loss, out of order delivery and interruption as PDCP is suspended which results on a reset of the PDCP COUNT.
Proposal 1.3. [bookmark: _Toc86581782][bookmark: _Toc86584888][bookmark: _Toc86585078][bookmark: _Toc86660343][bookmark: _Toc86661052]Network related open issues:
Proposal 1.3.1. [bookmark: _Toc86660344][bookmark: _Toc86585079][bookmark: _Toc86584889][bookmark: _Toc86581783][bookmark: _Toc86661053][Issue 7] How anchor gNB differentiates the 2nd RRCResumeRequest requires discussion in RAN2.
Proposal 1.3.2. [bookmark: _Toc86660345][bookmark: _Toc86585080][bookmark: _Toc86584890][bookmark: _Toc86581784][bookmark: _Toc86661054][Issue 8] How the anchor gNB and serving gNB enable CCCH solution needs discussion in RAN2/RAN3.
Proposal 1.3.3. [bookmark: _Toc86660346][bookmark: _Toc86585081][bookmark: _Toc86584891][bookmark: _Toc86581785][bookmark: _Toc86661055][Issue 9] How proposed CCCH solution can be re-used to a new 3rd gNB is not clear (e.g. when cell reselection happens).

On summary, the proposed CCCH solution seems to still require further discussion in RAN2 with discussion and specification changes also required in RAN3 and SA3. Moreover, it is not possible to conclude without confirmation from SA3 and RAN3.  In addition, the solution also causes user plane interruption and data loss while offering no benefits. 


Comments on the observations for DCCH solution 
List of observations related to DCCH solution in comparison to CCCH solution provided in [1]:
(A) “When it comes to the DCCH-based approach, it requires a specification of a completely new procedure for non-SDT data indication with potentially new RRC message. Moreover, this message would actually have the same role as the existing RRCResumeRequest message, as it should e.g. carry resumeCause, as concluded in [3]. Also, the procedure needs to consider message delivery error handling, which is given in CCCH-based approach already.” [1]
Statement above is misleading. If there is any error to handle, the agreed SDT failure detection timer would handle it and no additional behaviour is required. Moreover, even for CCCH, while it may re-use the RRC message, the behaviour in the UE has to be different to normal Resume procedure regarding keys, and ResumeMAC-I derivation, as well as, in the network on UE’s context handling.
(B) “In addition, if a DCCH solution is introduced, two different RRC behaviors need to be defined for the non-SDT data arrival indication depending on whether there is ongoing SDT procedure or not. That is, if there is an ongoing SDT procedure, the UE generates a DCCH message, but if there is no ongoing SDT procedure, the UE generates a CCCH message (i.e. legacy RRCResumeRequest). Defining two different RRC behaviors based on the SDT operation status makes the RRC spec much complicated.” [1]
Statement above is misleading. It is important to differentiate a “UE in INACTIVE (as legacy)” vs “a UE in INACTIVE with SDT proc ongoing (i.e. SDT failure detection timer running)”. There are indeed 2 behaviours but they address 2 different scenarios in UE. This is the same also for CCCH as mentioned above that there are different behaviours depending on when the CCCH message is sent.  
(C) ”Observation 3: DCCH-based approach requires definition of a new procedure and potentially a new RRC message, serving a similar purpose as RRCResumeRequest message serves currently”. [1]
Statement above is misleading. A UE in INACTIVE with SDT procedure ongoing (i.e. SDT failure detection timer running) already has part of its UE AS context resumed/in used; therefore, this is already not the same as a legacy UE in INACTIVE initiating a legacy resume procedure.  The behaviour after delivery of this message has to be different to normal Resume procedure regarding keys and L2 behaviour even for CCCH.
(D) “Observation 4: The DCCH based solution would introduce a new UE behaviour, which needs to be defined so that UE triggers a new RRCResumeRequest when the generated DCCH indication is not transmitted (e.g. for the crossover case between the DCCH indication and RRCRelease)”. [1]
Statement above is misleading. Its handling can be similar to such collision cases that happen today when this happen to a UE in CONNECTED when a new message is sent by UE and no additional behaviour needs to be introduced specifically for DCCH solution. We understand that upper layer will re-trigger the request upon receiving the notification that lower layers have received RRCRelease msg. or failure to send the UL NAS msg. Moreover, this crossover case can happen for both DCCH and CCCH solutions, as even for CCCH solution, UE can also receive the RRCRelease (corresponding to the end of the SDT procedure) after the 2nd RRCResumeRequest (for non-SDT request) was sent.

[bookmark: _Toc86524500][bookmark: _Toc86581769][bookmark: _Toc86584877][bookmark: _Toc86660332][bookmark: _Toc68865237][bookmark: _Toc86661041]During DCCH solution, error and collision handling of the DCCH msg does not require any additional specification.  It is handled like any existing error and collision handling during an SDT procedure i.e. upon expiry of SDT failure detection timer.
[bookmark: _Toc86581770][bookmark: _Toc86584878][bookmark: _Toc86660333][bookmark: _Toc86524501][bookmark: _Toc86661042]On non-SDT data arrival, Rel-17 SDT UE requires different behaviours when it is in RRC_INACTIVE (i.e. legacy) vs RRC_INACTIVE with SDT procedure ongoing.  This is the same for CCCH and DCCH solution.  







1. Conclusion
The observations captured are the following:
Observation 1.	During DCCH solution, error and collision handling of the DCCH msg does not require any additional specification.  It is handled like any existing error and collision handling during an SDT procedure i.e. upon expiry of SDT failure detection timer.
Observation 2.	On non-SDT data arrival, Rel-17 SDT UE requires different behaviours when it is in RRC_INACTIVE (i.e. legacy) vs RRC_INACTIVE with SDT procedure ongoing.  This is the same for CCCH and DCCH solution.
The proposals captured are the following:
Proposal 1.	The following open issues are identified to the proposed CCCH solution in R2-2110596:
Proposal 1.1.	Security related open issues:
Proposal 1.1.1.	[Issue 1] Same security key is used by two different network notes (anchor and serving gNBs); SA3 needs to be contacted on whether there is any security concern with this.
Proposal 1.1.2.	[Issue 2] Security concern as UE autonomous performs the horizontal key derivation.
Proposal 1.1.3.	[Issue 3] How resumeMAC-I is calculated for the 2nd RRCResumeRequest msg would require further discussion on RAN2 and SA3.
Proposal 1.1.4.	[Issue 4] Security keys between UE and network may go out of sync (e.g. if the 2nd RRCResumeRequest using the new key is sent before the contention resolution of the 1st RRCResumeRequest is completed).
Proposal 1.2.	Data loss and interruption related open issues:
Proposal 1.2.1.	[Issue 5] After UE autonomously terminates the SDT procedure, DL SDT data being sent by serving gNB gets lost whilst the key is refreshed and the 2nd RRCResumeRequest msg is sent (i.e. the new resume procedure starts).
Proposal 1.2.2.	[Issue 6] Potential data loss, out of order delivery and interruption as PDCP is suspended which results on a reset of the PDCP COUNT.
Proposal 1.3.	Network related open issues:
Proposal 1.3.1.	[Issue 7] How anchor gNB differentiates the 2nd RRCResumeRequest requires discussion in RAN2.
Proposal 1.3.2.	[Issue 8] How the anchor gNB and serving gNB enable CCCH solution needs discussion in RAN2/RAN3.
Proposal 1.3.3.	[Issue 9] How proposed CCCH solution can be re-used to a new 3rd gNB is not clear (e.g. when cell reselection happens).

On summary, the proposed CCCH solution seems to still require further discussion in RAN2 and discussion and specification changes required RAN3 and SA3 and it is not possible to conclude without confirmation from SA3 and RAN3.  Moreover, the solution aborts an existing good connection during the SDT procedure to send the indication which is disruptive and causes user plane interruption and data loss while offering no benefits.   
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