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1. [bookmark: OLE_LINK13][bookmark: OLE_LINK14]Introduction
At RAN3#113-e meeting RAN3 has discussed whether UP security policy can be updated via E1 message UE Context Modification and RAN3 would like RAN2 to provide feedback whether the enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message as follows [1]:
	1. Overall Description:
Per TS33.501 clauses 6.1.1, at Xn handover SMF shall send its locally stored UE's UP security policy of the corresponding PDU sessions to the target gNB via Path Switch Request Acknowledge message. If this UE's UP security policy does not match the one ongoing in the target ng-eNB/gNB the target gNB shall initiate intra-cell handover procedure. This procedure includes RRC Connection Reconfiguration procedure to reconfigure the DRBs to activate or de-activate the UP integrity/confidentiality as per the received policy from SMF.
However, according to TS38.331, ciphering and integrity protection can be changed only by releasing and adding the DRB. RAN3 would like to know if the UP security policy of an ongoing DRB can be updated by releasing and adding the same DRB ID within the same RRC Reconfiguration message through intra-cell handover procedure.
RAN3 has discussed whether UP security policy can be updated via E1 message UE Context Modification. Before making any such decision, RAN3 would like to confirm with RAN2 if the enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be changed by intra-cell handover.

2. Actions:
To RAN2: 	RAN3 kindly requests RAN2 to provide feedback whether the enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message.


This contribution discusses whether the enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message.
2. Discussion

[bookmark: _Toc60776738][bookmark: _Toc76423024]----------------------------------------------TS38331v1650-------------------------------------------------
5.3.1.2	AS Security
AS security comprises of the integrity protection and ciphering of RRC signalling (SRBs) and user data (DRBs).
RRC handles the configuration of the AS security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm, if integrity protection and/or ciphering is enabled for a DRB and two parameters, namely the keySetChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon reconfiguration with sync (with key change), connection re-establishment and/or connection resume.
The integrity protection algorithm is common for SRB1, SRB2, SRB3 (if configured) and DRBs configured with integrity protection, with the same keyToUse value. The ciphering algorithm is common for SRB1, SRB2, SRB3 (if configured) and DRBs configured with the same keyToUse value. For MR-DC, integrity protection is not enabled for DRBs terminated in eNB. Neither integrity protection nor ciphering applies for SRB0.
NOTE 0:	All DRBs related to the same PDU session have the same enable/disable setting for ciphering and the same enable/disable setting for integrity protection, as specified in TS 33.501 [11].
RRC integrity protection and ciphering are always activated together, i.e. in one message/procedure. RRC integrity protection and ciphering for SRBs are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (nea0).
The 'NULL' integrity protection algorithm (nia0) is used only for SRBs and for the UE in limited service mode, see TS 33.501 [11] and when used for SRBs, integrity protection is disabled for DRBs. In case the ′NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.
NOTE 1:	Lower layers discard RRC messages for which the integrity protection check has failed and indicate the integrity protection verification check failure to RRC.
The AS applies four different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc), one for integrity protection of user data (KUPint) and one for the ciphering of user data (KUPenc). All four AS keys are derived from the KgNB key. The KgNB key is based on the KAMF key (as specified in TS 33.501 [11]), which is handled by upper layers.
----------------------------------------------TS38331v1650-------------------------------------------------

Observation 1 Integrity protection and ciphering for all DRBs related to the same PDU session are always activated together.

----------------------------------------------TS38331v1650-------------------------------------------------
[bookmark: _Toc60776760][bookmark: _Toc76423046]5.3.5.3	Reception of an RRCReconfiguration by the UE
The UE shall perform the following actions upon reception of the RRCReconfiguration, or upon execution of the conditional reconfiguration (CHO or CPC):
1>	if the RRCReconfiguration is applied due to a conditional reconfiguration execution upon cell selection performed while timer T311 was running, as defined in 5.3.7.3:
2>	remove all the entries within VarConditionalReconfig, if any;
1>	if the RRCReconfiguration includes the daps-SourceRelease:
2>	reset the source MAC and release the source MAC configuration;
2>	for each DAPS bearer:
3>	release the RLC entity or entities as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the source SpCell;
3>	reconfigure the PDCP entity to release DAPS as specified in TS 38.323 [5];
2>	for each SRB:
3>	release the PDCP entity for the source SpCell;
3>	release the RLC entity as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the source SpCell;
2>	release the physical channel configuration for the source SpCell;
2>	discard the keys used in the source SpCell (the KgNB key, the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key), if any;
1>	if the RRCReconfiguration is received via other RAT (i.e., inter-RAT handover to NR):
2>	if the RRCReconfiguration does not include the fullConfig and the UE is connected to 5GC (i.e., delta signalling during intra 5GC handover):
3>	re-use the source RAT SDAP and PDCP configurations if available (i.e., current SDAP/PDCP configurations for all RBs from source E-UTRA RAT prior to the reception of the inter-RAT HO RRCReconfiguration message);
1>	else:
2>	if the RRCReconfiguration includes the fullConfig:
3>	perform the full configuration procedure as specified in 5.3.5.11;
1>	if the RRCReconfiguration includes the masterCellGroup:
2>	perform the cell group configuration for the received masterCellGroup according to 5.3.5.5;
1>	if the RRCReconfiguration includes the masterKeyUpdate:
2>	perform AS security key update procedure as specified in 5.3.5.7;
1>	if the RRCReconfiguration includes the sk-Counter:
2>	perform security key update procedure as specified in 5.3.5.7;
1>	if the RRCReconfiguration includes the secondaryCellGroup:
2>	perform the cell group configuration for the SCG according to 5.3.5.5;
1>	if the RRCReconfiguration includes the mrdc-SecondaryCellGroupConfig:
2>	if the mrdc-SecondaryCellGroupConfig is set to setup:
3>	if the mrdc-SecondaryCellGroupConfig includes mrdc-ReleaseAndAdd:
4>	perform MR-DC release as specified in clause 5.3.5.10;
3>	if the received mrdc-SecondaryCellGroup is set to nr-SCG:
4>	perform the RRC reconfiguration according to 5.3.5.3 for the RRCReconfiguration message included in nr-SCG;
3>	if the received mrdc-SecondaryCellGroup is set to eutra-SCG:
4>	perform the RRC connection reconfiguration as specified in TS 36.331 [10], clause 5.3.5.3 for the RRCConnectionReconfiguration message included in eutra-SCG;
2>	else (mrdc-SecondaryCellGroupConfig is set to release):
3>	perform MR-DC release as specified in clause 5.3.5.10;
1>	if the RRCReconfiguration message includes the radioBearerConfig:
2>	perform the radio bearer configuration according to 5.3.5.6;
1>	if the RRCReconfiguration message includes the radioBearerConfig2:
2>	perform the radio bearer configuration according to 5.3.5.6;
1>	if the RRCReconfiguration message includes the measConfig:
2>	perform the measurement configuration procedure as specified in 5.5.2;
1>	if the RRCReconfiguration message includes the dedicatedNAS-MessageList:
2>	forward each element of the dedicatedNAS-MessageList to upper layers in the same order as listed;
1>	if the RRCReconfiguration message includes the dedicatedSIB1-Delivery:
2>	perform the action upon reception of SIB1 as specified in 5.2.2.4.2;
----------------------------------------------TS38331v1650-------------------------------------------------

Observation 2 A DRB can be reconfigured using RRCReconfiguration message.
RRC reconfiguration of a DRB can be achieved by DRB modification procedure
----------------------------------------------TS38331v1650-------------------------------------------------
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration and not configured as DAPS bearer:
2>	if the reestablishPDCP is set:
3>	if target RAT of handover is E-UTRA/5GC; or
3>	if the UE is connected to E-UTRA/5GC:
4>	if the UE is capable of E-UTRA/5GC but not capable of NGEN-DC:
5>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
6>	configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10], clause 5.4.2.3, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
4>	else (i.e., a UE capable of NGEN-DC):
5>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
6>	configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master key (KeNB) or the secondary key (S-KgNB), as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
3>	else (i.e., UE connected to NR or UE in EN-DC):
4>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
5>	configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master key (KeNB/ KgNB) or the secondary key (S-KgNB/S-KeNB), as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
4>	if the PDCP entity of this DRB is configured with integrityProtection:
5>	configure the PDCP entity with the integrity protection algorithms according to securityConfig and apply the KUPint key associated with the master key (KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
3>	if drb-ContinueROHC is included in pdcp-Config:
4>	indicate to lower layer that drb-ContinueROHC is configured;
3>	if drb-ContinueEHC-DL is included in pdcp-Config:
4>	indicate to lower layer that drb-ContinueEHC-DL is configured;
3>	if drb-ContinueEHC-UL is included in pdcp-Config:
4>	indicate to lower layer that drb-ContinueEHC-UL is configured;
3>	re-establish the PDCP entity of this DRB as specified in TS 38.323 [5], clause 5.1.2;
2>	else, if the recoverPDCP is set:
3>	trigger the PDCP entity of this DRB to perform data recovery as specified in TS 38.323 [5];
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
2>	if the sdap-Config is included:
3>	reconfigure the SDAP entity in accordance with the received sdap-Config as specified in TS37.324 [24];
3>	for each QFI value added in mappedQoS-FlowsToAdd, if the QFI value is previously configured, the QFI value is released from the old DRB;
NOTE 1:	Void.
NOTE 2:	When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in. To re-associate a DRB with a different key (KeNB to S-KgNB, KgNB to S-KeNB, KgNB to S-KgNB, or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.
NOTE 3:	When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.
NOTE 4:	In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.
NOTE 5: Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB.
NOTE 6:	In DAPS handover, the UE may perform PDCP entity re-establishment (if reestablishPDCP is set) or the PDCP data recovery (if recoverPDCP is set) for a non-DAPS bearer when indication of successful completion of random access towards target cell is received from lower layers as specified in TS 38.321 [3]. In this case, the UE suspends data transmission and reception for all non-DAPS bearers in the source MCG for duration of the DAPS handover.
----------------------------------------------TS38331v1650-------------------------------------------------
During DRB modification procedure if reestablishPDCP (Network sets this to true whenever the security key used for this radio bearer changes. The key change could for example be due to termination point change for the bearer, reconfiguration with sync, resuming an RRC connection, or the first reconfiguration after reestablishment) is set and if the PDCP entity of this DRB is configured with integrityProtection, the PDCP entity can be configured with integrity protection according to securityConfig and apply the KUPint key associated with the master key (KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
As the intra-cell handover is performed by RRCReconfiguration message, during intra-cell handover DRB(s)  integrity protection can be enabled and activated.
Observation 3 Enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover
Therefore, we propose:
[bookmark: _Ref78471464]RAN2 to feedback to RAN3 that enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message.
3. Conclusion
In this paper, the following observations and proposals are given:
Observation 1 [bookmark: _GoBack]Integrity protection and ciphering for all DRBs related to the same PDU session are always activated together.
Observation 2 A DRB can be reconfigured using RRCReconfiguration message.
Observation 3 Enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover
1. RAN2 to feedback to RAN3 that enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message.
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