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According to the discussion on the service continuity for the delivery mode 2 of MBS in the RAN2#115-e meeting, RAN2 made the following agreements [1] for the RRC_CONNECTED UE:
	For CONNECTED:
The UE reports the following MBS interest information (as LTE SC-PTM):
MBS frequency list 
priority between the reception of all listed MBMS frequencies and the reception of any unicast bearer
TMGI list
If MBS frequencies are allowed to be reported, the MBS frequencies reported by the UE is sorted by decreasing order of interest, as LTE SC-PTM.
Send an LS to SA3 to check whether the MBS interest information can be reported by the UE before security activation. 
FFS whether the MII is reported via UEAssistanceInformation or a new RRC message.


According to the rely LS [2] from SA3, SA3 expressed some concerns on the MBS interest information reported before security activation.
Discussion
Security analysis for MII
According to the rely LS from SA3, there are two issues/concerns raised by SA3 for the MII reported before security activation:
· Security issue 1 (Privacy issue): The TMGI list contains TMGI(s) which is composed of MBMS Service ID, MCC and MNC. Such information could explicitly expose the service(s) the UE is using.
· Security issue 2 (DoS (Deny-of-Service) issue): all the information reported by the UE prior to security activation may be tampered due to lack of integrity protection, which may lead to broadcast service denial.
For the privacy issue, only the TMGI cannot be reported before the security activation, and other information including “MBS frequency list” and “priority between the reception of all listed MBMS frequencies and the reception of any unicast bearer” can still be reported to avoid the service interruption (e.g. reconfiguration of the serving frequency).
Observation 1: The TMGI should not be reported before security activation due to privacy issue.
For the DoS attack, when a fake gNB is in the middle between the UE and the real gNB, the fake gNB could receive the MII from the UE and modify the content of the MII, and then send the modified the MII to the real gNB. Then the real gNB would reconfigure the UE to a frequency, which does not provide the UE’s interested service. Therefore, the UE will not able to receive its interested MBS service. From our understanding, the DoS attack due to the fake gNB would happen for any MII reported before security activation, as the fake gNB would anyway be able to tamper those information. 
Observation 2: The DoS attack due to the modified MII from the fake gNB would happen for any MII reported before security activation.
To address the above two security issues mentioned by SA3, we consider that the all MII should be reported after the security activation.
Proposal 1: All MBS interest information is reported after the security activation.
Regarding the RRC message used for the MII, we could have the following two options:
· Option 1: UEAssistanceInformation
· Option 2: New RRC message
From our understanding, both Options are technically feasible. Compared with Option 2, Option 1 is simpler from the specification, as lots procedure texts for the UEAssistanceInformation can be reused. Furthermore, according to the 3GPP TS 38.331, the UEAssistanceInformation can only be reported after the security activation, which is aligned with the above Proposal 1.
Proposal 2: The UEAssistanceInformation RRC message is used for the MII report.
Conclusions
According to the analysis given above, we have the following observations and proposals:
Observation 1: The TMGI should not be reported before security activation due to privacy issue.
Observation 2: The DoS attack due to the modified MII from the fake gNB would happen for any MII reported before security activation.
Proposal 1: All MBS interest information is reported after the security activation.
Proposal 2: The UEAssistanceInformation RRC message is used for the MII report.
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