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[bookmark: _Ref37187857][bookmark: _Ref129681862][bookmark: _Ref124589705]Introduction 
In RAN#91e, the WI for positioning [1] has been updated with the following objectives:
	· Specify the signaling, and procedures to support GNSS positioning integrity determination, including [RAN2, RAN3]:
· The assistance information that will be used to support integrity determination
· The information that will be used to provide the positioning integrity KPIs and integrity results
· Support of integrity for UE-based and UE-assisted A-GNSS positioning.
Note: This objective is applicable to NR and E-UTRA.



During the SI, it was identified and captured in the TR 38.857 [2] that some events external to the 3GPP mobile network and GNSS system influence the positioning integrity results. In particular, in RAN2#112e [3], it was identified that spoofing and jamming/interference are the feared events for GNSS positioning. Furthermore, in RAN2#113e [4], it was agreed that the UE could signal UE feared events and GNSS feared events to the LMF in UE-assisted mode. 

	UE assisted (LMF-based): Positioning integrity result is derived by the LMF
	MO-LR
	From UE
	From LMF
	From GNSS corrections provider (external source) to LMF: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
From UE to LMF:
- UE feared events
- GNSS feared events
	Procedure to transfer Integrity assistance information and KPIs from UE to LMF
Procedure to transfer Integrity results from LMF to UE 


	
	MT-LR
	LMF implementation

	LMF internal implementation
	From GNSS corrections provider (external source) to LMF: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
From UE to LMF:
- UE feared events
- GNSS feared events
	Procedure to transfer Integrity assistance information from UE to LMF 





Overview of GNSS and UE-feared events
The GNSS and UE feared events both reflect local and receiver-centric errors. Error sources in GNSS-based RAT-independent positioning methods can be summarized into the following categories:
· Multipath and environmental effects
· Interference or Jamming
· Spoofing
Multipath and environmental effects
One of the major phenomena that degrades the integrity of navigation solutions is multipath. Generally, GNSS signals received by UE are a combination of line-of-sight (LOS) and a number of non-line-of-sight (NLOS) componenets reflected off nearby obstacles one or more times before reaching the UE. In the context of reliability, the basic approach is to detect and exclude (or assign less weight) distorted measurements when exclusion does not degrade measurement geometry significantly. The UE could identify GNSS signals subject to multipath using a technique such as RAIM (receiver autonomous integrity monitoring) [5], [6] or RANSAC (random sample consensus) [7], [8] to identify GNSS signals associated to a significant positive estimation bias, which can be seen as an indication of multipath. Furthermore, the Carrier-to-Noise-density ratio (C/N0) can be exploited as a quality metric to weight GNSS measurements and improve positioning performance in multipath environments.
In order to be helpful, the UE needs to provide a positioning estimate and time stamp together with the GNSS signals determined to be subject of significant multipath. Since satellites move, the multipath indication may only be relevant for certain satellite positions along the orbit. However, it is also an indication of the environment as such – to what extent it is subject to multipath, blocking etc. Carrier phase multipath is based on a fraction of the carrier wavelength (GPS L1 has λ~19 cm) and is usually between 1cm and 5cm, and code multipath is relative to the chipping rate (GPS L1 has 1 chip ~300m) and is usually between 1m and 5m but can quickly become much larger in urban environments. Therefore, the effect of multipath on pseduroange solutions is orders of magnitude larget than it is in carrier phase solutions. 
LPP already supports transmission of multipath information from UE to LMF through Location Information Transfer procedure and in the GNSS-MeasurementList IE: mpathDet field. Unfortunately, the exact multipath value or an indication of the multipath quality (standard deviation) is not included in this IE. 
Reporting of multipath and associated quality indicators would be useful for UE-assisted GNSS integrity. All the other GNSS feared events are assumed to be known to LMF as they are common to UE-based approach. Therefore, considering all the above, the specification impact of UE-assisted is very limited.
Observation 1 Through GNSS-MeasurementList IE UE can indicate the magnitude of multipath detected: low, medium, high without being able to report the exact value nor a quality indicator.
[bookmark: _Toc85624350]Add to GNSS-MeasurementList IE two new fields: multipath value with range from 0 to 50m and the standard deviation of the value.

Interference or Jamming
Interference or jamming degrades GNSS reception capabilities and performance. The interference may be inter-system interference due to co-existing system operating on the same radio frequency or it may be a result of a malicious activity (such as moving jammer). A common example is the one where a vehicle driver installs a portable jammer to prevent the system from tracking his location. An example of inter-system interference is the interference caused to GNSS devices on E5/E6 bands from DME or TACAN systems. 
Spoofing:
Spoofing misleads a GNSS receiver to a wrong position or time. Generally, spoofing attacks are targeted at a few receivers at most. However, the spoofed signal in air could affect other receivers in the vicinity of the spoofed receiver. 

During the SI phase, it was agreed that the UE could signal UE feared events and GNSS feared events to the LMF in UE-assisted mode. It was agreed during the RAN2#113 meeting that the local environment feared event, such as multipath, spoofing and interference, belong to the GNSS feared events category. The required information and signaling related to the identification as well as the notification of an integrity event should be part of the specifications during the normative phase.

UE-aided detection of threat to GNSS systems and assistance data signaling

Ideally, both the RAN-nodes and the UE nodes could monitor the impairing effects of multipath, jamming, spoofing and interference. If only the RAN-nodes were to monitor the multipath, jamming and spoofing events, then this could give rise to the well-known hidden node problem, where the effects on the UE are local and cannot be observed by the NG-RAN node. This situation arises particularly for large cell-sizes, where the UE and the NG-RAN node may be experiencing different local environments scenario. Alternatively, the NG-RAN node could detect integrity issues in its vicinity but this may not be relevant for the area where the UE is currently located. This leads to an exposed node problem. 

Clearly, all of the three events, i.e. multipath, interference/jamming and spoofing effects relate to the environment the UE finds itself in. Therefore, it is not possible to process and interpolate observations from a network of reference stations alone in order to assess such errors. Hence, there is a need for crowd sourced UE observations of the measurement errors. If the UEs in a region can be selected and configured to provide observations relevant for the region, then this information can be provided to the location server, which can provide crowd-sourced information to other UEs when entering the region.
Observation 2 [bookmark: _Toc61356039][bookmark: _Toc68177498][bookmark: _Toc71293045]The location server can crowd-source information about regional errors such as multipath, interference, jamming and spoofing using configured measurements and observations from capable UEs.
Observation 3 [bookmark: _Toc71293046]Since the measurements and observations are regional and localized, the UEs needs to be configured to report both measurements, observations or derived indications as one part, as well as positioning estimates as another part.
Given crowd-sourced UE information about GNSS and local UE feared events, the location server can provide regionalized information to a UE that enters a region about feared events in terms of the local environment and UE measurement errors. The information can be rather basic such as indicators/flags or more elaborate and specific with quantified assessments of the errors.
Observation 4 [bookmark: _Toc71293047]Based on crowd-sourced data, the location server can provide regionalized integrity information to UEs entering a specific region to inform about local GNSS and UE feared events
[bookmark: _Toc71292834]Furthermore, it is a well-known observation [9] [10], that the current GNSS receivers are impacted mainly by jammers or spoofers carried on-board on vehicles in the highway. A possible scenario is shown in Figure 1, where a moving jammer or a spoofer is impacting the signal reception by two UEs within a certain area.
[image: ]
[bookmark: _Ref71488230]Figure 1: Depiction of a moving jammer or a spoofer along a highway together with victim UEs.

This means the affected area is dynamically changing, and the situation needs to be monitored by more than one entity in the network. The entities may be RAN-nodes or UEs having the corresponding capability. The GNSS multipath is also dynamically changing due to the movements of the satellites, which means that the GNSS multipath observations are relevant for a certain position and a certain time. However, such information can still be crowd sourced in order to characterize the statistical multipath propagation properties for a specific area. 
Observation 5 [bookmark: _Toc71292837][bookmark: _Toc71293048][bookmark: _Toc71292838][bookmark: _Toc71293049][bookmark: _Toc71292839][bookmark: _Toc71293050][bookmark: _Toc71293051][bookmark: _Toc71293052][bookmark: _Toc71293053]Multipath, jammers and spoofers are major threats for positioning integrity. Moving jammers and spoofers, and satellite movements cause the affected area to change dynamically.
The issues arising from multipath, interference (jamming) and spoofing could be addressed by:
(1) Detecting the integrity issue (here multipath, interference / spoofing) by either UE or RAN nodes,
(2) Reporting the integrity issue to the network,
(3) Determining how severe is the integrity issue, for example, this can be related to the area size or event persistency,
(4) Signaling / Alerting the UEs in the impacted area – this could be for example, integrity alert broadcast.
It needs to be taken into account that integrity alert is broadcasted within the ‘time to alert’ specified for the application the UE needs to be positioned. For collision avoidance in the highway, this figure is below 100 ms. Furthermore, the integrity alert is not broadcasted in an area larger than needed. Otherwise, the system availability is reduced.
Observation 6 [bookmark: _Toc71293054]Integrity event(s) can be bounded within a given area at a given occurrence time...
Observation 7 [bookmark: _Toc71292843][bookmark: _Toc71293055][bookmark: _Toc71292844][bookmark: _Toc71293056][bookmark: _Toc71293057]Detecting and signaling integrity events to an LCS client can be time critical depending on application.
RAN2 (in liaison with RAN3) needs to specify the measurements or events to be reported from UE or RAN-nodes that report integrity events and their associated measurements.  Furthermore, mechanisms to transmit alerts over localized area (depending on severity), which may cover
(i) Portion of a cell,
(ii) Region outside the coverage region of cell,
(iii) Within an area comprising of multiple cells.
Some of the UEs are capable of detecting and analyzing the jamming and spoofing they observe in the vicinity. Such UEs can signal at least the existence of such impairments. More preferable is when they also signal the parameters describing the impairments. The parameters describing such impairment can be further added, which allows the LMF to make decisions which UE groups could be affected and need to be signaled additionally. However, the exact mechanism how LMF does this could be left implementation dependent but the content and format of signaling needs to be standardized. The LMF (or a NF) could employ machine learning or deep learning algorithms to determine affect UEs or portion of the network affected by such impairments. 
Observation 8 [bookmark: _Toc71292846][bookmark: _Toc71293058][bookmark: _Toc347822666][bookmark: _Toc347823812][bookmark: _Toc347823993][bookmark: _Toc347824244][bookmark: _Toc71293059]A UE can be a major source of detecting GNSS local environment feared events and can aid the network to monitor the GNSS local environment.
The mechanism with which the integrity faults are determined or how the affected area is determined can be implementation specific. In RAN2#113, we have agreed to allow the UE to signal GNSS feared events to the LMF in UE-assisted mode (Table 9.4.1.1.1).
The GNSS feared event description include the characteristics that describe the GNSS feared event. The following is a suggested list of information that could be signaled. 
· Timestamp
· Affected GNSS signal
· Interference type: such as DME, TACAN, ‘spoofer’ or ‘unknown’
· Strength of interference
· Position 
· Time (computed by the receiver)
· Raw measurements, in particular, the network could evaluate the signals from the UE or NW-elements in the core-network or using edge-computing. 
· Snapshot of data
· Movement model of the reporting UE and parameters of the movement.
The signaling mechanism for monitoring in cooperative manner and signaling to UEs with low latency needs to be specified. Furthermore, the monitoring can be associated to specific device capabilities.  
Observation 9 [bookmark: _Toc71293060]The device monitoring may be associated to specific capabilities.
[bookmark: _Toc71292850][bookmark: _Toc71293062][bookmark: _Toc85624351][bookmark: _Ref190406817][bookmark: _Toc226862296][bookmark: _Toc347823621][bookmark: _Toc347824073][bookmark: _Toc347824246][bookmark: _Hlk71292319]RAN2 shall support reporting by the UE integrity information relating to GNSS local environment feared events the information includes at least of:
· [bookmark: _Toc85624352]Timestamp 
· [bookmark: _Toc85624353]Position estimate
· [bookmark: _Toc85624354]GNSS local environment feared event type (FFS)
· [bookmark: _Toc85624355]Specific GNSS local environment feared event information (FFS)

[bookmark: _Toc85624356]RAN2 shall specify a signaling mechanism to enable a configured UE to report the detected GNSS local environment feared events and to enable LMF to provide GNSS local environment feared event assistance data to UEs.
[bookmark: _Toc85624357]RAN2 shall specify a signaling mechanism to enable LMF to provide GNSS local environment feared event AD to UEs.

Signaling Details
UEs capable of reporting the detection of integrity error events could signal such events to the LMF, by including the integrity error as a part of A-GNSS-ProvideLocationInformation message and extending the description of the A-GNSS Error to introduce the GNSS-Integrity-Error.

[bookmark: _Toc27765311][bookmark: _Toc37681009][bookmark: _Toc46486581][bookmark: _Toc52546926][bookmark: _Toc52547456][bookmark: _Toc52547986][bookmark: _Toc52548516][bookmark: _Toc67780606]6.5.2.5	GNSS Location Information
[bookmark: _Toc27765312][bookmark: _Toc37681010][bookmark: _Toc46486582][bookmark: _Toc52546927][bookmark: _Toc52547457][bookmark: _Toc52547987][bookmark: _Toc52548517][bookmark: _Toc67780607]–	A-GNSS-ProvideLocationInformation
The IE A-GNSS-ProvideLocationInformation is used by the target device to provide location measurements (e.g., pseudo‑ranges, location estimate, velocity) to the location server, together with time information. It may also be used to provide GNSS positioning specific error reason. Alternatively, the integrity events could also be reported within the GNSS-SignalMeasurementInformation.
-- ASN1START

A-GNSS-ProvideLocationInformation ::= SEQUENCE {
	gnss-SignalMeasurementInformation	GNSS-SignalMeasurementInformation		OPTIONAL,
	gnss-LocationInformation			GNSS-LocationInformation				OPTIONAL,
	gnss-Error							A-GNSS-Error							OPTIONAL,
	...
}

-- ASN1STOP


A-GNSS-Error
The IE A-GNSS-Error is used by the location server or target device to provide GNSS error reasons.
-- ASN1START

A-GNSS-Error ::= CHOICE {
	locationServerErrorCauses		GNSS-LocationServerErrorCauses,
	targetDeviceErrorCauses			GNSS-TargetDeviceErrorCauses,
	...,
	integrityError-17				GNSS-IntegrityError-r17
	
}

-- ASN1STOP

GNSS-IntegrityError-r17::= SEQUENCE {
	measurementReferenceTime       MeasurementReferenceTime
    lastKnownPosition               EllipsoidPointWithAltitudeAndUncertaintyEllipsoid,    -- Cond UEB 
	integrityErrorCauses		    ENUMERATED {spoofing, interference, jamming,...},
	gnss-SignalID-r17				GNSS-SignalID			OPTIONAL
	sv-id-r17						SV-ID					OPTIONAL
}


GNSS-MeasurementList
The IE GNSS-MeasurementList is used by the target device to provide measurements of code phase, Doppler, C/No and optionally accumulated carrier phase, also called accumulated deltarange (ADR). In this IE, the range of mPathDet is a very coarse value set to not detected, low, medium or high. We propose the value to have range from 0 to 50m, exact range and further detail are FFS.
-- ASN1START

GNSS-MeasurementList ::= SEQUENCE (SIZE(1..16)) OF GNSS-MeasurementForOneGNSS

GNSS-MeasurementForOneGNSS ::= SEQUENCE {
	gnss-ID					GNSS-ID,
	gnss-SgnMeasList		GNSS-SgnMeasList,
	...
}

GNSS-SgnMeasList ::= SEQUENCE (SIZE(1..8)) OF GNSS-SgnMeasElement

GNSS-SgnMeasElement ::= SEQUENCE {
	gnss-SignalID			GNSS-SignalID,
	gnss-CodePhaseAmbiguity	INTEGER (0..127)		OPTIONAL,
	gnss-SatMeasList		GNSS-SatMeasList,
	...
}

GNSS-SatMeasList ::= SEQUENCE (SIZE(1..64)) OF GNSS-SatMeasElement

GNSS-SatMeasElement ::= SEQUENCE {
	svID				SV-ID,
	cNo					INTEGER (0..63),
	mpathDet			ENUMERATED {notMeasured (0), low (1), medium (2), high (3), ...},
	mpathValue          INTEGER (0 … FFS)           OPTIONAL, 
	mpathStd            INTEGER (0 … FFS)           OPTIONAL,
	carrierQualityInd	INTEGER (0..3)				OPTIONAL,	
	codePhase			INTEGER (0..2097151),
	integerCodePhase	INTEGER (0..127)			OPTIONAL,
	codePhaseRMSError	INTEGER (0..63),						
	doppler				INTEGER (-32768..32767)	OPTIONAL,
	adr					INTEGER (0..33554431)		OPTIONAL,
	...,
	[[
		adrMSB-r15			INTEGER (0..15)						OPTIONAL,
		adrSign-r15			ENUMERATED {positive, negative}		OPTIONAL,
		adrRMSerror-r15		INTEGER (0..127)					OPTIONAL,
		delta-codePhase-r15	INTEGER (0..7)						OPTIONAL
	]]
}

-- ASN1STOP

Conclusions
In this contribution, we observe the following regarding the sources of error for RAN-independent positioning method based on GNSS signals:
Observation 1	The location server can crowd-source information about regional errors such as multipath, interference, jamming and spoofing using configured measurements and observations from capable UEs,.
Observation 2	Since the measurements and observations are regional and localized, the UEs needs to be configured to report both measurements, obeservations or derived indications as one part, as well as positioning estimates as another part.
Observation 3	Based on crowd-sourced data, the location server can provide regionalized integrity information to UEs entering a specific region to inform about local GNSS and UE feared events
Observation 4	Multipath, jammers and spoofers are major threat for positioning integrity. Moving jammers and spoofers, and satellite movements cause the affected area to change dynamically.
Observation 5	Integrity event(s) can be bounded within a given area at a given occurrence time...
Observation 6	Detecting and signaling integrity events to an LCS client can be time critical depending on application..
Observation 7	A UE can be a major source of detecting GNSS local environment feared events and can aid the network to monitor the GNSS local environment.
Observation 8	The device monitoring may be associated to specific capabilities.

[bookmark: _Toc71293061]Based on the above observation, we conclude the following:
Proposal 1	Add to GNSS-MeasurementList IE two new fields: multipath value with range from 0 to 50m and the standard deviation of the value.
Proposal 2	RAN2 shall support reporting by the UE integrity information relating to GNSS local environment feared events the information includes at least of:
	Timestamp
	Position estimate
	GNSS local environment feared event type (FFS)
	Specific GNSS local environment feared event information (FFS)
Proposal 3	RAN2 shall specify a signaling mechanism to enable a configured UE to report the detected GNSS local environment feared events and to enable LMF to provide GNSS local environment feared event assistance data to UEs.
Proposal 4	RAN2 shall specify a signaling mechanism to enable LMF to provide GNSS local environment feared event AD to UEs.
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