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1 Introduction
In RAN2#107bis, RAN2 made the following agreements, which means that the EHC header is ciphered:
	· The EHC function is in PDCP

· The EHC header is located after the SDAP header, and it is ciphered 

· The EHC can removes the following fields: SOURCE/DESTINATION ADDRESS, TYPE, and EHC do not support multiple formats

· FFS: Pad removal 

· For context establishment the compressor send the full header and the context ID via PDCP data PDU

· ROHC and EHC are independent, e.g. from specification point of view they could both be configured for a DRB.

· FFS if for context establishment the explicit feedback is sent via PDCP control PDU.


However, the ciphering of EHC header was not clearly specified in 38.323 and 36.323. In RAN2#115e, RAN2 agreed to clarify it in 38.323 with R2-2109160. In this contribution, we can discuss how to clarify it in 36.323

2  Discussion
In the last meeting, RAN2 agreed to clarify the ciphering of NR EHC header:
	R2-2107665
CR for the ciphering of EHC header
Samsung
CR
Rel-16
38.323
16.4.0
0080
-
F
NR_IIOT-Core
-
[022] Rap: revised to add a generic note into PDCP: “NOTE: All fields other than PDCP PDU header and MAC-I belong to Data field”.

-
[022] LG: Should also update LTE PDPC. Can be discussed next meeting. 

· [022] revised


For 38.323, RAN2 added a generic note to clarify that the EHC header is a part of data field to be ciphered as follows:

	38.323
6.3.3
Data

Length: Variable

This field includes one of the followings:

-
Uncompressed PDCP SDU (user plane data, or control plane data);

-
Compressed PDCP SDU (user plane data only).
NOTE:
All fields other than PDCP PDU header and MAC-I belong to Data field.‎


Since the ciphering of LTE EHC header is not clear in 36.323, RAN2 decided to discuss this in RAN2#116e.
For 36.323, we need to note that RAN2 have discussed a similar issue in Rel-15 LTE UDC WI, and finally clarified the ciphering of UDC header as follows:
	36.323
6.3.3
Data

Length: Variable

The Data field may include either one of the following:

-
Uncompressed PDCP SDU (user plane data, or control plane data); or

-
Compressed PDCP SDU (user plane data only); or

-
UDC header and UDC Data Block if UDC is configured.


We should somehow clarify the ciphering of LTE EHC header in 36.323 by following either NR style or LTE style. 

Proposal 1. RAN2 clarify the ciphering of LTE EHC header in 36.323.

One option is to follow the LTE style, e.g. like the wording of LTE UDC header:
	Option 1 (LTE style)
6.3.3
Data

Length: Variable

The Data field may include either one of the following:

-
Uncompressed PDCP SDU (user plane data, or control plane data); or

-
Compressed PDCP SDU (user plane data only); or

-
UDC header and UDC Data Block if UDC is configured.
-
EHC header and compressed PDCP SDU if EHC is configured.


Regarding Option 1, one can argue that the ciphering of ROHC header is still unclear. However, there may be no issue because EHC and UDC are 3GPP standardized solutions while ROHC is a sort of implementation solution. Moreover, ROHC header is not defined in 36.323. 
If we go for Option 1, then one Rel-16 CR would be enough.

The other option is to follow the NR style, e.g. adding a generic NOTE and removing the legacy text:
	Option 2 (NR style)
6.3.3
Data

Length: Variable

The Data field may include either one of the following:

-
Uncompressed PDCP SDU (user plane data, or control plane data); or

-
Compressed PDCP SDU (user plane data only); or


NOTE:
All fields other than PDCP PDU header and MAC-I belong to Data field.‎


Regarding Option 2, one problem may be that we should remove the legacy text. However, NR style is more future-proof and very simple. So we prefer to go for Option 2. 
If we go for Option 2, then one Rel-15 CR and one Rel-16 CR would be needed. The corresponding CRs [1][2] were submitted as R2-2109946 and R2-2109947, separately.
Proposal 2. Agree to R2-2109946 (Rel-15 CR) and R2-2109947 (Rel-16 CR) to clarify the ciphering of LTE EHC header.
3 Conclusion

In this contribution, we provide our view on the ciphering of LTE EHC header to discuss the following proposals:

Proposal 1. RAN2 clarify the ciphering of LTE EHC header in 36.323.
Proposal 2. Agree to R2-2109946 (Rel-15 CR) and R2-2109947 (Rel-16 CR) to clarify the ciphering of LTE EHC header.
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