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1. Introduction
During Rel-15 EDT discussion, there were some discussion on the replay issue of shortResumeMAC-I in case of RRCConectionRejection reception for EDT, and the final conclusion is that no additional parameters are included in the calculation of shortResumeMAC-I for Msg3 in EDT considering that the issue exists in legacy resume procedure. However, the key stream reuse issue of EDT was not discussed before.
In this paper, we point out the key stream reuse issue of UP-EDT and UP transmission using PUR, and request RAN2 to address this issue properly.
2. Discussion
Currently, after UE has performed UL transmission of UP-EDT and UP-PUR, if RRCConnectionRejection is received, UE shall perform abortion of EDT and PUR procedure. And at RAN2 #102, it was agreed that the UE may use EDT in the next resume procedure if RRCConnectionReject message with suspend indication is received.
RAN2 #102 agreements:
	- The UE may use EDT in the next resume procedure if it receives RRCConnectionReject message with suspend indication in response to RRCConnectionResumeRequest message for EDT.
- If RRCConnectionReject message with suspend indication is received in response to RRCConnectionResumeRequest message for EDT same key, used for the calculation of shortResumeMAC-I for the connection attempt that was rejected, is used for the calculation of shortResumeMAC-I in the next resume procedure.



According to TS 33.401, section 7.2.11.3 as below, 
	Further, in case of EDT, the RRC Connection Resume message sent by the target eNB to the UE shall be both integrity protected and ciphered in PDCP layer using the new AS keys (KRRCint, KRRCenc) derived from the new KeNB*. In this case, the UE shall ignore the NCC value in RRC Connection Resume message and shall not change its KeNB. The UE may receive an RRC Connection Reject message with suspend indication, instead of RRC Connection Resume message. In that case, for the next resume to any target eNB, the UE shall start with the same AS security context as it had when it was suspended originally, i.e., same KeNB/NH shall act as base key for derivation of new KeNB*.



If the second RRC Connection resume procedure using early security reactivation, e.g. UP-EDT and UP-PUR, is performed at the same cell of the previous UP-EDT/PUR procedure where the abortion happened, the same security key will be generated and used. However, this will cause key stream reuse issue, as when UE performs PDCP re-establishment during the second resume procedure, the  Next_PDCP_TX_SN of PDCP will be set to the initial value, which may result in different PDCP packets ciphered using the same COUNT value and security key. More specifically, for RLC AM, the packets could be different due to discardTimer expiry. For RLC UM, the packets are different as there is no retransmission.
Observation 1: For the next RRC Connection resume procedure using early security reactivation (e.g. UP-EDT/PUR) at the same cell where RRCConnectionReject with suspend indication is received for UP-EDT/PUR, there is security key stream reuse issue.

Besides RRCConnectionReception with suspend indication, we also see other two cases that UE aborts the EDT/PUR and goes back to RRC suspended state. One possible case is T300 expiry. Upon T300 expiry, the UE perform the same behaviour as RRCConnectionRejection with suspend indication (i.e. abortion of early security reactivation), thus it is possible for the UE to initiate a second RRC Connection resume procedure using early security reactivation at the same cell as well,. Another possible case is cell re-selection to the other cell(s) during EDT/PUR, and then re-selected back and initiate EDT/PUR at the same cell again.
Observation 2: For the cases of T300 expiry and cell re-selection to other cell(s) and then re-select back, there is also key stream reuse issue for the next RRC Connection resume procedure using early security reactivation (e.g. UP-EDT/PUR) performed at the same cell.
[bookmark: _GoBack]Actually, a similar issue is also being discussed in NR SDT WI in [Post114-e][507], and it is not decided how to solve this issue yet. There are mainly two directions: (1) go to IDLE mode to avoid a second RRC Resume procdure after SDT abortion, or (2) Continue PDCP COUNT value or derive new security key for the second RRC Resume procedure after SDT abortion.
Observation 3: RAN2 is discussing a similar issue in NR SDT WI.
As security issue is critical, and needs to be resolved, we kindly request RAN2 to address this key stream reuse issue as soon as possible. 
Proposal: RAN2 discuss how to handle security key stream reuse issue of EDT and PUR.
3. Conclusion
In this contribution, we discuss the key stream reuse issue of EDT and PUR, and have the following observation and proposal:
Observation 1: For the next RRC Connection resume procedure using early security reactivation (e.g. UP-EDT/PUR) at the same cell where RRCConnectionReject with suspend indication is received for UP-EDT/PUR, there is security key stream reuse issue.
Observation 2: For the cases of T300 expiry and cell re-selection to other cell(s) and then re-select back, there is also key stream reuse issue for the next RRC Connection resume procedure using early security reactivation (e.g. UP-EDT/PUR) performed at the same cell.
Observation 3: RAN2 is discussing a similar issue in NR SDT WI.
Proposal: RAN2 discuss how to handle security key stream reuse issue of EDT and PUR.
