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Introduction
RAN2 received the LS from SA3 [1] in which SA3 asked RAN2 the following questions regarding redefining the resumeMAC-I calculation:
1. For the capability negotiation method between UE and gNB/ng-eNB as mentioned above, if there are other preferable alternatives from RAN2 perspective? 
2. Is there any mechanism for the source gNB/ng-eNB to know the target gNB/ng-eNB capabilities?
3. The possibility of specifying the solution in RAN2 specification in Rel-17 timeframe, if the solution is concluded by SA3.  
This document discusses these topic and provides a draft LS response.
Discussion
resumeMAC-I is calculated and included in the ResumeRequest message as follows:
	
RRCResumeRequest-IEs ::=        SEQUENCE {
    resumeIdentity                  ShortI-RNTI-Value,
    resumeMAC-I                     BIT STRING (SIZE (16)),
    resumeCause                     ResumeCause,
    spare                           BIT STRING (SIZE (1))
}


	RRCResumeRequest-IEs field descriptions

	resumeMAC-I
Authentication token to facilitate UE authentication at gNB. The 16 least significant bits of the MAC-I calculated using the AS security configuration as specified in 5.3.13.3.



1>	set the resumeMAC-I to the 16 least significant bits of the MAC-I calculated:
2>	over the ASN.1 encoded as per clause 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;
2>	with the KRRCint key in the UE Inactive AS Context and the previously configured integrity protection algorithm; and
2>	with all input bits for COUNT, BEARER and DIRECTION set to binary ones;



 
Where the VarResumeMAC-Input is defined as:
	

VarResumeMAC-Input  ::=     SEQUENCE {
    sourcePhysCellId                        PhysCellId,
    targetCellIdentity                      CellIdentity,
    source-c-RNTI                           RNTI-Value
}

	VarResumeMAC-Input field descriptions

	targetCellIdentity
An input variable used to calculate the resumeMAC-I. Set to the cellIdentity of the first PLMN-Identity included in the PLMN-IdentityInfoList broadcasted in SIB1 of the target cell i.e. the cell the UE is trying to resume.

	source-c-RNTI
Set to C-RNTI that the UE had in the PCell it was connected to prior to suspension of the RRC connection.

	sourcePhysCellId
Set to the physical cell identity of the PCell the UE was connected to prior to suspension of the RRC connection.







As can be seen from the above, the  VarResumeMAC-Input is not actually the contents of ResumeRequest message but instead is a set of other parameters.   The reason for this seems to be historical.  These are the same as those used for the shortMAC-I calculation during Re-establishment procedure in VarShortMAC-Input.
	VarShortMAC-Input   ::=                 SEQUENCE {
    sourcePhysCellId                        PhysCellId,
    targetCellIdentity                      CellIdentity,
    source-c-RNTI                           RNTI-Value
}



In LTE, when Suspend/Resume was introduced, the shortMAC-I from re-establishment procedure was re-used and then seems to have copied over to NR INACTIVE Resume.  
Observation #1: The resumeMAC-I calculation in ResumeRequest message seems to have been copied over from the LTE re-establishment procedure and is not based on the contents of ResumeRequest message itself.
SA3 is considering defining this to use the whole RRCResumeRequest message itself.   The questions to RAN2 are primarily on the backward compatibility aspects:
1. For the capability negotiation method between UE and gNB/ng-eNB as mentioned above, if there are other preferable alternatives from RAN2 perspective? 
2. Is there any mechanism for the source gNB/ng-eNB to know the target gNB/ng-eNB capabilities?
3. The possibility of specifying the solution in RAN2 specification in Rel-17 timeframe, if the solution is concluded by SA3.  
In order to support the new calculation for ResumeMac-I, both network and UE has to support the feature and it should be known in both the network and UE when it is to be used/being used.  These aspects are discussed further below. 
SA3 LS seems to be addressing the backward compatibility aspect and the new mechanism should be supported only if the network and UE supports the new mechanism.  SA3 discusses support in “source gNB” and “target gNB”.  In the context of ResumeRequest message, in this discussion, the RAN3 terms “old gNB” is used to indicate the gNB storing the UE context and does the ResumeMAC-I calculation and “new gNB” to refer to the gNB in which the UE sent to ResumeRequest message.
[bookmark: _Ref78643546]Indication of network support
To indicate the gNB capability, SA3 suggests to broadcast the gNB support:
-	gNB/ng-eNB's capability is part of a SI message (i.e., SIB1, refer to a closely related feature called useFullResumeID in SIB1).
The ResumeMac-I verification is done by the old gNB and not the new gNB.  Further the ResumeRequest message itself is not sent over Xn interface (see annex A for the contents of the message) by the new gNB to the old gNB today.   
Observation #2: Current Xn specification does not seem to provide the full ResumeRequest message to the old gNB for it to calculate the ResumeMac-I using the new method.  Hence the new gNB needs to be updated to provide the full ResumeRequest message over Xn.
Hence to support the new calculation of ResumeMac-I the:
· New gNB needs to provide the full ResumeRequest message to the old gNB
· Old gNB needs to support the new calculation and handling of the full ResumeRequest message from new gNB.
Hence both the old gNB and new gNB should support the new mechanism.  
Observation #3: Both the old gNB and new gNB should support the new mechanism to use it. 
The ResumeRequest message can be sent by the UE even outside its RNA for an RNA update.  The old gNB could be located potentially anywhere in the PLMN, including outside the RNA.    
Observation #4: Old gNB could potentially be anywhere in the PLMN.
Hence UE needs to be aware of the support of the new calculation in the new and old gNB.  The support in the new gNB has to be based on the SIB indication as UE has to use it while INACTIVE.  Indication of the old gNB support can be done using dedicated signalling as part of the Suspend configuration provided in RRC Release.  However, the old gNB should also be broadcasting the support for UEs that are initiating ResumeRequest message in its cell.  Hence UE can save this indication from SIB when the UE goes INACTIVE along with the rest of the INACTIVE configuration.  Hence it is not essential to provide this over dedicated signalling.  These stage 3 aspects can be discussed when RAN2 actually starts work on this.
UE should then combine the support in both the old gNB and new gNB and use the new calculation only if both these indicate support of the new ResumeMac-I  calculation.  
Proposal #1: UE should combine the support in both the old gNB and new gNB and use the new calculation only if both these indicate support of the new ResumeMac-I calculation.  
UE support and capability
SA3 asks and mentions about signalling the UE capability as part of “AS SMComplete”.  The need for that is not clear to us.
ResumeRequest is only sent when UE is INACTIVE, and processed successfully only when the network has the UE context.  UE Capability is currently retrieved after AS security activation.  
	UECapabilityEnquiry
	+
	-
	-
	The network should retrieve UE capabilities only after AS security activation.

	UECapabilityInformation
	+
	-
	-
	



Hence this capability can be part of the normal UE radio capability and still be secure.  UE capability is already available as part of the UE context in the old gNB when it receives the ResumeRequest for processing.  Including this capability in the UE radio capability allows the transfer of this capability between the network nodes automatically.
The new gNB itself does not need to know what method the UE is using for calculation.  The new updated gNB can simply include the full ResumeRequest message to the old gNB irrespective of whether the UE is using the old or new calculation.
Hence the network has the UE capability needed to know whether the UE supports the feature at the time of processing the ResumeMac-I in the old gNB.  
Observation #5: At the time of processing the ResumeMac-I, the old gNB has the UE capability needed to know whether the UE supports the feature and there is no need for the new gNB to be aware of the UE capability.
Other aspects on the solution:
shortResumeMAC-I
The LS mentions shortResumeMAC-I in the RRCResumeRequest message.  However, RAN2 does not use the shortResumeMAC-I.  A 16 bit resumeMAC-I is used in both RRCResumeRequest and RRCResumeRequest1.  RAN2 can communicate that to SA3.
Proposal #2: Inform SA3 that RAN2 does not use shortResumeMAC-I and a 16 bit resumeMAC-I is used in both RRCResumeRequest and RRCResumeRequest1.
[bookmark: _Ref78643531]RAN3 impact
From protocol perspective, the ResumeMac-I is verified by the gNB storing the UE context at the time of the ResumeRequest.  Changing the VarShortMAC-Input to the contents of the ResumeRequest message could require changes to the RAN3 procedures as the ResumeRequest message itself is not sent over Xn interface (see annex A for the contents of the message).  The SA3 LS itself was not sent to RAN3 and RAN3 should also be consulted on the LS.
Further as discussed in section 2.1.1, UE has to consider support in both the new gNB and old gNB before it can use the new calculation of ResumeMac-I.  If the UE uses the new method (i.e., new gNB also support this), the old gNB should be aware of that.  This can be implicit based on the signalled parameters over Xn or explicit.  The details can be left to RAN3.
Observation #6: Changing the input to VarShortMAC-Input can impact RAN3 protocols.  
Proposal #3: Include RAN3 in the LS response.
Summary and responses to SA3 LS
The above discussion concluded that UE, old gNB and new gNB has to support the feature in order to use it.   The following observations and proposals were made:
Observation #1: The resumeMAC-I calculation in ResumeRequest message seems to have been copied over from the LTE re-establishment procedure and is not based on the contents of ResumeRequest message itself.
Observation #2: Current Xn specification does not seem to provide the full ResumeRequest message to the old gNB for it to calculate the ResumeMac-I using the new method.  Hence the new gNB needs to be updated to provide the full ResumeRequest message over Xn.
Observation #3: Both the old gNB and new gNB should support the new mechanism to use it. 
Observation #4: Old gNB could potentially be anywhere in the PLMN.
Proposal #1: UE should combine the support in both the old gNB and new gNB and use the new calculation only if both these indicate support of the new ResumeMac-I calculation.  
Observation #5: At the time of processing the ResumeMac-I, the old gNB has the UE capability needed to know whether the UE supports the feature and there is no need for the new gNB to be aware of the UE capability.
Proposal #2: Inform SA3 that RAN2 does not use shortResumeMAC-I and a 16 bit resumeMAC-I is used in both RRCResumeRequest and RRCResumeRequest1.
Observation #6: Changing the input to VarShortMAC-Input can impact RAN3 protocols.  
Proposal #3: Include RAN3 in the LS response.
Proposal #4: The following LS response is proposed to the SA3 questions:
	
1. For the capability negotiation method between UE and gNB/ng-eNB as mentioned above, if there are other preferable alternatives from RAN2 perspective? 
At the time of processing the ResumeMac-I, the old gNB has the UE capability needed to know whether the UE supports the feature and there is no need for the new gNB to be aware of the UE capability.  There is no need for any additional UE capability signalling during Resume procedure if this capability can also be included as part of the UE radio capability that is retrieved after AS security activation.
Both the old gNB and new gNB should support the new mechanism to use it.   UE should combine the support in both the old gNB and new gNB and use the new calculation only if both these indicate support of the ResumeMac-I new calculation.  The SIB indication in the old cell or a dedicated signalling and SIB indication in new cell can be used for that purpose respectively.  

2. Is there any mechanism for the source gNB/ng-eNB to know the target gNB/ng-eNB capabilities?
Current Xn specification does not seem to provide the full ResumeRequest message to the old gNB for it to calculate the ResumeMac-I using the new method.  Hence the new gNB needs to be updated to provide the full ResumeRequest message over Xn.    This could, for example, serve as an implicit indication to old gNB of support of the new calculation by the new gNB.  Details should be discussed by RAN3.
There is no need for the new gNB to be aware of whether the old gNB supports this feature.

3. The possibility of specifying the solution in RAN2 specification in Rel-17 timeframe, if the solution is concluded by SA3.  
Since this feature impacts both RAN2 and RAN3, it will require a dedicated WI as per RAN plenary guidance and be discussed in RAN plenary.
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Annex A
[bookmark: _Toc20955187][bookmark: _Toc29991382][bookmark: _Toc36555782][bookmark: _Toc44497489][bookmark: _Toc45107877][bookmark: _Toc45901497][bookmark: _Toc51850576][bookmark: _Toc56693579][bookmark: _Toc64447122][bookmark: _Toc66286616]9.1.1.8	RETRIEVE UE CONTEXT REQUEST
This message is sent by the new NG-RAN node to request the old NG-RAN node to transfer the UE Context to the new NG-RAN.
Direction: new NG-RAN node  old NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.3.1
	
	YES
	reject

	New NG-RAN node UE XnAP ID reference
	M
	
	NG-RAN node UE XnAP ID
9.2.3.16
	Allocated at the new NG-RAN node
	YES
	reject

	UE Context ID
	M
	
	9.2.3.40
	
	YES
	reject

	Integrity protection
	M
	
	BIT STRING (SIZE (16)) 
	RRC Resume:
ResumeMAC-I either contained in the RRC ResumeRequest or the RRCResumeRequest1 message as defined in TS 38.331 [10])
or the ShortResumeMAC-I in the RRCConnection ResumeRequest message as defined in TS 36.331 [14])
RRC Reestablishment:
ShortMAC-I contained in the RRCReestablishmentRequest as defined in TS 38.331 [10])
or the ShortMAC-I in the RRCConnection ReestablishmentRequest message as defined in TS 36.331 [14]). 
RRC Resume for UP CIoT Optimization:
ShortResumeMAC-I in the RRCConnection ResumeRequest message or RRCConnection ResumeRequest-NB message as defined in TS 36.331 [14].
	YES
	reject

	New Cell Identifier
	M
	
	NG-RAN Cell Identity
9.2.2.9
	RRC Resume:
Corresponds to the targetCellIdentity within the VarResumeMAC-Input as specified in TS 38.331 [10] or the cellIdentity within the VarShortINACTIVE-MAC-Input as specified in TS 36.331 [14].
RRC Reestablishment:
Corresponds to the targetCellIdentity within the VarShortMAC-Input as specified in TS 38.331 [10] or the cellIdentity within the VarShortMAC-Input as specified in TS 36.331 [14]. 
RRC Resume for UP CIoT Optimization:
Corresponds to the cellIdentity within the VarShortResumeMAC-Input or VarShortResumeMAC-Input-NB as specified in TS 36.331 [14].
	YES
	reject

	RRC Resume Cause
	O
	
	9.2.3.61
	In case of RNA Update, contains the cause value provided by the UE in the RRCResumeRequest or the RRCResumeRequest1 message, as defined in TS 38.331 [10],
or in the RRCConnection ResumeRequest message, as defined in TS 36.331 [14].
	YES
	ignore




