


[bookmark: _GoBack]3GPP TSG-RAN WG2 #115-e	R2-2108679
E-meeting, 16th – 26th August 2021	

Source:	CATT
[bookmark: Title]Title:	Discussion on compatibility issue on failure type for NR SCG failure
[bookmark: Source]Agenda Item:	6.1.4.2
[bookmark: DocumentFor]Document for:	Discussion and decision

1. Introduction
In RAN2#114-e meeting we discussed the issue on compatibility over the Rel-16 failure type of EN-DC SCG failure [1]. Different companies showed different opinion: some companies thought that this is a valid problem and should be handled on specification level, some companies thought that this is a valid problem but should be handled by network implementation, and other companies thought that this is not a valid problem.
In this contribution, we will clarify why this is a valid problem, and propose a possible “patch” over the current Rel-15 spec to solve it, with no actual impact over the UE.
2. Discussion
2.1. [bookmark: OLE_LINK78][bookmark: OLE_LINK79]Reason for change
There is one field failureType-r15 within the SCGFailureInformationNR message in Rel-15 TS 36.331:
	failureType-r15						ENUMERATED {
											t310-Expiry, randomAccessProblem,
											rlc-MaxNumRetx,
											synchReconfigFailureSCG, scg-reconfigFailure,
											srb3-IntegrityFailure},
	measResultFreqListNR-r15			MeasResultFreqListFailNR-r15			OPTIONAL,
	measResultSCG-r15					OCTET STRING							OPTIONAL,
From the POV of ASN.1 grammar, this field is identical to:
	failureType-r15						INTEGER(0..5),
When we worked out with Rel-16 TS 36.331, four additional failure types needed to be introduced. Unfortunately, we found that the legacy field failureType-r15 is defined as a mandatory IE and with neither extension mark nor spare code points. After some discussion during the ASN.1 review, RAN2 agreed that all of the new “failure types” should be indicated by a newly-introduced field failureType-v1610, and one additional code point, namely other-r16, is added into the conventional failureType-r15 field, de facto indicating “to ignore this field”:
	failureType-r15						ENUMERATED {
											t310-Expiry, randomAccessProblem,
											rlc-MaxNumRetx,
											synchReconfigFailureSCG, scg-reconfigFailure,
											srb3-IntegrityFailure, other-r16},
	measResultFreqListNR-r15			MeasResultFreqListFailNR-r15			OPTIONAL,
	measResultSCG-r15					OCTET STRING							OPTIONAL,
//////////////////////////////////skip unrelated codes//////////////////////////////////
	[[
//////////////////////////////////skip unrelated codes//////////////////////////////////
	failureType-v1610					ENUMERATED {t312-Expiry, scg-lbtFailure,
											beamFailureRecoveryFailure, bh-RLF-r16, spare4,
													spare3, spare2, spare1}		OPTIONAL
	]]
From the POV of ASN.1 grammar, this field after the change is identical to:
	failureType-r15						INTEGER(0..6),
The major motivation to introduce this code point other-r16 is to prevent a Rel-15 eNB from misunderstanding that the failure type is one of the six conventional ones which may lead to false behaviour, since the field failureType-r15 is mandatory and the UE has to provide one value anyhow. There was ever a comment that the new code point other-r16 utilises a spare bit and is de facto backward compatible.
However in practice we found this change leads to raising an ASN.1-level “transfer syntax error” (this is a classification of errors loaned from RAN3 specs, please see in the Annex), i.e. the Rel-15 eNB is guaranteed that the failureType-r15 field has a value range of (0..5), but it receives a value of 6 instead.
Considering the network deployment and the UE’s behaviour, such case is indeed possible to happen, according to §5.7.3.3 of Rel-16 TS 38.331:
	[bookmark: _Toc60776952][bookmark: _Toc76423238]5.7.3.3	Failure type determination for (NG)EN-DC
The UE shall set the SCG failure type as follows:
1>	if the UE initiates transmission of the SCGFailureInformationNR message due to T310 expiry:
2>	set the failureType as t310-Expiry;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message due to T312 expiry:
2>	set the failureType as other and set the failureType-v1610 as t312-Expiry;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message to provide reconfiguration with sync failure information for an SCG:
2>	set the failureType as synchReconfigFailureSCG;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message to provide random access problem indication from SCG MAC:
2>	if the random access procedure was initiated for beam failure recovery:
3>	set the failureType as other and set the failureType-v1610 as beamFailureRecoveryFailure;
2>	else:
3>	set the failureType as randomAccessProblem;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message to provide indication from SCG RLC that the maximum number of retransmissions has been reached:
2>	set the failureType as rlc-MaxNumRetx;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message due to SRB3 integrity check failure:
2>	set the failureType as srb3-IntegrityFailure;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message due to Reconfiguration failure of NR RRC reconfiguration message:
2>	set the failureType as scg-reconfigFailure;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message due to consistent uplink LBT failures:
2>	set the failureType as other and set the failureType-v1610 as scg-lbtFailure;
1> else if connected as an IAB-node and the SCGFailureInformationNR is initiated due to the reception of a BH RLF indication on BAP entity from the SCG:
2>	set the failureType as other and set failureType-v1610 as bh-RLF.


It can be clearly seen that the UE does not check the RRC version of any RAN node (and of course it is not capable either) when determining the failure type.
Observation 1: According to §5.7.3.3 of Rel-16 TS 38.331, the UE does not check the RRC version of any RAN node when determining the failure type of an NR SCG failure.
For the network deployment point of view, NR T312, NR-Unlicensed and IAB are all features introduced in Rel-16, so one may argue that the network would never allow any DC between a Rel-15 (ng-)eNB and an NR-Unlicensed (en-)gNB or an IAB (en-)gNB, nor configures T312 for UEs working in (NG)EN-DC if the master node is an Rel-15 MeNB, and thus prevent the three cases highlighted in green from happening. In our understanding, this is a strong limitation, especially considering that the feature T312 and NR-Unlicensed technically only demands the (en-)gNB to be upgraded to Rel-16 whereas the eNB may stay in Rel-15. But nevertheless, it can work.
However, the case highlighted in yellow is caused by BFR, which is a feature already supported in Rel-15 and is always possible to happen. The network has no means to prevent a UE from encountering a BFR failure, thus has no means to prevent a Rel-16 UE from including a “failureType-r15 = other” and a “failureType-v1610 = beamFailureRecoveryFailure” within the SCGFailureInformationNR.
Observation 2: The network has no means to prevent a Rel-16 UE from including a “failureType-r15 = 6 (i.e. other)” within the SCGFailureInformationNR, even if some strong limitation is enforced in the network.
As the result, it is anyhow possible that a Rel-15 MeNB receives an SCGFailureInformationNR with a “failureType-r15 = 6”, which should be regarded as a “transfer syntax error”.
It is not specified in TS 36.331 on how the MeNB should handle such “transfer syntax error”, but how the UE should handle such error is specified as following:
	[bookmark: _Toc60777625][bookmark: _Toc68015567]10.2	ASN.1 violation or encoding error
The UE shall:
1>	when receiving an RRC message on the BCCH, CCCH or PCCH for which the abstract syntax is invalid [6]:
2>	ignore the message.
NOTE:	This clause applies in case one or more fields is set to a value, other than a spare, reserved or extended value, not defined in this version of the transfer syntax. E.g. in the case the UE receives value 12 for a field defined as INTEGER (1..11). In cases like this, it may not be possible to reliably detect which field is in the error hence the error handling is at the message level.


It is reasonable that the case on the MeNB side should be similar, as the concern on “reliably detection” also exists.
As the result, this Rel-15 MeNB is prevented from any further handling, e.g. recognising that an SCG failure happens, selecting a new SgNB based on the measResultFreqListNR-15 field or the measResultSCG-r15 field, when receiving an NR SCG failure report including a Rel-16 failure type. This is not optimal from our perspective of view.
Observation 3: For a Rel-15 MeNB, receiving an SCGFailureInformationNR message with a “failureType-r15 = 6” will cause a “transfer syntax error” and discarding of the entire message, which further blocks the network from benefit from other field, e.g. to recognise the happening of SCG failure and to select a new SgNB based on the measurement results contained in this message.
Therefore, we propose to discuss this issue, to see if we can find a way to avoid the abovementioned suboptimal issue. We acknowledge the concern from UE vendors that the behaviour of UE should not be changed. Following are three feasible solutions.
2.2. Possible flavours of change
Solution 1 is based on a change on the Rel-15 spec, i.e. adding a code point into the failureType-r15 field, namely e.g. “reserved”:
	failureType-r15						ENUMERATED {
											t310-Expiry, randomAccessProblem,
											rlc-MaxNumRetx,
											synchReconfigFailureSCG, scg-reconfigFailure,
											srb3-IntegrityFailure, reserved},
	measResultFreqListNR-r15			MeasResultFreqListFailNR-r15			OPTIONAL,
	measResultSCG-r15					OCTET STRING							OPTIONAL,
From the POV of UE, such change has no actual impact, as the UE is the transmitter (which does not use the newly-added code point at all), not the receiver (which has to find a way to handle the newly-added code point). UEs are de facto not need to implement this update at all.
From the POV of (ng-)eNB, such change will “downgrade” the “transfer syntax error” toward a “logical error” (please note the text above highlighted in green), which will no longer block the handling of the rest part of the RRC message. As the result, the abovementioned suboptimal issue is solved.
However only changing the Uu spec may not be enough, as in most cases the MeNB will ordinarily forward the SCG failure information toward the SgNB. The SgNB may then use the information to reconfigure the SCG, and/or even do some self-optimisation. But according to §11.2.2 of TS 38.331, the MeNB cannot indicate the occurrence of an SCG failure without providing a failure type (X2AP and XnAP does not indicate SCG failure so inter-node RRC message has to be relied on):
CG-ConfigInfo-IEs ::=       SEQUENCE {
//////////////////////////////////skip unrelated codes//////////////////////////////////
    candidateCellInfoListSN     OCTET STRING (CONTAINING MeasResultList2NR)           OPTIONAL,
//////////////////////////////////skip unrelated codes//////////////////////////////////
    scgFailureInfo              SEQUENCE {
        failureType                 ENUMERATED { t310-Expiry, randomAccessProblem,
                                                 rlc-MaxNumRetx, synchReconfigFailure-SCG,
                                                 scg-reconfigFailure,
                                                 srb3-IntegrityFailure},
        measResultSCG               OCTET STRING (CONTAINING MeasResultSCG-Failure)
    }                                                                                 OPTIONAL,
//////////////////////////////////skip unrelated codes//////////////////////////////////
}
There are two possible ways regarding this issue, namely Solution 1-1 and Solution 1-2.
Solution 1-1: To add a code point into the failureType field within the TS 38.331 CG-ConfigInfo structure, namely e.g. “reserved”.
CG-ConfigInfo-IEs ::=       SEQUENCE {
//////////////////////////////////skip unrelated codes//////////////////////////////////
    candidateCellInfoListSN     OCTET STRING (CONTAINING MeasResultList2NR)           OPTIONAL,
//////////////////////////////////skip unrelated codes//////////////////////////////////
    scgFailureInfo              SEQUENCE {
        failureType                 ENUMERATED { t310-Expiry, randomAccessProblem,
                                                 rlc-MaxNumRetx, synchReconfigFailure-SCG,
                                                 scg-reconfigFailure,
                                                 srb3-IntegrityFailure, reserved},
        measResultSCG               OCTET STRING (CONTAINING MeasResultSCG-Failure)
    }                                                                                 OPTIONAL,
//////////////////////////////////skip unrelated codes//////////////////////////////////
}
As the result, the MeNB can directly copies the value of failureType-r15 field received from the UE as the failureType field into the CG-ConfigInfo structure sent toward the SgNB. The SgNB 
Solution 1-2: The MeNB should always trigger a release of SCG. It may anyhow add an SCG back instantly by utilising the MeasResultList2NR included in the SCGFailureInformationNR message. This method has less impact on specs, at a cost of slightly worse service quality.
Solution 2, on the contrary, aims to avoid including the value other-r16 in the field failureType-r15 at least for the case(s) which causes misunderstanding. The procedural text in Rel-16 TS 38.331 needs to be updated accordingly.
There are two sub-options over the scope of change:
Solution 2-1: The value other-r16 should never be used for any case. The UE should always include a “similar” r15 failure type. One possible way is as following:
	5.7.3.3	Failure type determination for (NG)EN-DC
The UE shall set the SCG failure type as follows:
1>	if the UE initiates transmission of the SCGFailureInformationNR message due to T310 expiry:
2>	set the failureType as t310-Expiry;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message due to T312 expiry:
2>	set the failureType as othert310-Expiry and set the failureType-v1610 as t312-Expiry;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message to provide reconfiguration with sync failure information for an SCG:
2>	set the failureType as synchReconfigFailureSCG;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message to provide random access problem indication from SCG MAC:
2>	if the random access procedure was initiated for beam failure recovery:
3>	set the failureType as otherrandomAccessProblem and set the failureType-v1610 as beamFailureRecoveryFailure;
2>	else:
3>	set the failureType as randomAccessProblem;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message to provide indication from SCG RLC that the maximum number of retransmissions has been reached:
2>	set the failureType as rlc-MaxNumRetx;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message due to SRB3 integrity check failure:
2>	set the failureType as srb3-IntegrityFailure;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message due to Reconfiguration failure of NR RRC reconfiguration message:
2>	set the failureType as scg-reconfigFailure;
1>	else if the UE initiates transmission of the SCGFailureInformationNR message due to consistent uplink LBT failures:
2>	set the failureType as othert310-Expiry and set the failureType-v1610 as scg-lbtFailure;
1> else if connected as an IAB-node and the SCGFailureInformationNR is initiated due to the reception of a BH RLF indication on BAP entity from the SCG:
2>	set the failureType as othert310-Expiry and set failureType-v1610 as bh-RLF.


The cost is that the algorithm of SgNB needs to be upgraded, so that e.g. the value t310-Expiry will be regarded as covering all of the four failure types (expiry of T310, expiry of T312, LBT failure, and BH RLF) and be then handled properly. Note that the SgNB cannot receive the “correct” Rel-16 failure type value if the MeNB is a Rel-15 one, and thus has to rely on solely the Rel-15 failure type value when handling this SCG failure. This upgrade should apply for both Rel-15 (en-)gNBs and Rel-16 (en-)gNBs (and maybe even the Rel-15 MeNB).
Solution 2-2: For the case of BFR failure, the Rel-16 UE should set the value to randomAccessProblem as Rel-15 UE does (reference: §5.7.3.3 of Rel-15 TS 38.331), while for other cases the value other should still be used.
	1>	else if the UE initiates transmission of the SCGFailureInformationNR message to provide random access problem indication from SCG MAC:
2>	if the random access procedure was initiated for beam failure recovery:
3>	set the failureType as otherrandomAccessProblem and set the failureType-v1610 as beamFailureRecoveryFailure;
2>	else:
3>	set the failureType as randomAccessProblem;


The cost is the following restrictions:
· (NG-)EN-DC should not be configured between a Rel-15 MeNB and a Rel-16+ SgNB using IAB or NR-Unlicensed RF resources;
· T312 should not be used in the SCG in (NG-)EN-DC if the MeNB is a Rel-15 one.
These restrictions prevent Rel-16 UEs from encountering T312 expires, LBT failures and BH RLFs when connecting to a Rel-15 MeNB.
Following is a summary of pros and cons for these four solutions (green means pro and red means con):
[bookmark: _Ref53480536]Table 1: Comparison among the four solutions
	Aspect
	Solution 1-1
	Solution 1-2
	Solution 2-1
	Solution 2-2

	Change on UE behaviour
	No change on any UE’s behaviour.
	No change on any UE’s behaviour.
	Yes, there is a NBC change for Rel-16 UEs.
	Yes, there is a NBC change for Rel-16 UEs.

	Change on MeNB behaviour
	Yes, Rel-15 (ng-)eNBs should be upgraded in order to support decoding of the new value.
	Yes, Rel-15 (ng-)eNBs should be upgraded in order to support decoding of the new value.
	There might be some change on Rel-15 (ng-)eNB’s behaviour.
	No change on any (ng-)eNB’s behaviour. No need to update.

	Change on SgNB behaviour
	Yes, all Rel-15&16 (en-)gNBs should be upgraded or otherwise an error will occur.
	No change on any SgNB’s behaviour.
	Yes, all Rel-15&16 (en-)gNBs should be upgraded or otherwise the failure type cannot be handled correctly.
	No change on any SgNB’s behaviour.

	Change on ASN.1
	Rel-15 TS 36.331;
Rel-15&16 TS 38.331 (inter-node message only);
	Rel-15 TS 36.331.
	Depends (either remove the value other-r16 or add a restriction in the field description)
	No change.

	Restriction on network deployment
	No restriction.
	No restriction.
	No restriction.
	Require additional restriction: 
Neither NR T312 or NR-Unlicensed is applicable for (NG-)EN-DC if the MeNB is a Rel-15 one.

	Quality of performance
	Good performance.
	SCG release is always triggered if the MeNB received a failureType-r15 = 6.
	Good performance.
	Good performance.



It seems that no solution is significantly better than another one. Thus we propose RAN2 to discuss this issue and select one option among these four.
Proposal: We propose RAN2 to discuss the suboptimal issue shown in the observations, and select one solution among the four raised in this document.
3. Conclusion
Observation 1: According to §5.7.3.3 of Rel-16 TS 38.331, the UE does not check the RRC version of any RAN node when determining the failure type of an NR SCG failure.
Observation 2: The network has no means to prevent a Rel-16 UE from including a “failureType-r15 = 6 (i.e. other)” within the SCGFailureInformationNR, even if some strong limitation is enforced in the network.
Observation 3: For a Rel-15 MeNB, receiving an SCGFailureInformationNR message with a “failureType-r15 = 6” will cause a “transfer syntax error” and discarding of the entire message, which further blocks the network from benefit from other field, e.g. to recognise the happening of SCG failure and to select a new SgNB based on the measurement results contained in this message.
Proposal: We propose RAN2 to discuss the suboptimal issue shown in the observations, and select one solution among the four raised in this document.
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5. Annex: Classification of errors in RAN3 specs
10	Handling of Unknown, Unforeseen and Erroneous Protocol Data
10.1	General
Protocol Error cases can be divided into three classes:
-	Transfer Syntax Error.
-	Abstract Syntax Error.
-	Logical Error.
Protocol errors can occur in the following functions within a receiving node:


Figure 10.1-1: Protocol Errors in S1AP.
The information stated in subclauses 10.2, 10.3 and 10.4, to be included in the message used when reporting an error, is what at minimum shall be included. Other optional information elements within the message may also be included, if available. This is also valid for the case when the reporting is done with a response message. The latter is an exception to what is stated in subclause 4.1.
10.2	Transfer Syntax Error
A Transfer Syntax Error occurs when the receiver is not able to decode the received physical message. Transfer syntax errors are always detected in the process of ASN.1 decoding. If a Transfer Syntax Error occurs, the receiver should initiate Error Indication procedure with appropriate cause value for the Transfer Syntax protocol error.
Examples for Transfer Syntax Errors are:
-	Violation of value ranges in ASN.1 definition of messages. E.g., if an IE has a defined value range of 0 to 10 (ASN.1: INTEGER (0..10)), and 12 will be received, then this will be treated as a transfer syntax error.
-	Violation in list element constraints. E.g., if a list is defined as containing 1 to 10 elements, and 12 elements will be received, than this case will be handled as a transfer syntax error.
-	Missing mandatory elements in ASN.1 SEQUENCE definitions (as sent by the originator of the message).
-	Wrong order of elements in ASN.1 SEQUENCE definitions (as sent by the originator of the message).
///////////////////////////////////////////////////////////////skip unrelated sections///////////////////////////////////////////////////////////////
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