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1. Introduction

An LS [1] on security protection on RRCResumeRequest message was received from SA3, in which SA3 asks RAN2 the following questions.
1. For the capability negotiation method between UE and gNB/ng-eNB as mentioned above, if there are other preferable alternatives from RAN2 perspective? 

2. Is there any mechanism for the source gNB/ng-eNB to know the target gNB/ng-eNB capabilities?

3. The possibility of specifying the solution in RAN2 specification in Rel-17 timeframe, if the solution is concluded by SA3.
In this contribution, we intend to provide our consideration on this.
2. Discussion
The following figure shows the content of RRCResumeRequest message.
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As discussed in the SA3, to protect the security of RRCResumeRequest message, ResumeCause also is used as one of inputs to create new type ResumeMAC-I. Correspondingly, ResumeCause also is needed for last serving gNB to verify the new type ResumeCause. The following figure shows the procedure of UE RRC status transition from RRC_INACTIVE to RRC_CONNECTED, in which ResumeMAC-I created by UE is send to current serving gNB (called target gNB in SA3 LS) firstly and then is transferred to the last serving gNB (called source gNB in SA3 LS) to verify its validity. However, in this procedure resumeCause is send to current serving gNB by UE and then is transferred to the last serving gNB only when the cause is periodic RNAU. Hence, if new type ResumeMAC-I is agreed, all types resumeCause should be transferred from current serving gNB to last serving gNB.

Observation 1: if new type ResumeMAC-I is agreed by SA3, all types resumeCause should be transferred from current serving gNB to last serving gNB.
In order to use the new type ResumeMAC-I, the following conditions should be fulfilled:
· UE supports the new ResumeMAC-I calculation method (UE capability).
· The last serving gNB supports the new ResumMAC-I calculation method (last serving gNB capabiliy).
· The current serving gNB supports to transfer all types of resumeCause to the last serving gNB (current serving gNB capability). 
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SA3 provides the following capability negotiation methods among UE, current serving gNB, last serving gNB:  
· UE's capability is part of an RRC message (i.e., AS SMComplete).

· gNB/ng-eNB's capability is part of a SI message (i.e., SIB1, refer to a closely related feature called useFullResumeID in SIB1).
According this, last serving gNB can know UE’s capability based on UE capability context and UE can know the capability of current serving gNB and last serving gNB via system information. However, whether UE can use new type resumeMAC-I or not is not confirmed by the last serving gNB, which is not very reliable. Another potential method is the last serving gNB indicates UE can use new type ResumeMAC-I in subsequent RRC resume procedure in RRC release message if both it and UE support new type MAC-I. This is to say the two solutions provided by SA3 can enable a UE and network to know each other’s capability, while on top of that the explicitly RRC configuration to indicate the UE to use this solution is needed as well. The above three aspects compose a complete solution from Uu perspective.
Observation 2: if new type ResumeMAC-I is agreed by SA3, RAN2 needs to specify the capability negotiation procedure between UE and gNB and RRC configuration:

·  UE's capability reporting of new type ResumeMAC-I 

·  Current serving gNB capability indication of new type ResumeMAC-I by system information.

·  RRC configuration to enable the UE to use the new type ResumeMAC-I via RRC release message sending by last serving gNB.

Since UE will use new type resumeMAC-I only when it gets indication from last serving gNB and knows current serving gNB supports to transfer resumecause to last serving gNB, it is not enough for the last serving gNB to decide whether new type ResumeMAC-I is used just based UE capability, and it must also know the capability of the current serving gNB besides UE’s capability to determine the type of ResumeMAC-I received from the current gNB. If the current serving gNB is legacy gNB, it just transfers resume cause to the last serving gNB when cause is periodic RNAU. If the current serving gNB is new gNB, it will transfers all type resume cause to the last serving gNB. So, if resume cause is not periodic RNAU, the last serving gNB will know the capability of the current serving gNB by resume cause implicitly. However, if resume cause is periodic RNAU, this doesn’t work, and it needs additional indication information. So, if new type ResumeMAC-I is agreed by SA3, RAN3 needs to specify how to make the last serving gNB knows the capability of the source servging gNB.
Observation 3: if new type ResumeMAC-I is agreed by SA3, RAN3 needs to specify how to make the last serving gNB know the capability of the source serving gNB and a potential solution is:

· if resume cause is not periodic RNAU, resume cause in RETRIEVE UE CONTEXT REQUEST message could be used to indicate the current serving gNB capability implicitly; 
· if resume cause is periodic RNAU, additional indication information could be included in RETRIEVE UE CONTEXT REQUEST message to RETRIEVE UE CONTEXT REQUEST message to indicate the capability of current serving gNB.
Based on above discussion, we can see from RAN2 perspective, the solution of security protection on RRCResumeRequest message is feasible and the spec impact is clear. To answer SA3 Q1 and Q2, we need to point out to enable the complete SA3 solution, the methods included listed in Q1 and Q2 are all needed. In addition, RRC configuration is also needed. In short, RAN2 can response to confirm the feasibility meanwhile provide a whole picture of the RAN impact/RAN necessary solutions.
Proposal 1: RAN2 reply SA3 Q1 and Q2:
· From RAN2’ point of view, to support SA3’s solution on RRC resume protection in Q1 and Q2 is feasible with the following potential RAN impact:

· RAN2 impact: to specify the capability negotiation procedure between UE and gNB as well as RRC configuration:

·  UE's capability reporting on support of new type ResumeMAC-I
·  gNB capability indication of new type ResumeMAC-I by system information.

· RRC configuration to enable the UE to use the new type ResumeMAC-I via RRC release message sending by last serving gNB.

· RAN3 impact: to specify how to make the last serving gNB know the capability of the source serving gNB, e.g.

· if resume cause is not periodic RNAU, resume cause in RETRIEVE UE CONTEXT REQUEST message could be used to indicate the current serving gNB capability implicitly; 

· if resume cause is periodic RNAU, additional indication information could be included in RETRIEVE UE CONTEXT REQUEST message to RETRIEVE UE CONTEXT REQUEST message to indicate the capability of current serving gNB.

Since it is not clear what time SA3 will has a conclusion on this, it is difficult for RAN2 to determine whether the solution can be specified in Rel-17 timeframe. Whether to support this solution in Rel-17 or Rel-18 should be decided by SA3. RAN2 perform further evaluation based on further SA3 request.

Proposal 2: RAN2 reply SA3 Q3:

· Whether to support this solution in Rel-17 or Rel-18 should be decided by SA3. RAN2 can perform further evaluation based on further SA3 request.
3. Conclusions
In this contribution, we discussed security protection on RRCResumeRequest message, and have the following proposals. 
Proposal 1: RAN2 reply SA3 Q1 and Q2:
· From RAN2’ point of view, to support SA3’s solution on RRC resume protection in Q1 and Q2 is feasible with the following potential RAN impact:

· RAN2 impact: to specify the capability negotiation procedure between UE and gNB and potential impacts includes:

·  UE's capability reporting on support of new type ResumeMAC-I
·  gNB capability indication of new type ResumeMAC-I by system information.

· RRC configuration to enable the UE to use the new type ResumeMAC-I via RRC release message sending by last serving gNB.

· RAN3 impact: to specify how to make the last serving gNB know the capability of the source serving gNB, e.g.
· if resume cause is not periodic RNAU, resume cause in RETRIEVE UE CONTEXT REQUEST message could be used to indicate the current serving gNB capability implicitly; 

· if resume cause is periodic RNAU, additional indication information could be included in RETRIEVE UE CONTEXT REQUEST message to RETRIEVE UE CONTEXT REQUEST message to indicate the capability of current serving gNB.

Proposal 2: RAN2 reply SA3 Q3:

· Whether to support this solution in Rel-17 or Rel-18 should be decided by SA3. RAN2 can perform further evaluation based on further SA3 request.
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