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1.	Introduction
There was an e-mail discussion on Non-SDT data arrival handling in [1] as follows.
[Post114-e][507][SData] Non-SDT data arrival handling (Intel)
Scope:
Phase 1 (identify the open issues/questions) – 5 days
	Phase 2 (collect the company views on open issues/questions) 
	Phase 3 (collect companies view on preferred solution CCCH vs. DCCH with the aim to down-select)
	Email discussion to focus on:
a. Develop details of both solutions (CCCH and DCCH) and identify any further impacts to other WGs (e.g. RAN3) 
b.  Develop details of how cell reselection could be handled (considering possible repetition of security material) and check if we could agree to support optimised handling of cell reselection 
	c.  Can consider SA3/CT1 discussions into where appropriate .        Intended outcome: Report with agreeable proposals
      Deadline:  Long

During the e-mail discussion [1], a security concern was raised on using CCCH-based approach. In this paper, we provide our view on the security concern.

2.	Discussion
During the e-mail discussion [1], some companies think there is a security issue when the UE switches from SDT procedure to non-SDT procedure using CCCH-based approach. This is because they think RRCResume procedure with CCCH message resets PDCP count for all RBs, but a new security key, i.e., ciphering key and integrity key, is not received.
However, we don’t see any security problem in CCCH-based approach. In CCCH-based approach, when non-SDT data arrives while there is ongoing SDT procedure, RRCResume procedure with CCCH is initiated after the termination of the ongoing SDT procedure. There are two cases where the ongoing SDT procedure is terminated and RRCResume procedure is initiated.
· Case 1. UE autonomously terminates the ongoing SDT procedure and initiates the RRCResume procedure with CCCH message
· Case 2. Network terminates the ongoing SDT procedure and UE initiates the RRCResume procedure with CCCH message

In Case 1, when non-SDT data arrives while there is ongoing SDT procedure, the UE first stops the ongoing SDT procedure by itself, and then initiates the RRCResume procedure with CCCH message. 
According to the current PDCP specification [2] as follows, PDCP count is reset for all RBs when RRC layer requests PDCP suspend. In the current RRC specification [3], RRC layer requests PDCP suspend only when RRCRelease message including suspendConfig is received. However, in Case 1, since the ongoing SDT procedure is terminated by UE itself, the UE does not receive RRCRelease message, so PDCP count is not reset. Therefore, we don’t see any security problem in [1].
	[TS 38.323 v16.4.0]
5.1.4	PDCP entity suspend
When upper layers request a PDCP entity suspend, the transmitting PDCP entity shall:
-	set TX_NEXT to the initial value;
-	discard all stored PDCP PDUs;
When upper layers request a PDCP entity suspend, the receiving PDCP entity shall:
-	if t-Reordering is running:
-	stop and reset t-Reordering;
-	deliver all stored PDCP SDUs to the upper layers in ascending order of associated COUNT values after performing header decompression;
-	set RX_NEXT and RX_DELIV to the initial value.

[TS 38.331 v16.5.0]
5.3.8.3	Reception of the RRCRelease by the UE
The UE shall:
***** unnecessary text omitted *****
1>	if the RRCRelease includes suspendConfig:
***** unnecessary text omitted *****
2>	indicate PDCP suspend to lower layers of all DRBs;



Proposal 1. Confirm that PDCP count is not reset in case that the UE autonomously terminates the ongoing SDT procedure and initiates RRCResume procedure.

In Case 2, the network terminates the ongoing SDT procedure by sending RRCRelease message, and then the UE initiates the RRCResume procedure with CCCH message. If the network sends RRCRelease message with suspendConfig, PDCP count is reset. If the network sends RRCRelease message to terminate the ongoing SDT procedure, the network would send a new security key in the message. Thus, there is no security issue because not only PDCP count is reset but also the security key is updated.
Proposal 2. Confirm that there is no security issue in case that the network terminates the ongoing SDT procedure and the UE initiates RRCResume procedure.

3.	Conclusion
In this document, we discuss security issues with CCCH-based approach and made proposals as following.
Proposal 1. Confirm that PDCP count is not reset in case that the UE autonomously terminates the ongoing SDT procedure and initiates RRCResume procedure.
Proposal 2. Confirm that there is no security issue in case that the network terminates the ongoing SDT procedure and the UE initiates RRCResume procedure.
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