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1. [bookmark: OLE_LINK13][bookmark: OLE_LINK14]Introduction
SA3 is studying the R17 5GFBS (Study on 5G Security Enhancement against False Base Station), which includes key issues on protection of unicast messages, i.e. RRCResumeRequest messages. SA3 is considering solution to address this issue and sends Ls to RAN2 [1] as follows:
	1	Overall description

There is one solution#17 proposing to protection RRCResumeRequest message. In this solution, when the UE initiates the RRC Resume procedure, the UE should use the whole RRCResumeRequest message, except the ResumeMAC-I/shortResumeMAC-I, as an additional input parameter to the VarResumeMac-Input part in order to calculate ResumeMAC-I/shortResumeMAC-I. The UE should send the calculated ResumeMAC-I/shortResumeMAC-I in the RRCResumeRequest message. The UE and the network negotiate/learn each other's capability/support of using the newer version of ResumeMAC-I/shortResumeMAC-I as below:
-	UE's capability is part of an RRC message (i.e., AS SMComplete).
-	gNB/ng-eNB's capability is part of a SI message (i.e., SIB1, refer to a closely related feature called useFullResumeID in SIB1).
Solution under consideration, needs to handle the backward incompatibility issue if the target gNBs (Rel-15/Rel-16) capability is not inline with the UE and the source gNB, the UE and the source gNB will not be aware of the capability of the target gNB. Therefore, the ResumeMAC-I/ShortResumeMAC-I verification may fail, as the Rel-15/Rel-16 target gNB will send limited parameters instead of entire RRCResumeRequest message to the source gNB, which will not be sufficient for the source gNB to calculate the ResumeMAC-I/shortResumeMAC-I for verification.

SA3 would like to ask RAN2 the following questions: 
1. [bookmark: _Hlk78893822]For the capability negotiation method between UE and gNB/ng-eNB as mentioned above, if there are other preferable alternatives from RAN2 perspective? 
2. Is there any mechanism for the source gNB/ng-eNB to know the target gNB/ng-eNB capabilities?
3. The possibility of specifying the solution in RAN2 specification in Rel-17 timeframe, if the solution is concluded by SA3.
2	Actions
To RAN2 
ACTION: 	SA3 kindly asks RAN2 to provide answers to the questions above.




This contribution discusses the questions from SA3 on this solution from RAN2 perspective and proposes to respond SA3 in [2]
2. Discussion
[bookmark: specNumber]Solution#17 is described in TR 33.809 as follows：

	When the UE initiates the RRC Resume procedure, the UE should use the whole RRCResumeRequest message, except the ResumeMAC-I/shortResumeMAC-I, as an additional input parameter to the VarResumeMac-Input part in order to calculate ResumeMAC-I/shortResumeMAC-I. The UE should send the calculated ResumeMAC-I/shortResumeMAC-I in the RRCResumeRequest message.
When the gNB/ng-eNB receives the RRCResumeRequest message from the UE, the gNB/ng-eNB should validate the ResumeMAC-I/shortResumeMAC-I received from the UE.
Editor's Note: The alignment of terminology for new/ older version is FFS.
Newer network use the newer version of ResumeMAC-I/shortResumeMAC-I only if supported by the UE. Otherwise the network uses the legacy version of ResumeMAC-I/shortResumeMAC-I.
Newer UE use the newer version of ResumeMAC-I/shortResumeMAC-I only if supported by both the source and target gNB/ng-eNB. Otherwise, the UE use the legacy version of ResumeMAC-I/shortResumeMAC-I.
The UE and the network negotiate/learn each other's capability/support of using the newer version of ResumeMAC-I/shortResumeMAC-I as below:
-	UE's capability is part of an RRC message (i.e., AS SMComplete).
-	gNB/ng-eNB's capability is part of a SI message (i.e., SIB1, refer to a closely related feature called useFullResumeID in SIB1).
Editor's Note: SIB indication needs to be justified.
Editor's Note: RAN2/RAN3 will be liaised for stage 3 details. They could advice if there are other preferable alternatives like UE's capability could be part of a NAS message (e.g., Registration Request) and gNB/ng-eNB's capability could be part of an RRC message (e.g., RRC release with suspendConfig).
The processing overhead of using the whole RRCResumeRequest message as input to one of NIA/EIA algorithms is expected to be minimal.




2.1. Capability negotiation between UE and gNB/ng-eNB
[bookmark: _Hlk67569068][bookmark: _Toc68197810]Capability negation for supporting solution#17 includes:
· How gNB/ng-eNB inform UE of its support of solution#17
· When UE should report its capability for applying solution#17
gNB/ng-eNB can inform UE either by SIB1 or dedicated signaling e.g., when releasing UE to RRC INACTIVE. The first one would inform all UEs camping under the gNB/ng-eNB. The second one would be delivered only to selected UEs. But, the first method is simpler. Thus,
Observation 1: gNB/ng-eNB informing UE to use the new capability is simple and effective.
A simple approach is that, if the network broadcast support of this solution, if UE also has the capability to use this solution, UE should apply this solution. If does not broadcast this capability UE should not use this solution
Therefore,
Proposal 1： When gNB/ng-eNB informs UE to use the new capability, if UE also support this capability, UE should apply this new solution
UE can report its capability to use useFullResumeID for ResumeMAC-I/shortResumeMAC-I in an RRC message (i.e., AS SMComplete) as suggests by the LS. But, this capability is to be used by UE in RRC INACTIVE mode. Before UE is released to RRC INACTIVE mode, the network can obtain the UE AS capability. The UE AS capability can contain the capabilityThat means there is no need for UE to report this capability in AS SMComplete message. Thus,
Proposal 2： [bookmark: _Hlk78893984]Existing UE capability reporting procedure is reused to report new capability  for applying solution#17.

2.2. gNB/ng-eNB capability and UE context retrieval


Figure 9.2.2.4.1-1: UE triggered transition from RRC_INACTIVE to RRC_CONNECTED

As shown in TS38.300 Figure 9.2.2.4.1-1, UE may resume to a gNB/ng-eNB which is not its last serving cell, i.e. target and source gNB/ng-eNB are different. In such case the target gNB/ng-eNB may have to first retrieve UE context from source gNB/ng-eNB.
In case source gNB/ng-eNB and target gNB/ng-eNB are neighbor, at neighbor relation establishment source and target can indicate this capability using Xn setup or Xn configuration update. In case a gNB/ng-eNB no longer want to use this capability, it can also be indicated to its neighbor using Xn configuration update. Thus,
Proposal 3： [bookmark: _Hlk78894072]Capability to use this new solution can be indicated between gNB/ng-eNB by means of Xn setup procedure, Xn configuration update procedure.
Proposal 4： RAN2 to reply to SA3 and RAN3 with draft LS reply in [2]

3. Conclusion
The observations and proposals are the following:
Observation 1: gNB/ng-eNB informing UE to use the new capability is simple and effective.

Proposal 1： When gNB/ng-eNB informs UE to use the new capability, if UE also supports this capability, UE should apply this new solution
Proposal 2： Existing UE capability reporting procedure is reused to report new useFullResumeID capability.
Proposal 3： Capability to use this new solution can be indicated between gNB/ng-eNB by means of Xn setup procedure, Xn configuration update procedure.

Proposal 4： [bookmark: _Ref71490952]RAN2 to reply to SA3 and RAN3 with draft LS reply in [2]

4. Reference
[1] [bookmark: _Ref67385807]R2-2106977, LS on Security protection on RRCResumeRequest message 
[2] [bookmark: _Hlk78808059][bookmark: _GoBack]R2-2107842, Draft LS reply on security protection on RRCResumeRequest message
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