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1	Introduction
In LTE, integrity protection in the RAN had been limited to the control plane i.e. signalling radio bearers (SRBs). To increase security, NR expanded the usage of RAN integrity protection (IP) to the user plane. In Rel-15, because IP was first assessed as a computing-intensive task, a UE capability was introduced. Then in Rel-16, mandatory support of full rate IP was introduced [R2-2008513] based on a request from GSMA [RP-200038]. This contribution discusses whether this is always required.
2	Discussion
2.1	CN Aspects
The User Plane Security Enforcement information is determined by the SMF upon PDU session establishment as described in clause 5.10.3 of TS 23.501. UP IP occurs when the policy indicates that it is either required (in which case it shall apply), or preferred (in which case it should apply).
Observation 1: the UP security policy offers some flexibility.
If the User Plane Security Enforcement information indicates that Integrity Protection is "Preferred" or "Required", the SMF also includes the UE Integrity Protection Maximum Data Rate. However, The SMF may, based on local configuration, reject the PDU Session Establishment request depending on the value of the maximum supported data rate per UE for integrity protection. As noted in 23.501:
-	Reasons to reject a PDU Session Establishment request can e.g. be that the UP Integrity Protection is determined to be "Required" while the maximum supported data rate per UE for integrity protection is less than the expected required data rate for the DN.
Observation 2: a PDU session establishment request can be rejected if the maximum supported data rate per UE for integrity protection is less than the expected required data rate.
2.2	Security Aspects
When several PDCP SDUs are carried in the same TB (and originate from the same sender), not all SDUs need to be IPed and it is enough that only one of them is. In other words, it is enough for one PDCP SDUs to be IPed in a TB for integrity protection to cover the whole content of the TB
Observation 3: not all PDCP SDUs need to be IPed for integrity protection to be effective.
2.3	Enhancements
Given the observation above, it seems beneficial to allow only a subset of PDCP SDUs to be IPed. This would effectively increase the maximum data rate up to which IP is provided, reduce power consumption and possible overheating as well as allow the RAN to benefit from the flexibility offered by the CN.
Proposal: allow a mode of operation where only a subset of PDCP SDUs are IPed.
3	Conclusion
This document has made the following observations:
Observation 1: the UP security policy offers some flexibility.
Observation 2: a PDU session establishment request can be rejected if the maximum supported data rate per UE for integrity protection is less than the expected required data rate.
Observation 3: not all PDCP SDUs need to be IPed for integrity protection to be effective.
And proposed the following to effectively increase the maximum data rate up to which IP can be provided, reduce power consumption and possible overheating as well as allow the RAN to benefit from the flexibility offered by the CN:
Proposal: allow a mode of operation where only a subset of PDCP SDUs are IPed.







