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	Reason for change:
	
In RAN2#107bis, RAN2 made the following agreements:
The EHC function is in PDCP
The EHC header is located after the SDAP header, and it is ciphered 

However, the current PDCP specification does not capture that the EHC header is ciphered. 

In Rel-15 LTE UDC, the similar issue, i.e. the UDC header is ciphered, was specified as follows:

	[bookmark: _Toc12524403][bookmark: _Toc37299454][bookmark: _Toc46494661][bookmark: _Toc52581227][bookmark: _Toc60785939][bookmark: _Toc12524450][bookmark: _Toc37299514][bookmark: _Toc46494721][bookmark: _Toc52581287][bookmark: _Toc60785999]5.6	Ciphering and Deciphering
[bookmark: _Toc12524404][bookmark: _Toc37299455][bookmark: _Toc46494662][bookmark: _Toc52581228][bookmark: _Toc60785940]5.6.0	General
The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see clause 6.3.3) and the MAC-I (see clause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see clause 6.3.3); ciphering is not applicable to PDCP Control PDUs.
6.3.3	Data
Length: Variable
The Data field may include either one of the following:
-	Uncompressed PDCP SDU (user plane data, or control plane data); or
-	Compressed PDCP SDU (user plane data only); or
-	UDC header and UDC Data Block if UDC is configured.



Given that Rel-17 NR UDC would be considered, the similar way is preferred for the ciphering of EHC header.


	
	

	Summary of change:
	To add a text “EHC header and compressed PDCP SDU if EHC is configured” to Section 6.3.3 to clarify that EHC header is ciphered. 

Impact analysis
Impacted functionality: 
Ethernet header compression

Inter-operability: 
If the network is implemented according to the CR while the UE is not, it is not clear which part of PDCP PDCP UE should cipher, i.e. the UE may not cipher the EHC header, which can cause the deciphering failure in the network side.
If the UE is implemented according to the CR while the network is not, it is not clear which part of PDCP PDCP the network should cipher, i.e. the network may not cipher the EHC header, which can cause the deciphering failure in the UE side.


	
	

	Consequences if not approved:
	It is not clear whether to cipher the EHC header in the current PDCP specification, which may cause unnecessary deciphering failure.
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[bookmark: _Toc12616377][bookmark: _Toc37127004][bookmark: _Toc46492120][bookmark: _Toc46492228][bookmark: _Toc67904089]6.3.3	Data
Length: Variable
This field includes one of the followings:
-	Uncompressed PDCP SDU (user plane data, or control plane data);
-	Compressed PDCP SDU (user plane data only);
-	EHC header and compressed PDCP SDU if EHC is configured.
<End of modification>

