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1. [bookmark: _Toc18413600][bookmark: _Toc18403966][bookmark: _Toc18404533]Introduction
In R2-2106977, RAN2 received an LS from SA3 about security protection of RRCResumeRequest. In this tdoc, we discuss some of the issues raised in this LS and propose a possible reply to SA3. 

2. On the questions raised in SA3 LS
In addition to the above, SA3 say the following: 
	The UE and the network negotiate/learn each other's capability/support of using the newer version of ResumeMAC-I/shortResumeMAC-I as below:
-	UE's capability is part of an RRC message (i.e., AS SMComplete).
-	gNB/ng-eNB's capability is part of a SI message (i.e., SIB1, refer to a closely related feature called useFullResumeID in SIB1).
…
For the capability negotiation method between UE and gNB/ng-eNB as mentioned above, if there are other preferable alternatives from RAN2 perspective? 
1. Is there any mechanism for the source gNB/ng-eNB to know the target gNB/ng-eNB capabilities?
2. The possibility of specifying the solution in RAN2 specification in Rel-17 timeframe, if the solution is concluded by SA3.
3. The possibility of specifying the solution in RAN2 specification in Rel-17 timeframe, if the solution is concluded by SA3.



It seems SA3 assume that the network capability needs to be broadcast in the system information for this new feature. However, it should be noted that the gNB that performs the verification of the resumeMAC-I is not (necessarily) the gNB where the UE performs actual RRCResume. Infact, the security token is verified in the anchor gNB whilst the RRCResumeRequest may be sent in the target gNB (which may or may not be the same as the anchor gNB). On the other hand, the anchor gNB will be aware of the UE capability and would have provided the UE INACTIVE AS context in the first place. Thus, there should be no issue with verifying the UE security token at the anchor gNB as long as the UE and the anchor gNB support the new feature. Thus, the only change required in RAN2 would be to configure the UE with the new mechanism for generating the resumeMAC-I and this can be done using dedicated signalling (i.e. including an indication in the RRCRelease message). 
Observation 1: The anchor gNB (i.e. the gNB that would have generated the preceding RRCRelease message) would also verify the security token coming from the UE. Thus, the anchor gNB can configure the UE to use the new security mechanism (e.g. by including an indication in the dedicated message – e.g. in the RRCRelease message). Hence, this doesn’t need an SIB indication or a new mechanism to negotiate the capability between UE and gNB or between gNBs. 
3. Security protection of resumeCause
Until Rel-16, the RRCResumeRequest contains a security token ResumeMAC-I which is calculated using the KRRCint key in the UE Inactive AS Context and the previously configured integrity protection algorithm along with the following input: 
· sourcePhysCellId
· targetCellIdentity 
· source-c-RNTI
· COUNT, BEARER and DIRECTION set to binary ones 
However, RRCResumeRequest contains additional information, specifically, the following: 
· resumeIdentity
· resumeCause
Currently the security of the CCCH message is tied to the fact that the CCCH message is not repeated by the UE unless there is an explicit RRCReject from the network. Thus, unless the network has sent an RRCReject message, the network could discard the repeated CCCH message coming from a given UE. With the new approach, it seems SA3 intends to cover the case where even if the CCCH message is repeated with a new resumeCause, the potential attacker would not be able calculate the resumeMAC-I. However, it should be noted that not all information that is critical for protecting the ongoing resume procedure is included in the resumeCause. Specifically, the following information is included in the RACH (which precedes the RRCResumeRequest (and would not be protected by the new mechanism being designed by SA3 anyway): 
· Until Rel-16:
· Selected SSB
· CFRA or CBRA cause 
· Payload size
· Random access type
· Rel-17 onwards:
· RAN slice information
· SDT Cause
· REDCAP indication
· Coverage extension indication
Since the information included in the RACH (specifically the information highlighted above) is still not covered by the new resumeMAC-I being designed by SA3, a potential attacker can still repeat the RRCResumeRequest (with the same resumeCause) and send it over a different RACH resource and impact the ongoing resume request for a genuine UE. Thus, it seems the intended security protection for RRCResumeRequest would still need to rely on the fact that no repetition is allowed for the RRCResumeRequest (unless there is an RRCReject from the network). 
Observation 2: Additional information related to the RRCResume procedure is conveyed to the network via the RACH resource and this information is not protected even if entire contents of the RRCResumeRequest as proposed in SA3 solution is covered by the rrcResumeMAC-I. The e.g. information that is not included in the RRCResumeRequest (but is part of the overall resume procedure) includes the following (Until Rel-16: Selected SSB, Payload size and Rel-17 onwards: RAN slice information, SDT cause, REDCAP indication, Coverage extension indication). 
4. Conclusion and proposals
The following observations are made in this tdoc: 
Observation 1: The anchor gNB (i.e. the gNB that would have generated the preceding RRCRelease message) would also verify the security token coming from the UE. Thus, the anchor gNB can configure the UE to use the new security mechanism (e.g. by including an indication in the dedicated message – e.g. in the RRCRelease message if both the anchor gNB and the UE support the new features). Hence, this doesn’t need an SIB indication or a new mechanism to negotiate the capability between UE and gNB or between gNBs. 
Observation 2: Additional information related to the RRCResume procedure is conveyed to the network via the RACH resource and this information is not protected even if entire contents of the RRCResumeRequest as proposed in SA3 solution is covered by the rrcResumeMAC-I. The e.g. information that is not included in the RRCResumeRequest but is conveyed as part of the overall procedure using the RACH resource includes the following (Until Rel-16: Selected SSB, Payload size and Rel-17 onwards: RAN slice information, SDT cause, REDCAP indication, Coverage extension indication). 
Proposal 1: Based on the above, we propose to reply to SA3 as follows: 
--------- Reply to SA3 ---------
RAN2 would like to thank SA3 for the LS on security protection on RRCResumeRequest message. 
For the SA3 questions RAN2 would like to provide the following answers: 
1. For the capability negotiation method between UE and gNB/ng-eNB as mentioned above, if there are other preferable alternatives from RAN2 perspective? 
2. Is there any mechanism for the source gNB/ng-eNB to know the target gNB/ng-eNB capabilities?
RAN2 answer to Q1 and Q2: The anchor gNB (i.e. the gNB that would have generated the preceding RRCRelease message) would also verify the security token coming from the UE. Thus, the anchor gNB can configure the UE to use the new security mechanism (e.g. by including an indication in the dedicated message – e.g. in the RRCRelease message if both the anchor gNB and the UE support the new feature). Hence, this doesn’t need an SIB indication or a new mechanism to negotiate the capability between UE and gNB or between gNBs.

3. The possibility of specifying the solution in RAN2 specification in Rel-17 timeframe, if the solution is concluded by SA3.
RAN2 answer to Q3: As noted above, RAN2 can specify an additional indication in the RRCRelease message to indicate the UE to use the new mechanism to generate the ResumeMAC-I upon next RRCResume. This work is feasible within Rel-17 time frame. 
However, RAN2 would like to point out that additional information related to the RRCResume procedure is conveyed to the network via the RACH resource and this information is not protected even if entire contents of the RRCResumeRequest as proposed in SA3 solution is covered by the rrcResumeMAC-I. The e.g. information that is not included in the RRCResumeRequest but is conveyed as part of the overall procedure using the RACH resource includes the following: 
· Until Rel-16: Selected SSB, Payload size and 
· Rel-17 onwards: RAN slice information, SDT cause, REDCAP indication, Coverage extension indication).  
RAN2 respectfully requests SA3 to take the above information into consideration. 

--------- End of Reply to SA3 ---------







