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1	Introduction
[bookmark: _Ref178064866]The issue about the handling of unknown and reserved values in the BAP header was addressed in the last RAN2#113 meeting in the offline discussion [1]. The following conclusion was reached:
[image: ]
As captured in the chairman minutes, it is important to have clear extension principles in our UP specifications, such as MAC, RLC, PDCP, MAC to avoid problems of forward compatibility with future releases of the same specification. Hence, we believe that is worthwhile to discuss this issue once more, in order to better assess whether it is better to address this problem in the BAP specification now in Rel.16, or via proper configuration in a later release.
In the following, it is described again the issue previously presented in [2].
According to the Rel.16 BAP specification, when an IAB node receives a BAP PDU with a BAP header containing reserved or unknown values, the IAB node shall discard the received BAP PDU.
In case RAN2 decides in future releases, e.g. Rel.17, to enhance the BAP header and include new fields or use some of the currently reserved fields, the present functionality would imply that an “old” Rel.16 IAB node, which receives a BAP PDU from a “new” IAB node, would discard the BAP PDU if its BAP header contains value which appear as reserved or unknown to the old IAB node.
The objective of this contribution is to raise the attention on this BAP packet discarding functionality and to discuss whether the scenario of an IAB network consisting of a mixture of “old” and “new” IAB nodes which can relay BAP PDUs between each other is a valid/common scenario from a deployment perspective. It is then discussed whether 3GPP specifications should take into account this problem in Rel.16 or in future releases.
2	Discussion
According to the existing Rel.16 BAP specification TS 38.340, when an IAB node receives a BAP PDU with a BAP header containing reserved or unknown values, the IAB node shall discard the received BAP PDU. Similarly, the BAP PDU is discarded if its BAP address is unknown to the IAB node, i.e. the BAP address indicated in the BAP header is not the BAP address of the IAB node and it does not appear in the BH routing table either.

	From Rel.16 TS 38.340:
[bookmark: _Toc46491332][bookmark: _Toc52580796][bookmark: _Ref58857391][bookmark: _Ref58857395][bookmark: _Ref58857399][bookmark: _Ref58857403]5.5	Handling of unknown, unforeseen, and erroneous protocol data
When a BAP PDU that contains reserved or invalid values or contains a BAP address which is not included in the configured BH Routing Configuration and is not the BAP address of this node is received, the BAP entity shall:
-	discard the received BAP PDU.




In Rel.16, the event of an IAB node receiving a BAP PDU with a BAP header containing reserved or invalid values should be considered as an error case, since all IAB nodes in the network shall be capable to transmit and decode a BAP PDU compliant with the Rel.16 BAP specification. Hence, if for some reasons, an IAB node receives a BAP PDU containing reserved or unknown values, the BAP PDU shall be discarded. 
[bookmark: _Toc71573325]According to Rel.16 BAP specification, if an IAB node receives a BAP PDU with a BAP header containing reserved or invalid values, it will discard the BAP PDU.
However, this present functionality would also imply that if the BAP header is enhanced in future releases, e.g. new fields are introduced in the BAP header or some of the currently reserved values are used, an “old” Rel.16 IAB node that receives such enhanced BAP PDU from a new IAB node would discard the packet. That could happen for example if RAN2 decides to introduce new features that imply an enhancement of the current BAP header.
Let´s for example consider the scenario in Figure 1 which depicts an IAB network consisting of “new” and “old” Rel.16 IAB nodes. Considering the downstream, the “old” Rel.16 IAB node 2, is the next hop for the “new” IAB node 1 and hence it receives BAP PDUs from it. Let´s then assume that the IAB node 1 includes in the BAP header of the BAP PDU a certain new field reflecting a certain new feature that the IAB node 1 can support. Such new field could be understood by the IAB node 3, but unfortunately this BAP PDU will never reach the IAB node 3, since the “old” IAB node 1 would discard it, as per Rel.16 TS 38.340.
Obviously, the same issue would be present also for the upstream, i.e. whenever an “old” Rel.16 IAB node is the next hop for a “new” IAB node.
[bookmark: _Ref60733214][bookmark: _Toc71573326][bookmark: _Ref58831998]In case RAN2 decides in a future release to support new features that imply enhancements to the BAP header, it might happen that a “new” IAB node uses such new features that are not supported by a peer receiving “old” IAB.
[bookmark: _Toc71573327][bookmark: _Ref60738809][bookmark: _Ref60738831][bookmark: _Ref60738848][bookmark: _Ref60738860][bookmark: _Ref60738870][bookmark: _Ref60738886][bookmark: _Ref60738899][bookmark: _Ref60738915]The issue in Observation 2 would result in the “new” IAB node transmitting a BAP PDU with a BAP header containing fields that a peer receiving “old” IAB node would consider as reserved or invalid. Upon reception, the “old” IAB node would discard such BAP PDU, as per current Rel.16 specification.  
It is difficult at the moment to foresee how, when and if the BAP header will be really enhanced, even though there are already proposals in the Rel.17 WI that hint on possible enhancements to the BAP header for enhancing IAB performances. In any case, RAN2 cannot exclude that enhancements to the BAP header may be possible in a future IAB release.
 


[bookmark: _Ref58776637]Figure 1: IAB network made up of a mixture of “old” Rel.16 and “new” IAB nodes. 

Hence, RAN2 should discuss whether there is the need to address this issue in current of future specification.
[bookmark: _Toc71573333]RAN2 to discuss whether specification work (in Rel.16 or in a future release) is required to solve the issue observed in Observation 3, i.e. an “old” Rel.16 IAB node would discard a BAP PDU received from a “new” IAB node if the “new” IAB node sets some fields in the BAP header that appear as reserved/invalid at the “old” IAB node.
[bookmark: _Ref58857464]2.1 CU configuration
One approach would be for example to let the donor CU configure the IAB nodes with the BAP header version they should adopt, based on the path a certain BAP packet is following. This would imply to allow the CU to configure the IAB nodes with a certain set of features that can be supported also by the other IAB nodes in the path. 
For example, if the BAP packet is traversing a Rel.16 “old” IAB node, then the “new” IAB node of the previous hop should not use the new BAP header format. Otherwise, if all the IAB nodes traversed are “new”, then the new BAP header can be used. In this way, the receiving IAB node will always be able to decode the received BAP PDU, and no packet discard will occur.
[bookmark: _Ref58857577][bookmark: _Toc71573328]One approach to fix the issue observed in Observation 3 is to let the CU provide the “new” IAB node with the BAP header formats it can use depending on the path/destination of a BAP PDU. This implies allowing the CU to configure an IAB node with a set of features included in the BAP header that a peer receiving IAB node supports.
[bookmark: _Ref58857471]2.2 Avoid BAP PDU discarding
An alternative approach is to allow the “old” Rel.16 IAB node to just relay the BAP PDU to the next hop without discarding the packet. In fact, already according to the existing specification, an intermediate IAB node is not required to inspect other fields than the DESTINATION and PATH fields, i.e. the BAP routing ID, which are instrumental to determine if the IAB node is the access IAB node and to map the packet to a proper egress link and BH RLC channel. 
In particular, as shown below, TS 38.340 envisages two methods for passing BAP PDUs from the receiving part to the transmitting part of the BAP entity:

	From TS 38.340:
In the example of Figure 4.2.2-1, the receiving part on the BAP entity delivers BAP PDUs to the transmitting part on the collocated BAP entity. Alternatively, the receiving part may deliver BAP SDUs to the collocated transmitting part. When passing BAP SDUs, the receiving part removes the BAP header and the transmitting part adds the BAP header with the same BAP routing ID as carried on the BAP PDU header prior to removal. Passing BAP SDUs in this manner is therefore functionally equivalent to passing BAP PDUs, in implementation. The following specification therefore refers to the passing of BAP Data Packets.


Figure 4.2.2-1. Example of functional view of BAP sublayer





[bookmark: _Toc71573329]From Rel.16 BAP perspective, only the DESTINATION and PATH fields in the BAP header need to be decoded correctly, in order to ensure proper BH routing operations.
So from the above reasoning, as long as the DESTINATION/PATH fields can be correctly decoded by a Rel.16 IAB node, it seems that there are no strong technical reasons to require an IAB intermediate node to discard a received BAP PDU, even if that includes some unknown/reserved fields. In fact, even if the BAP PDU would contain some unknown/reserved fields that would not affect the functionalities neither of the receiving part nor of the transmitting part of the BAP entity. The receiving part just needs to read the DESTINATION/PATH and ignore the unknown/reserved fields, i.e. without stripping-off or manipulate those fields. The transmitting part just needs to check again the DESTINATION/PATH fields to determine the egress link and the BH RLC channel, and it can also ignore those unknown/reserved fields. 
The only case in which the received BAP PDU should be discarded is when the IAB node is the IAB access node. In fact, in such case, the IAB node should pass to upper layers only the DATA part of the BAP PDU, but unfortunately if IAB node cannot comprehend all the fields of the BAP header, it is not possible for the IAB node to properly separate the BAP header from the DATA part. 
[bookmark: _Ref58858044][bookmark: _Toc71573330]An alternative approach to fix the issue observed in Observation 3 is to avoid the IAB node discarding a received BAP PDU if it contains unknown/reserved values, as long as the DESTINATION/PATH fields can be decoded, and the IAB node is not an IAB access node for the BAP PDU.
The above principle is essentially the same to what it is already done in LTE specification, i.e. for MAC PDU received in the MCH, since obviously for broadcast traffic, it cannot be guaranteed that all the data received in the broadcast channel can be understood by all UEs in the cell.
	From TS 38.321:
When a MAC entity receives a MAC PDU on MCH containing reserved values, or on DL-SCH containing reserved values for G-RNTI or SC-RNTI, or on SL-SCH, the MAC entity shall:
-	ignore the MAC PDU subheaders containing reserved values and the corresponding MAC SDUs;
-	in the MAC control elements, ignore the fields containing reserved values and the fields associated with the fields containing reserved values.




2.3 Summary
In conclusion, in order to fix the problem observed in Observation 3, we see two possible solutions which were presented in Section and in Section.
· Pros of the solution proposed in Observation 4 is that it does not require any change to the Rel.16 specifications. If RAN2 will decide in a future release to introduce a new BAP header format, then the CU should provide the IAB node with the necessary information on the version of the BAP header formats the IAB node should use, depending on the version of the IAB node at the next hop. That would basically imply the CU configuring the IAB node with a set of features affecting the BAP header that a receiving IAB node can understand.
Cons of this solution is that if a “new” IAB node has an “old” IAB node at the next hop, then the “new” IAB node cannot fully exploit its functionalities. In other words, that implies that both transmitter and receiver must support and be configured with the same functionality so both ends can understand the headers. 
For example, considering the example in Figure 1, RAN2 may introduce a new feature that the IAB node 1 could use to aid the IAB node 3 operations. Unfortunately, with this solution such feature cannot be used since the IAB node 1 will be configured to always transmit BAP PDU with the Rel.16 BAP header when transmitting to the IAB node 2.
· Pros of the solution proposed in Observation 6 is that it allows a new IAB node to fully exploit its functionalities without causing any packet losses due to the presence of old Rel.16 IAB nodes.
Cons of this solution is that it requires changes to the Rel.16 specification which needs to be forward-compatible with respect to possible changes to the BAP header format. For this solution, we provide a CR in [3].
[bookmark: _Ref58858606][bookmark: _Toc71573334]In order to fix the problem observed in Observation 3, RAN2 to consider one of the following approaches:
a. [bookmark: _Ref58858589][bookmark: _Toc71573335]The CU provides the “new” IAB node with the BAP header format it can use depending on the path/destination of a BAP PDU, i.e. the CU configures the IAB node such that the BAP header can be understood by a peer receiving IAB node. No changes to Rel.16 spec are needed.
b. [bookmark: _Ref58858689][bookmark: _Toc71573336]Avoid the IAB node discarding a received BAP PDU if it contains unknown/reserved values, as long as the DESTINATION/PATH fields can be decoded, and the IAB node is not an IAB access node for the BAP PDU. Changes to Rel.16 spec. are needed (see CR in [3] for the possible changes required).
[bookmark: _Toc71573331]Pros of Proposal 2a is that it does not require changes to Rel.16 spec. Cons is that a “new” IAB node cannot fully exploit its new functionalities when the IAB node of the next hop is an “old” Rel.16 IAB node, since both transmitter and receiver must support and be configured with the same functionalities.
[bookmark: _Toc71573332]Pros of Proposal 2b is that it allows a “new” IAB node to fully exploit its new functionalities without causing any packet discards at the “old” IAB node of the next hop. Cons is that it requires changes to Rel.16 specification (see CR in [3] for the possible changes required).
3	Conclusion
In the previous sections we made the following observations: 
Observation 1	According to Rel.16 BAP specification, if an IAB node receives a BAP PDU with a BAP header containing reserved or invalid values, it will discard the BAP PDU.
Observation 2	In case RAN2 decides in a future release to support new features that imply enhancements to the BAP header, it might happen that a “new” IAB node uses such new features that are not supported by a peer receiving “old” IAB.
Observation 3	The issue in Observation 2 would result in the “new” IAB node transmitting a BAP PDU with a BAP header containing fields that a peer receiving “old” IAB node would consider as reserved or invalid. Upon reception, the “old” IAB node would discard such BAP PDU, as per current Rel.16 specification.
Observation 4	One approach to fix the issue observed in Observation 3 is to let the CU provide the “new” IAB node with the BAP header formats it can use depending on the path/destination of a BAP PDU. This implies allowing the CU to configure an IAB node with a set of features included in the BAP header that a peer receiving IAB node supports.
Observation 5	From Rel.16 BAP perspective, only the DESTINATION and PATH fields in the BAP header need to be decoded correctly, in order to ensure proper BH routing operations.
Observation 6	An alternative approach to fix the issue observed in Observation 3 is to avoid the IAB node discarding a received BAP PDU if it contains unknown/reserved values, as long as the DESTINATION/PATH fields can be decoded, and the IAB node is not an IAB access node for the BAP PDU.
Observation 7	Pros of Proposal 2a is that it does not require changes to Rel.16 spec. Cons is that a “new” IAB node cannot fully exploit its new functionalities when the IAB node of the next hop is an “old” Rel.16 IAB node, since both transmitter and receiver must support and be configured with the same functionalities.
Observation 8	Pros of Proposal 2b is that it allows a “new” IAB node to fully exploit its new functionalities without causing any packet discards at the “old” IAB node of the next hop. Cons is that it requires changes to Rel.16 specification (see CR in [3] for the possible changes required).

Based on the discussion in the previous sections we propose the following:
Proposal 1	RAN2 to discuss whether specification work (in Rel.16 or in a future release) is required to solve the issue observed in Observation 3, i.e. an “old” Rel.16 IAB node would discard a BAP PDU received from a “new” IAB node if the “new” IAB node sets some fields in the BAP header that appear as reserved/invalid at the “old” IAB node.
Proposal 2	In order to fix the problem observed in Observation 3, RAN2 to consider one of the following approaches:
a.	The CU provides the “new” IAB node with the BAP header format it can use depending on the path/destination of a BAP PDU, i.e. the CU configures the IAB node such that the BAP header can be understood by a peer receiving IAB node. No changes to Rel.16 spec are needed.
b.	Avoid the IAB node discarding a received BAP PDU if it contains unknown/reserved values, as long as the DESTINATION/PATH fields can be decoded, and the IAB node is not an IAB access node for the BAP PDU. Changes to Rel.16 spec. are needed (see CR in [3] for the possible changes required).

4	References
[bookmark: _Ref174151459][bookmark: _Ref189809556][bookmark: _Ref67946754][bookmark: _Ref68009021]R2-2102397, Report of [022] IAB] User Plane (vivo), RAN2#113
[bookmark: _Ref68010213]R2-2101452, Handling of Unknown and Reserved Values in the BAP Header, Ericsson, RAN2#113
[bookmark: _Ref71573291]R2-2106027, Corrections to the handling of unknown, unforeseen, and erroneous protocol data, Ericsson, RAN2#114-e
	4/4	
image1.png
R2:2101452 Handiing of Unknown and Reserved Values in the BAP Header  Ericsson

NR_IAB-Core
451146
- [Rev1] Chairman comment: iportant to have clear extension principles_Even though for UP

‘compatibilty can be handled by confiquration.for easy extension. R2 frequently anyway apply B.
iLe_ignore non-recognized information

= [022] Noted

= [022] The scenario in which a Rel.16 IAB is the next hop for an IAB node of a future
release is possible.

=> [022] No enhancements at this moment (not needed, or can be specified when necessary)
| forthe ssue brought up by R2:2101452.




image2.emf
͟new͟�

IAB node

 3

UE

1

UE

2

UE

4

UE

6

UE

7

UE

8

UE

9

͟new͟�IAB node 1

UE

3

UE

5

Donor 

IAB 

node

 1

͟old͟�Rel.16 

IAB node 2


Microsoft_Visio_Drawing.vsdx



”new” IAB node 3
UE1
UE2

UE4
UE6
UE7
UE8
UE9








”new” IAB node 1


UE3
UE5

Donor IAB node 1

”old” Rel.16 IAB node 2



image3.emf
Transmitting part of BAP sublayer

 

 

 

 

Receiving part of BAP sublayer

Determine BAP 

address and Path ID

Routing

Mapping to BH RLC channel

Remove 

BAP header

Determine if to deliver to upper 

layers or to the transmitting 

part of BAP sublayer 

From receiving part of 

BAP sublayer on same node

To upper layers

(IAB-donor-DU and IAB-MT only)

To transmitting part of 

BAP sublayer on same node

From upper layers

(IAB-donor-DU and IAB-MT only)

Egress BH RLC channel Ingress BH RLC channel

Add BAP 

header

IAB-DU/IAB-Donor-DU or IAB-MT IAB-MT or IAB-DU/IAB-Donor-DU

Radio Interface (Uu)


Microsoft_Visio_Drawing1.vsdx
Transmitting part of BAP sublayer




Receiving part of BAP sublayer
Determine BAP address and Path ID

Routing
Mapping to BH RLC channel
Remove BAP header
Determine if to deliver to upper layers or to the transmitting part of BAP sublayer
From receiving part of 
BAP sublayer on same node
To upper layers
(IAB-donor-DU and IAB-MT only)
To transmitting part of 
BAP sublayer on same node
From upper layers
(IAB-donor-DU and IAB-MT only)
Egress BH RLC channel
Ingress BH RLC channel
Add BAP header
IAB-DU/IAB-Donor-DU or IAB-MT
IAB-MT or IAB-DU/IAB-Donor-DU
Radio Interface (Uu)



