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1. [bookmark: _Toc18413600][bookmark: _Toc18403966][bookmark: _Toc18404533]Introduction
The details of CCCH solution vs DCCH solution for indicating non-SDT data arrival during SDT phase are discussed further in this contribution. The goal is to identify any open issues for both the solutions so that we are ready to implement one of the solutions as soon as the relevant responses from CT1 and SA3 are received (i.e. the discussion in this tdoc for CCCH and DCCH solutions is orthogonal to the feedback from SA3/CT1). Further some other open issues for control plane are also discussed.   
2. Open issues for DCCH based solution
When data arrives for non-SDT RBs, then the UE needs to indicate this to the network so that the network can trigger the normal resume. In case of the DCCH solution, the RRC layer can include the DCCH message as soon as the data for non-SDT bearers arrives. This can be implemented in two ways: 
Option 1: Upper layers trigger new request for UE to move to RRC_CONNECTED state: 
In this case, the RRC can generate a DCCH message up on receiving such trigger from upper layers and submit to the lower layers.
Option 2: No explicit trigger from upper layers but the data is provided to lower layers for transmission over non-SDT bearers
Also in this case, the RRC can generate a DCCH message upon detecting data arrival for transmission over non-SDT radio bearers. 

Based on the above, regardless of the response from CT1, it can be seen that a DCCH message can be sent to lower layers and can be submitted to the lower layers for transmission. 
Proposal 1: In case of DCCH solution, regardless of the behaviour at NAS (i.e., regardless of whether a new trigger for transitioning to RRC_CONNECTED is received from NAS or not), the lower layers can generate a DCCH message upon arrival of non-SDT data bearers during SDT
Once the DCCH message is generated by RRC, it will be submitted to MAC layer and then the MAC will send it in UL as soon as the UL resource is available to transmit this message. There was some discussion on the timing of the arrival of the DCCH message. The following cases can happen: 
Case 1: DCCH message is submitted to lower layers before contention resolution: 
In this case, the CCCH message has been generated and submitted to MAC, and the DCCH message is generated by RRC before contention resolution. However, since the RACH procedure triggered by the CCCH message is still ongoing, the UE, according to the current MAC spec will first complete the RACH procedure. Upon completion of the RACH procedure, the UE can transmit the DCCH message (if there is an UL grant) or can trigger a new scheduling request (i.e., RACH if there is no UL grant) and transmit the DCCH message later. 
Case 2: DCCH message is submitted to lower layers after contention resolution
In this case, there is no issue and the UE simply transmits the DCCH message in UL if a grant is available or will trigger a RACH if there is no UL grant. 
Note that both in case 1 and case 2 if there is no UL grant a RACH may be triggered, but even with the CCCH based solution the RACH will be triggered anyway. So, from this perspective, there is no difference between CCCH and DCCH solution. However, one advantage of the DCCH solution is that unnecessary RACH will be avoided if there is an UL grant. 
Proposal 2: In case of DCCH based solution, if DCCH message is submitted to lower layers before contention resolution, the UE simply waits for contention resolution and transmits the DCCH afterwards. If DCCH message is submitted to lower layers after contention resolution, then it will be transmitted in the next available UL resource (reusing the existing LCP rules etc) – again no changes are needed in MAC for this. 
Another question raised in [1] is whether there is any issue if the DCCH indication is generated but not transmitted by the lower layers within the same SDT procedure. For this to happen however, the SDT procedure should be terminated before the triggered DCCH message is sent. This can happen if the network sends RRCRelease message before the transmission of DCCH message by the lower layers. However, this is not an issue. Firstly, it should be noted that this can already happen today (i.e., UE is in connected mode with some pending UL data which is generated and sent to MAC, but before it is transmitted the UE receives RRCRelease message). However, in this case, the lower layers will indicate RRCRelease to upper layers and since there is pending data, the NAS will trigger a new RRCResume procedure anyway. Thus, a new RRCResume triggered by upper layers can be used for this purpose and since RRCRelease has been received, there is no problem with sending the second CCCH message using the updated security material. Since the previous SDT session has terminated anyway, sending a new CCCH message to initiate next session comes with no additional complexity. 
Proposal 3: If the SDT session is terminated before reception of the DCCH message, then a new RRCResume/RRCSetup procedure will be triggered by the upper layers (since the UE moves to INACTIVE/IDLE whilst there is pending data/NAS procedure) – again no change is needed for handling this scenario either
3. Open issues for CCCH based solution
If CT1 confirms that a second request for RRCResume is triggered by NAS and if SA3 confirms that this is fine from security perspective, then CCCH based solution can be considered to be feasible from RAN2 perspective. The CCCH message contains the I-RNTI and the resumeMAC-I. Currently, when the CCCH message is received at the target gNB, the CCCH message is forwarded to the source gNB and the source gNB performs the verification of the UE, generates new keys and transfers these keys to the target gNB. In case of the CCCH based solution, we need to understand whether the same procedure is repeated a second time or whether a new procedure will be needed for this. This is shown in the Figure 1 below: 


[bookmark: _Ref71216672]Figure 1: Key generation after the second CCCH message
So, based on the above procedure, the following needs to be clarified: 
Q1: After receiving the second RRCResumeReq from the same UE, will the anchor gNB generate another new KgNB associated with the same target gNB? 
· If the answer to the above question is Yes (i.e., a new key will be generated), then we have to understand the details of how the second key should be generated
· Will the new key be generated using the same NCC? i.e., horizontal key derivation using the same NCC, same PCI/ARFCN (i.e., the UE is resuming again in the same cell)?
· Note that from RRC perspective, the UE shall derive a new KgNB too in this case
· If the answer to the above question is No (i.e., new key will not be generated), then there is no need to include the KgNB in step 10 (i.e., UEContextResp message may exclude target_KgNB2 for the second resume)
· Note in this case, the UE will continue to use the previous key, however, in this case, we need to confirm whether PDCP COUNT will be reset for SRBs and DRBs before sending the second RRCResume message or not. If the COUNTs are rest (i.e. PDCP reestablishment), then the same key and same count may be reused after the UE moves to RRC_CONNECTED state and we need to clarify how this can be prevented. 
Q2: Will the second RRCResumeReq (i.e., in step 7) be routed to the old anchor gNB regardless of anchor relocation or not?
· With current procedure, in case of anchor relocation, the UE context is moved to the new anchor node and path-switch will be performed. However, since the I-RNTI still points to the old anchor gNB, even after the anchor relocation, it seems the second CCCH message in step 7 of Figure 1 is still routed to the original anchor gNB. It needs to be confirmed whether this is the common understanding or not. 
· If it is agreed that the second CCCH message is routed to the old anchor gNB even in the case of anchor relocation, then we need to ask RAN3 to implement a new procedure for this (i.e. the original anchor node to retain the UE context even after anchor relocation is performed for SDT, until the SDT session is completed)
· If the common view is that the second CCCH message is not routed to the old anchor (i.e. it is processed in the new anchor), then RAN2 needs to check whether this understanding is correct or not with RAN3
Based on the above, RAN2 is requested to discuss the following: 
Proposal 4: In case of CCCH solution, RAN2 should discuss the following options for key generation after the second CCCH message is sent: 
· Option 1: New key is generated by the anchor gNB and is sent to the target gNB (similar procedure as normal resume), but this new key is generated using horizontal key generation (i.e. reusing the NCC, same physical cell ID etc) 
· Option 2: New key is not generated by the anchor gNB (but the anchor gNB indicates whether the UE is verified or not based on the received resumeMAC-I)
· In this case does the PDCP COUNT continue after the second RRCResume or will they be reset? 
· If the PDCP COUNTs are rest, how to prevent reuse of same key with same count?
· Inform RAN3 that a new procedure is needed (i.e., UE context response without including KgNB) 
Proposal 5: In case of CCCH solution, RAN2 should discuss and agree one of the following options for routing of the second CCCH message: 
· Option 1: second CCCH message is also routed to the same anchor gNB (regardless of the anchor relocation or not)
· Option 2: second CCCH message is processed in the target gNB (regardless of the anchor relocation or not)
· Depending on the option chosen, RAN3 should be informed to see if this is feasible
4. Failure detection and recovery
4.1. Failure detection
The triggers for failure detection during SDT phase may include the following: 
· Expiry of T319-like (or a new) timer
· Cell reselection during SDT
· RLC max retransmissions reached
· Etc
During the SDT phase failure may be detected for a number of reasons. Currently, in case of RACH, the failure detection is based on the T319 timer and similar approach can be adopted for both RA-SDT and CG-SDT. However, one question is whether the T319 timer needs to be extended and if so, by how much. In general, the target should be to cover the round-trip time for any response messages in the other direction and to allow sufficient time for the subsequent data transfer phase. The round-trip time in general for typical applications is only in the order of a few 100s of milli seconds anyway. Thus, an extended T319 in the order of a few seconds would be more than sufficient to handle the RA-SDT phase. We propose to cover the range up to 10 sec. As in legacy, the extended T319 timer should cover the time between the first UL message and the RRC response message (i.e. either RRCRelease or RRCResume) in DL. 
The other alternative to the above is to use a new mechanism such as using a new timer which is restarted after each SDT UL/DL packet. However, such a mechanism will in theory extend the SDT phase indefinitely and as such is not the main target scenario for small data transmissions (which is meant to be for small and infrequent data bursts). Given the above, we think there should be an overall upper bound on the SDT phase and an extended T319 like timer should be used to control this. 
Proposal 6: A new extended T319 like timer is used for failure detection and the value of this timer is configurable (up to 10 s) 
4.2. Failure recovery 
When failure occurs in the same cell during the SDT after the initial UL message is transmitted, then we need to discuss the UE behaviour a bit further. The relevant failures here are: 
a) RLC trans-max reached
b) Cell reselection happens
c) Expiry of the failure detection timer
As discussed at RAN2#113bis-e, there are two options for handling this failure: 
1) UE moves to IDLE mode and NAS recovery is performed (same as legacy)
2) UE stays in INACTIVE state and initiates a new resume procedure
For the same cell case, whether a new RRCResume can be triggered or not will depend on the SA3 input and further discussion above in section 2 and section 3. 
For the different cell case (i.e. cell reselection), in the table below, we look at the implications of each of the approach above
	Handling of cell reselection during SDT

	 
	Move to IDLE
	New Resume

	UP handling and data loss
	☹ Data loss cannot be prevented

	😊 Data loss can be prevented by using PDCP level reestablishment

	Security handling
	- AS security is discarded and new security context is created via NAS recovery
😊 No impact to SA3
	- a new key shall be derived for the new cell (using the same NCC and the kgNB stored in the UE inactive context, but using the new PCI/ARFCN

- Note that if the UE reselects to the previous cell again, the same key will be generated and key reuse may happen. This needs some more discussion. 


	RAN3 impacts
	😊 No impacts to RAN3
	- In case of anchor relocation, if the Resume procedure is used, then the old anchor node will receive the new RRCResumeRequest and may not have the UE context since this has been relocated to the new target gNB. Some impact to RAN3 hence will result from this approach and RAN3 should be made aware of this if we go this way



Based on the above, the following proposal is made: 
Proposal 7: If SA3 agrees to the reuse of NCC and I-RNTI in a different cell then the solution for cell reselection case works as follows: 
· The RRCResumeRequest is routed to the old anchor gNB and the old anchor gNB shall be able to verify the UE and generate new keys irrespective of whether anchor relocation and path switch happens before in the SDT session – needs to be checked with RAN3
· The new key is derived for the new cell (using the same NCC and the KgNB in the stored UE inactive context, but using new PCI/ARFCN)
· PDCP based recovery mechanism is used to recover the lost/unacknowledged data whilst the UE Stays in RRC_INACTIVE state
5. Support of RRC-Less
At RAN2#111e, it was agreed to study RRC-less for limited use cases (e.g., same serving cell and/or CG) with a lower priority. As analysed in [2], RRC-less approach has limited applicability and is an optimisation for a special case when there is no cell change. Further, specification of an optimization for a solution in the first release of standardizing a feature is not usual. Given this, we propose to specify only one solution for SDT in Rel-17. 
However, if companies in RAN2 still agree to support RRC-less solution in Rel-17, we should at least ensure that the solution with and without RRC are not too divergent so that the work load in Rel-17 is manageable. To ensure this, we think the following framework for RRC-less can be considered further (but only if RAN2 agrees to specify this solution in Rel-17): 
· For the security framework, the same framework is used as the RRC-based solution: 
· The stored security material in the INACTIVE context of the UE is used to generate the integrity protection token (i.e. short-MACI) and is included in the first UL message sent over CG
· New security key is generated based on the stored security context like in RA-SDT case and this is used for encrypting and/or integrity protection of data
· The UAC framework is applicable as in RA-SDT and the resume cause may be included in the first UL message
· MAC CEs are defined to carry the contents that are normally included in the CCCH message (i.e. short-MACI, resumeCause etc)
· No RRC-message is included in the first UL message but the UE can still receive an RRC-message in DL in response to the first UL UP message (i.e. the control procedure for RRC-based and RRC-less are unified after the first UL message)
· The RRC-less approach can be applied to both RACH and CG based solutions as long as the UE resumes in the same cell in which it was moved to RRC-INACTIVE (i.e. only for no cell change case)
· Network shall be under control of whether the UE shall use RRC-less approach or not (e.g. via indication in system information or via dedicated configuration – details TBD)
Based on the above, the following is proposed: 
Proposal 8: RAN2 should continue to focus on RRC-based solution in Rel-17 for SDT (i.e., the RRC-based SDT)
Proposal 9: RAN2 should only consider RRC-less solution if time is left after specifying RRC-based solution and in this case, the RRC-less solution should adopt the same security and UAC framework as in RRC-based solution and ensure that network is in control of state transitions (i.e., UE shall be able to receive an RRC message in DL even if there is no RRC message included in the first UL message). 
6. Conclusion and proposals
The CP aspects of SDT are discussed in this contribution and the following proposals are made: 
Proposals:
DCCH solution details
Proposal 1: In case of DCCH solution, regardless of the behaviour at NAS (i.e., regardless of whether a new trigger for transitioning to RRC_CONNECTED is received from NAS or not), the lower layers can generate a DCCH message upon arrival of non-SDT data bearers during SDT
Proposal 2: In case of DCCH based solution, if DCCH message is submitted to lower layers before contention resolution, the UE simply waits for contention resolution and transmits the DCCH afterwards. If DCCH message is submitted to lower layers after contention resolution, then it will be transmitted in the next available UL resource (reusing the existing LCP rules etc) – again no changes are needed in MAC for this. 
Proposal 3: If the SDT session is terminated before transmission of the DCCH message, then a new RRCResume/RRCSetup procedure will be triggered by the upper layers (since the UE moves to INACTIVE/IDLE whilst there is pending data/NAS procedure) – again no change is needed for handling this scenario either
CCCH solution details
Proposal 4: In case of CCCH solution, RAN2 should discuss the following options for key generation after the second CCCH message is sent: 
· Option 1: New key is generated by the anchor gNB and is sent to the target gNB (similar procedure as normal resume), but this new key is generated using horizontal key generation (i.e., reusing the NCC, same physical cell ID etc) 
· Option 2: New key is not generated by the anchor gNB (but the anchor gNB indicates whether the UE is verified or not based on the received resumeMAC-I)
· In this case does the PDCP COUNT continue after the second RRCResume or will they be reset? 
· If the PDCP COUNTs are reset, how to prevent reuse of same key with same count?
· Inform RAN3 that a new procedure is needed (i.e., UE context response without including KgNB) 
Proposal 5: In case of CCCH solution, RAN2 should discuss and agree one of the following options for routing of the second CCCH message: 
· Option 1: second CCCH message is also routed to the same anchor gNB (regardless of the anchor relocation or not)
· Option 2: second CCCH message is processed in the target gNB (regardless of the anchor relocation or not)
· RAN3 should be informed about the chosen option
Failure detection and handling
Proposal 6: A new extended T319 like timer is used for failure detection and the value of this timer is configurable (up to 10 s) 
Proposal 7: If SA3 agrees to the reuse of NCC and I-RNTI in a different cell then the solution for cell reselection case works as follows: 
· The RRCResumeRequest is routed to the old anchor gNB and the old anchor gNB shall be able to verify the UE and generate new keys irrespective of whether anchor relocation and path switch happens before in the SDT session – needs to be checked with RAN3
· The new key is derived for the new cell (using the same NCC and the KgNB in the stored UE inactive context, but using new PCI/ARFCN)
· PDCP based recovery mechanism is used to recover the lost/unacknowledged data whilst the UE Stays in RRC_INACTIVE state
RRC-less aspects
Proposal 8: RAN2 should continue to focus on RRC-based solution in Rel-17 for SDT (i.e., the RRC-based SDT)
Proposal 9: RAN2 should only consider RRC-less solution if time is left after specifying RRC-based solution and in this case, the RRC-less solution should adopt the same security and UAC framework as in RRC-based solution and ensure that network is in control of state transitions (i.e., UE shall be able to receive an RRC message in DL even if there is no RRC message included in the first UL message). 
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