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1. [bookmark: OLE_LINK13][bookmark: OLE_LINK14]Introduction
GSMA has sent a Ls [1] notifies RAN2 and SA3 that UE location information can be leaked to an unauthorized adversary stealthily through A Stealthy Location Identification Attack Exploiting Carrier Aggregation in Cellular Networks (SLIC) attack in LTE networks. GSMA would like SA3 and RAN2 to consider this potential UE information attack and provide mitigation solution if possible.
This contribution considers the above UE location information leak and further considers a response Ls to GSMA.
2. Discussion
The UE location information attack described in the LS as follows:
The SLIC attack uses this “side channel” information, i.e. the number of activated secondary cells. A time series of this side channel can constitute a unique fingerprint of a walking path. This allow an adversary to identify a user’s walking path.
A similar situation may exist in the near-future 5G network – and if 5G deployments support more carrier aggregation in particular deployment setups, then the attack could be slightly more powerful.
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According to SLIC description, as Scells are activated/de-activated using MAC CE which are not encrypted, an attacker can receive and read the activation/de-activation MAC CE content. So, based on Scells activation/de-activation MAC CE content, SLIC can construct a unique fingerprint of a UE walking path and using UE identity, e.g., TMSI deduce user location.
Observation 1: SLIC relies on UE identity and Scells activation/de-activation MAC CE content to uniquely locate user
As SLIC relies on UE identity and Scells activation/de-activation MAC CE content, as discussed in [2], if either UE identity or Scells activation/de-activation MAC CE content is unknown or tempered, SLIC cannot deduce user location information. 
Thus,
Observation 2: If UE identity or Scells activation/de-activation MAC CE content is unknown or tempered, SLIC would not deduce user location information
Therefore, options to avoid SLIC deduce user location may be:
· Changing UE identity
· Randomly setting additional bits in MAC CE
· Encrypt the MAC CE
2.1. Changing UE identity
To avoid SLIC attacker uses UE identity for location leaking, operator can constantly change UE identity, e.g., frequently allocate UE with new TMSI. And for 5G, operator can consider frequent 5G-GUTI reallocation
Observation 3: Frequently changing UE identity can avoid SLIC effect.
Therefore,
Proposal 1： Operator frequently changing UE identity is a solution to alleviate SLIC attack
2.2. Randomly setting additional bits in MAC CE
Scells activation is described in TS 36.321 and TS 38321 respectively as follows:
	-	Ci: if there is an SCell configured with SCellIndex i as specified in TS 36.331 [8], this field indicates the activation/deactivation status of the SCell with SCellIndex i, else the MAC entity shall ignore the Ci field. When the Ci field is set to "1", SCell with SCellIndex i shall be activated if it is in already activated state or deactivated state, otherwise the Ci field set to "1" shall be ignored. The Ci field is set to "0" to indicate that the SCell with SCellIndex i shall be deactivated;


and
		Ci: If there is an SCell configured for the MAC entity with SCellIndex i as specified in TS 38.331 [5], this field indicates the activation/deactivation status of the SCell with SCellIndex i, else the MAC entity shall ignore the Ci field. The Ci field is set to 1 to indicate that the SCell with SCellIndex i shall be activated. The Ci field is set to 0 to indicate that the SCell with SCellIndex i shall be deactivated;



From Scell activation description, UE can activate ONLY a configured Scell i.e. if a Scell is not configured, even if the Scell MAC CE bit is set to activate, UE will not activate the Scell and UE will disregard the corresponding MAC CE bit.
Observation 4: UE will not activate a non- configured Scell regardless of MAC CE content
Thus, to avoid SLIC uses Scells activation/de-activation MAC CE content to deduce user location information, instead of sending a MAC CE with activation bit to UE, network can always add some extra activation bits in the MAC CE for some non-configured Scell, as shown in Figure 2 below. If SLIC uses the Scells activation MAC CE content, the UE location would not be accurately calculated 


Figure 2: case A shows that MAC CE is to be sent to activate cell#1, 2, and 4, and to activate cell#3. Case B shows that the MAC CE containing additional bits with arbitrary value is sent to activate the unconfigured cell#5, 6 and 7.
Therefore  
Proposal 2： Randomly setting additional bit in Scells activation/de-activation MAC CE is also an effective solution to prevent successful SLIC attack
2.3. Encrypting MAC CE
Another potential solution is to encrypt the MAC CE to prevent. But this solution is out of scope of RAN2 and should discussed by SA3.
Proposal 3： Encryption MAC CE should be discussed by SA3, if necessary
2.4. Summary
From RAN2 point of view, both solutions described in section 2.1. and section 2.2 are effective to avoid successful SLIC attack. And both solutions can be achieved by network implementation. 
Therefore,
Proposal 4： RAN2 to reply to GSMA that current network implementation is sufficient to address the described SLIC attack [2]
3. Conclusion
This paper discusses solution to address Stealthy Location Identification Attack, and concludes with:
Observation 1: SLIC relies on UE identity and Scells activation/de-activation MAC CE content to uniquely locate user
Observation 2: If UE identity or Scells activation/de-activation MAC CE content is unknown or tempered, SLIC would not deduce user location information
Observation 3: [bookmark: _GoBack]Frequently changing UE identity can avoid SLIC effect.
Observation 4: UE will not activate a non- configured Scell regardless of MAC CE content
And
Proposal 1： Operator frequently changing UE identity is a solution to alleviate SLIC attack
Proposal 2： Randomly setting additional bit in Scells activation/de-activation MAC CE is also an effective solution to prevent successful SLIC attack
Proposal 3： Encryption MAC CE should be discussed by SA3, if necessary
Proposal 4： RAN2 to reply to GSMA that current network implementation is sufficient to address the described SLIC attack [2]
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Figure 1: Example activation message (Release 10). The rightmost bit (bit 0) is reserved. Bits
1-4 are assigned to candidate secondary cells; in this example, three of the four candidate
secondary cells are activated. Bits 5-7 are spare, i.e. not assigned to candidate secondary

cells.«
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