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1. [bookmark: OLE_LINK13][bookmark: OLE_LINK14]Introduction
At RAN2#113-bis electronic meeting, we submitted a CR on SL-SRB1 integrity check failure handling [1]. However, companies failed to reach consensus in the offline summary [2] and therefore rapporteur didn’t make any recommendation on this change. 
In this contribution, we further investigate the technical background, identity the potential specification impact, and propose way forward on the SL-SRB1 integrity check failure handling issue.
2. Discussion
According to SA3 Reply LS (S3-210738/R2-2102668), it is confirmed that the security handling of Direct Link Security Mode Command ‎and Direct Link Security Mode Complete Message are done in the ‎PDCP layer. CT1 also share the same understanding in their Reply LS (C1-211228/ R2-2102604). In TS 38.331, SL-SRB1 is specified to carry Direct Link Security Mode Command and Direct Link Security Mode Complete. However, the related UE action upon detecting integrity check failure of SL-SRB1 is missing in the specification.
[bookmark: _Ref71576276]Observation 1	According to TS 38.331, the related UE action upon detecting integrity check failure of SL-SRB1 is missing and unspecified. 
According to 5.3.3.1.4 Security establishment procedures in SA3 specification TS 33.536, the Security establishment is used in the following two cases: Case 1 during connection set-up, Case 2 during re-keying.
[bookmark: _Toc42179140]- 5.3.3.1.4.3 Security establishment during connection set-up
[bookmark: _Toc42179141]- 5.3.3.1.4.4 Security establishment during re-keying
We agree companies that for the 1st case, there is no need to handle integrity check failure on SL-SRB1 since the PC5 connection has not been setup yet. 
[bookmark: _Ref71576278]Observation 2	No need to handle integrity check failure on SL-SRB1 during connection set-up since the PC5 connection has not been setup yet in RRC layer. 
However, for the 2nd re-keying case, the security establishment procedure can happen after successful connection setup. So, how should we expect the integrity check failure on SL-SRB1 for re-keying to be handled? 
[bookmark: _Ref71576279]Observation 3	It is not clear whether RRC or upper layer is responsible to handle integrity check failure on SL-SRB1 during re-keying since the PC5 RRC connection has already been setup. 
The potential options are:
· Option 1: Handled by PC5 RRC. E.g., similar to PC5 RLF like other SL-SRB2 and SL-SRB3.
· Option 2: Handled by upper layer.
· Option 2-1: Keep current PC5-S link and fallback to use old security keys
· Option 2-2: Release current PC5-S link and establish new security keys
In option 1, the situation is pretty much similar to the other SL-SRB2 and SL-SRB3. And the integrity check failure handling as PC5 RLF can simply be re-used to SL-SRB1 without further cross-WG discussions.
In option 2, it may or may not impact to PC5 RRC. For example, in option 2-1, there is no impact to current PC5 RRC connection. Upon integrity check failure on SL-SRB1, upper layer indication to the PDCP layer fallback to use old security keys is enough. Therefore, option 2-1 is purely upper layer procedure. While in option 2-2, the PC5 RRC connection is impacted. Since the upper layer intends to use new security keys, it may lead to PC5-S link release and subsequently PC5 RRC connection released. 
Given that there is no consensus on this issue in the last meeting, as a comprised way out, we suggest RAN2 to discuss which option is agreeable firstly. 
[bookmark: _Ref71576284]Proposal 1	RAN2 to discuss which option is agreeable on SL-SRB1 integrity check failure handling during re-keying procedure:
· Option 1: Handled by PC5 RRC. E.g., similar to PC5 RLF like other SL-SRB2 and SL-SRB3.
· Option 2: Handled by upper layer.
If RAN2 agree with option 1, then the specification impact is clearly the same as SL-SRB2 and SL-SRB3 handling. However, if RAN2 agree with option 2, SA3 needs to be involved to check which option 2-1 or option 2-2 is the correct understanding. Based on above observations, we suggest to send LS to SA3 to consult on how upper layers handle the case when integrity check failure happens for re-keying procedure. And then RAN2 can further check whether if there is any PC5 RRC impact, later. 
[bookmark: _Ref71576286]Proposal 2	If Option 1 is agreed, adopt the CR in [3].
[bookmark: _Ref71576287][bookmark: _Hlk71575172]Proposal 3	If Option 2 is agreed, send LS to SA3 to check which of the following is the correct understanding on SL-SRB1 integrity check failure handling in [4].
· Keep current PC5-S link and fallback to use old security keys.
· Release current PC5-S link and establish new security keys.
3. Conclusion
This contribution discussed the potential solutions on how to perform SL-SRB1 integrity check failure handling. Our observations and proposals are summarized as follows:
Observation 1	According to TS 38.331, the related UE action upon detecting integrity check failure of SL-SRB1 is missing and unspecified.
Observation 2	No need to handle integrity check failure on SL-SRB1 during connection set-up since the PC5 connection has not been setup yet in RRC layer.
Observation 3	It is not clear whether RRC or upper layer is responsible to handle integrity check failure on SL-SRB1 during re-keying since the PC5 RRC connection has already been setup.
Proposal 1	RAN2 to discuss which option is agreeable on SL-SRB1 integrity check failure handling during re-keying procedure:
· Option 1: Handled by PC5 RRC. E.g., similar to PC5 RLF like other SL-SRB2 and SL-SRB3.
· Option 2: Handled by upper layer.
Proposal 2	If Option 1 is agreed, adopt the CR in [3].
Proposal 3	If Option 2 is agreed, send LS to SA3 to check which of the following is the correct understanding on SL-SRB1 integrity check failure handling in [4].
· [bookmark: _GoBack]Keep current PC5-S link and fallback to use old security keys.
· Release current PC5-S link and establish new security keys.
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