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[bookmark: _GoBack]During the SI, it was identified and captured in the TR 38.857 [1] that some events external to the 3GPP mobile network and GNSS system influence the positioning integrity results. In particular, in RAN2#112e [2], it was identified that spoofing and jamming/interference are the feared events for GNSS positioning. Furthermore, in RAN2#113e [3], it was agreed that the UE could signal UE feared events and GNSS feared events to the LMF in UE-assisted mode. 
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Error sources and threats
Error sources in GNSS-based RAT-independent positioning methods can be summarized into the following categories:
· Multipath and environmental effects
· Interference or Jamming
· Spoofing
Rel. 16 specifications already support signaling mechanisms for RTK-PPP and SSR, which enable mitigating the multipath and environmental effects.  The IE GNSS-RealTimeIntegrity is used to signal the ID of the space vehicle with bad signal or signals in different bands.

The PPP-RTK consists of measuring the total error at a monitoring station and applying the correction to the nearby UE, whereas the SSR consists of splitting the errors within the receiver into its component parts and updating the component as and when it is needed. For example: the error due to orbit, clock, bias may have global scope, whereas the error due to propagation through ionosphere and troposphere may have a local scope.
A key impairment that has not yet been addressed is the interference and jamming. Interference or jamming degrades GNSS reception capabilities and performance. The interference may be inter-system interference due to co-existing system operating on the same radio frequency or it may be a result of a malicious activity (such as moving jammer). A common example is the one where a vehicle driver installs a portable jammer to prevent the system from tracking his location. An example of inter-system interference is the interference caused to GNSS devices on E5/E6 bands from DME or TACAN systems. Likewise, spoofing misleads a GNSS receiver to a wrong position or time. Generally, spoofing attacks are targeted at a few receivers at most. However, the spoofed signal in air could affect other receivers in the vicinity of the spoofed receiver. During the SI phase, it was agreed that the UE could signal UE feared events and GNSS feared events to the LMF in UE-assisted mode. The required information and signaling related to the identification as well as the notification of an integrity event should be part of the specifications during the normative phase.
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[bookmark: _Ref52958549]Figure 1: Depiction of a moving jammer or a spoofer along a highway together with victim UEs.

It is a well-known observation [3] [4], that the current GNSS receivers are impacted mainly by jammers or spoofers carried on-board on vehicles in the highway.  A possible scenario is shown in Figure 1, where a moving jammer or a spoofer is impacting the signal reception by two UEs within a certain area.
This means the affected area is dynamically changing, and the situation needs to be monitored by more than one entity in the network. The entities may be RAN-nodes or UEs equipped with high capability receivers.
Ideally, both the RAN-nodes and the UE nodes should monitor the impairing effects of jamming, spoofing and interference. If only the RAN-nodes were to monitor the jamming and spoofing events, then this could give rise to the well-known hidden node problem, where the jammer affects the UE in the locality but the NG-RAN node is not aware of this situation. This situation arises particularly for large cell-sizes, where the UE and the NG-RAN node may be experiencing different local interference (including spoofing) scenario. Alternatively, the NG-RAN node could detect integrity issues in its vicinity but this may not be relevant for the area where the UE is currently located. This leads to an exposed node problem. 
Collecting the UE-detected interference (jamming or intra-system) or spoofing and providing the information to the LMF would be the suitable way to identify the existence and impact of feared events. 
Observation 1: Jammers and spoofers are major threat for positioning integrity. Moving jammers and spoofers cause the affected area to change dynamically.
The issues arising from interference (jamming) and spoofing could be addressed by:
(1) Detecting the integrity issue (here interference / spoofing) by either UE or RAN nodes,
(2) Reporting the integrity issue to the network,
(3) Determining how severe is the integrity issue, for example, this can be related to the area size or event persistency,
(4) Signalling / Alerting the UEs in the impacted area – this could be for example, integrity alert broadcast.
It needs to be taken into account that integrity alert is broadcasted within the ‘time to alert’ specified for the application the UE needs to be positioned. For collision avoidance in the highway, this figure is below 100 ms. Furthermore, the integrity alert is not broadcasted in an area larger than needed. Otherwise, the system availability is reduced.
Observation 2: Integrity event(s) can be bounded within a given area at a given occurrence time.
Observation 3: Detecting and signaling integrity events to an LCS client can be time critical depending on application.
RAN2 (in liaison with RAN3) needs to specify the measurements or events to be reported from UE or RAN-nodes that report integrity events and their associated measurements.  Furthermore, mechanisms to transmit alerts over localized area (depending on severity), which may cover
(i) Portion of a cell,
(ii) Region outside the coverage region of cell,
(iii) Within an area comprising of multiple cells.
Some of the UEs are capable of detecting and analyzing the jamming and spoofing they observe in the vicinity. Such UEs can signal at least the existence of such impairments. More preferable is when they also signal the parameters describing the impairments. The parameters describing such impairment can be further added, which allows the LMF to make decisions which UE groups could be affected and need to abe signaled additionally. However, the exact mechanism how LMF does this could be left implementation dependent. The LMF (or a NF) could employ machine learning or deep learning algorithms to determine affect UEs or portion of the network affected by such impairments. 
Observation 4: UE can be a major source of detecting interference and spoofing events and can aid network to monitor the disturbances (interference/jamming/spoofing).
The mechanism with which the integrity faults are determined or how the affected area is determined can be implementation specific. In RAN2#113, we have agreed to allow the UE to signal GNSS feared events to the LMF in UE-assisted mode (Table 9.4.1.1.1).
The GNSS feared event description include the characteristics that describe the GNSS feared event. The following is a suggested list of information that could be signaled. 
· Timestamp
· Affected GNSS signal
· Interference type: such as DME, TACAN, ‘spoofer’ or ‘unknown’
· Strength of interference
· Position 
· Time (computed by the receiver)
· Raw measurements, in particular, the network could evaluate the signals from the UE or NW-elements in the core-network or using edge-computing. 
· Snapshot of data
· Movement model of the reporting UE and parameters of the movement.
The signaling mechanism for monitoring in cooperative manner and signaling to UEs with low latency needs to be specified. A related concept for collecting reference measurement has been identified in RAN1 by means of a reference device. Such concept could also be additionally utilized to monitor the GNSS interference scenarios.  
Observation 5: The reference device defined by RAN1 can serve for integrity events monitoring  
Proposal 1: RAN2 shall support reporting by the UE (or reference device) integrity information relating to GNSS feared events the information includes at least of:
· Timestamp 
· GNSS feared event type (FFS)

Proposal 2: The signaling mechanism to enable the UE (for example the reference device) to report the detected interference/spoofing events and the assistance data to other UEs from LMF shall be specified.

Conclusions
In this contribution, we observe the following regarding the sources of error for RAN-independent positioning method based on GNSS signals:
Observation 1: Jammers and spoofers are major threat for positioning integrity. Moving jammers and spoofers cause affected area to be dynamic.
Observation 2: Integrity event(s) can be bounded within a given area at a given occurrence time.
Observation 3: Detecting and signaling integrity events to an LCS client can be time critical depending on application.
Observation 4: UE can be a major source of detecting interference and spoofing events and can aid network to monitor the disturbances (interference/jamming/spoofing).
Observation 5: The reference device defined by RAN1 can serve for integrity events monitoring  

Based on the above observation, we conclude the following:
Proposal 1: RAN2 shall support reporting by the UE (or reference device) integrity information relating to GNSS feared events the information includes at least of:
· Timestamp 
· GNSS feared event type (FFS)

Proposal 2: The signaling mechanism to enable the UE (for example the reference device) to report the detected interference/spoofing events and the assistance data to other UEs from LMF shall be specified.
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