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1. Introduction
According to the agreements of RAN2#113-e [1], RAN2 has completed the SI of positioning integrity and reliability, and the RAN2 endorsed text proposal [2] has been provided for inclusion in the technical report TR 38.857. During the SI phase of RAN2, three key issues have been widely discussed, i.e., positioning integrity KPIs and relevant use cases, positioning integrity error categories, and positioning integrity methods. However, the information elements and signalling procedures are left for further discussion as mentioned in the text proposal [2]: 
	9.4 Positioning Integrity Methods
· Editor’s Note: The LPP IEs and procedures for positioning integrity will be defined in the WI.
· The following LPP signalling was identified in the study, for consideration in the WI:
· Signalling to determine the positioning integrity capability
· Signalling to deliver the KPIs and integrity results
· Signalling to deliver the integrity assistance information to the UE 
· Signalling to deliver the integrity information related to the GNSS positioning measurements from the UE to the LMF
· Two modes of integrity result reporting are also identified below for consideration in the WI:
· Mode 1 of Integrity Result Reporting: PL Reporting
· Mode 2 of Integrity Result Reporting: Integrity Event Flagging



Based on the conclusion of RANP#91-e, the following objectives has been agreed in the revised WI scope [3]:
	· Specify the signalling, and procedures to support GNSS positioning integrity determination, including [RAN2, RAN3]:
· The assistance information that will be used to support integrity determination
· The information that will be used to provide the positioning integrity KPIs and integrity results
· Support of integrity for UE-based and UE-assisted A-GNSS positioning.
[bookmark: _Hlk67595233]Note: This objective is applicable to NR and E-UTRA.



In this contribution, we mainly provide our views on the integrity QoS requirements, assistance information, results reporting, and signalling issues to enable the network-assisted and UE-assisted positioning integrity.
2. Discussion
2.1. Integrity KPI
To guarantee the integrity KPI, the system needs to monitor the status of integrity with the corresponding requirements for each service level. Currently, the QoS for LCS request is defined as follows in TS 23.273 [4]:
	LCS Quality of Service information is characterised by 3 key attributes:
-	LCS QoS Class as defined below.
-	Accuracy: i.e. Horizontal Accuracy (see clause 4.3.1 of TS 22.071) and Vertical Accuracy (see clause 4.3.2 of TS 22.071.
-	Response Time (e.g. no delay, low delay or delay tolerant as described in clause 4.3.3 of TS 22.071).
The LCS QoS Class defines the degree of adherence by the Location Service to another quality of service parameter (Accuracy), if requested. The 5G system shall attempt to satisfy the other quality of service parameter regardless of the use of QoS Class. There are 2 LCS QoS Classes:
-	Best Effort Class: This class defines the least stringent requirement on the QoS achieved for a location request. If a location estimate obtained does not fulfil the other QoS requirements, it should still be returned but with an appropriate indication that the requested QoS was not met. If no location estimate is obtained, an appropriate error cause is sent.
-	Assured Class: This class defines the most stringent requirement on the accuracy achieved for a location request. If a location estimate obtained does not fulfil the other QoS requirements, then it shall be discarded, and an appropriate error cause shall be sent.


In addition, the stage3 spec of Mobile Application Part (MAP) specification TS 29.002 captures the QoS requirements for LCS as follows. 
LCS-QoS ::= SEQUENCE {
	horizontal-accuracy         	 [0] Horizontal-Accuracy	            OPTIONAL,
	verticalCoordinateRequest	 [1] NULL                        OPTIONAL,
	vertical-accuracy             [2] Vertical-Accuracy	            OPTIONAL,	
responseTime	              [3] ResponseTime	                OPTIONAL,
	extensionContainer	          [4] ExtensionContainer	            OPTIONAL,
	...,
	velocityRequest	          [5] NULL	                    OPTIONAL
}
With the application of integrity to 3GPP positioning systems, the QoS requirements for LCS request need to be redefined to incorporate this concept. Then, according to the QoS requirements, the positioning system can evaluate whether the integrity is guaranteed or not.
Proposal 1: Define the positioning integrity KPI (e.g. AL, TIR, TTA) in the QoS requirements in LCS request. Send an LS to CT1 and CT4.

2.2. Integrity Assistance Information
For GNSS positioning, assistance information would be broadcasted to GNSS receivers for the improvement of position calculations. Regarding the assistance data for positioning integrity, only the “Real-Time Integrity” is involved that is transferred from the LMF to UE to provide health status of a GNSS constellation in current specification (TS 38.305). As mentioned in the TP [2] agreed in the SI: 
The 3GPP specifications can be extended to support the determination of positioning integrity, by defining information elements and signalling procedures to transport assistance information to mitigate feared events.

In this regard, the integrity assistance information would be studied delivered to LMF or UE for the improvement of the positioning accuracy and also potentially assisting the calculation of the PL. According to the integrity assistance information mentioned in Table 9.4.1.1 in the TP [2], we think the assistance information issue should be considered for UE-based and LMF-based positioning, respectively.
· For UE-based positioning, the following integrity assistance information that may be transferred from LMF to UE should be considered:
· Feared events in the GNSS Assistance Data, e.g. validity or quality flags for existing assistance information;
· Feared events during positioning data transmission, e.g. CRC, data authentication/signature;
· GNSS feared events, e.g. satellite health/quality flags, ionospheric indicator, tropospheric indicator, multipath, spoofing, interference.
· For LMF-based positioning, the following integrity assistance information that may be transferred from UE to LMF should be considered: 
· UE feared events, e.g. GNSS receiver measurement error. For example, a refined measurement quality can be introduced for the carrier phase measurement, code-phase measurement, etc., which indicates the measurement quality with a higher percentile error bound or the long term error distribution.
Proposal 2: Study the assistance information required for UE-based and LMF-based positioning, respectively.
· For UE-based positioning, the integrity assistance information transferred from LMF to UE includes Feared events in the GNSS Assistance Data, Feared events during positioning data transmission, GNSS feared events.
· For LMF-based positioning, the integrity assistance information transferred from UE to LMF includes UE feared events.

2.3. Integrity Results Reporting
In the current TP [2], two modes of integrity result reporting are identified below for consideration in the WI:
	· Mode 1 of Integrity Result Reporting : PL Reporting
The integrity computing entity calculates the PL, based on the measurement, assistance information and TIR. Then, the calculated PL is directly reported to where the LCS client resides (Network or UE). Hence, the integrity computing entity does not judge whether the positioning system is still available, it simply provides whatever PL value it has obtained. It is left to the LCS client itself to determine if the positioning system is still available based on the reported PL.
· Mode 2 of Integrity Result Reporting : Integrity Event Flagging
The integrity computing entity calculates the PL, based on the measurement, assistance information and TIR. Then, the integrity computing entity further compares the calculated PL with the given AL to determine if the positioning system is still available to offer trustable position estimation. Thus, the integrity computing entity may only have to report a binary flag (0 and 1) to indicate whether the positioning system is available or not. Thus, in this case the LCS client can be directly informed about the system availability, without conducting further evaluation by itself.


For the above two modes, we think both of them show benefit in different cases. Mode1 can be useful when the LCS client does not want to expose the integrity KPIs to the LMF/UE, e.g., AL. In this case, the LMF/UE does not need to know the AL, which might be considered as private within the LCS client, and the LCS client itself to determine if the positioning system is still available. Meanwhile, for Mode 2, we believe it can reduce the complexity for LCS client.
Proposal 3: Support both Mode1 and Mode2 for integrity results reporting in LCS response. Send LS to CT1 and CT4.
For Mode 2, we think the integrity results reporting can be refined. According to the text proposal [2], the system operation state is roughly divided into two categories: System Available (PL<AL) and System Unavailable (PL>AL). In order to evaluate the system availability more properly, more refined integrity results should be introduced, especially for the case of “System Available (PL<AL)”. When the PL gets very close to AL, or it’s highly possible that PL may exceed AL, the LCS client itself or integrity computing entity should identify there is potential integrity risk and makes an alert (if needed). For example, different alarm levels can be introduced to accommodate for different cases. We can refine the integrity results by the following categories:
· Alarm level 3 (Extremely High): System Unavailable (PL>AL)
· Alarm level 2 (High): System Available with high risk 
· [bookmark: OLE_LINK52][bookmark: OLE_LINK53]Alarm level 1 (Low): System Available with low risk 
· No Alarm: System Available  
Then with the refined integrity results, the LCS client may know how to react according to different alarm levels, e.g., shutting down the system or making some adjustment. For Mode 2 integrity reporting, the integrity computing entity should specify the degrees of integrity risk (Extremely High/High/Low/No risk) in the integrity report for LCS client. Accordingly, we have the following proposal:
Proposal 4: For Mode2, refine the integrity results to indicate the degrees of integrity risk (e.g. Extremely High/High/Low/No risk) with different alarm levels.

2.4. Integrity Signalling for LPP signalling
As summarized in the SI phase of positioning integrity [2], the signalling to support positioning integrity is remained as an open issue:
	· The following LPP signalling was identified in the study, for consideration in the WI:
· Signalling to determine the positioning integrity capability
· Signalling to deliver the KPIs and integrity results
· Signalling to deliver the integrity assistance information to the UE 
· Signalling to deliver the integrity information related to the GNSS positioning measurements from the UE to the LMF


Along those lines, we provide our opinions on the signalling enhancement for the positioning integrity capability, KPIs and integrity results delivery, integrity assistance information delivery, and related measurements delivery, respectively.

1) Signalling enhancement for the positioning integrity capability
[image: ]

The existing procedures related to capability transfer can be enhanced for the positioning integrity capability transfer/indication:
· LPP RequestCapabilities can be reused by the LMF to request the capability of the UE to support positioning integrity and to request positioning integrity capabilities from the UE.
· LPP ProvideCapabilities can be reused by the UE to indicate its capability to support positioning integrity and to provide its positioning integrity capabilities (e.g. GNSS-RealTimeIntegrity, integrity measurements, integrity results reporting) to the LMF.
Proposal 5: Support positioning integrity capability transfer/indication by enhancing the existing LPP capability transfer procedure.

2) Signalling enhancement for KPIs and integrity results delivery
As summarized in Table 9.4.1.1.1 in the TP [2], two cases may involve KPIs and integrity results delivery:
· For MT-LR UE-based (network-assisted) positioning, integrity KPIs (i.e. TIR, AL, TTA) should be delivered to UE from LMF, which can be achieved through LPP ProvideAssistanceData or RequestLocationInformation. Meanwhile, the integrity results (e.g. PL and Integrity Availability) obtained at UE side can be transferred to LMF with LPP ProvideLocationInformation.
· For MO-LR LMF-based (UE-assisted) positioning, integrity KPIs (i.e. TIR, AL, TTA) should be delivered to LMF from UE by enhancing the location service request. Meanwhile, the integrity results (e.g. PL and Integrity Availability) obtained by LMF can be delivered to UE through location service response.
Proposal 6: Support integrity KPIs and integrity results delivery by enhancing the existing LPP for MT-LR UE-based.
 
3) Signalling enhancement for integrity assistance information delivery
[image: ]
The existing procedures related to assistance data transfer can be enhanced for integrity assistance information delivery:
· LPP RequestAssistanceData can be reused by the UE to request the integrity assistance information from LMF, which may include feared events, measurement quality, outlier indication, etc.
· LPP ProvideAssistanceData can be reused by the LMF to transmit available assistance information (which may not generated by the LMF) to UE in order to support integrity determination.
Proposal 7: Support integrity assistance information delivery by enhancing the existing LPP assistance data transfer procedure.

4) Signalling enhancement for integrity related measurements delivery
[image: ]
Similarly, the existing Location Information Transfer procedure can be reused for integrity related measurements delivery:
· LPP RequestLocationInformation can be reused by the LMF to request the integrity related location information from UE, including the type of location information needed and potentially the associated QoS.
· The UE can send a ProvideLocationInformation to the LMF to transfer any available location information that is requested from LMF.
Proposal 8: Support integrity related measurement information delivery by enhancing the existing LPP location information transfer procedure.

2.5. General Procedure for Positioning Integrity
Based on the above analysis, in order to support positioning integrity for different positioning methods (LMF-based positioning and UE-based positioning), the signaling procedures should be studied respectively, which are shown in Figure 2.5- 1 and Figure 2.5- 2.

· Signalling flow for UE-assisted LMF-based positioning to support integrity
[image: ]
[bookmark: _Ref51682786]Figure 2.5- 1 UE-assisted LMF-based positioning procedure to support integrity

Figure 2.5- 1 describes the signaling flow for DL UE-assisted LMF-based positioning procedure to support integrity. The whole procedures are addressed as follows.
1a/1b/1c.  The integrity KPIs are delivered or indicated from the positioning service client (e.g. LCS client, UE) to the AMF for positioning calculation and alert decision for integrity.
2.  The AMF transfers the location service request to the LMF.
3a/3b.	 The LMF instigates location procedures with the NG-RAN nodes/UE – e.g. to obtain/transfer assistance data for integrity measurement, request positioning capabilities, request positioning measurements.
4.  The UE performs the measurements that may be useful for PL calculation.
5.  The UE provides the measurements results for position calculation as well as PL calculation.
6.  The LMF performs the location calculation and PL calculation. Also, the derived PL is compared with AL (obtained in Step 2) for the alert decision.
7.  The LMF provides an integrity alert (if any) to the AMF and includes any needed information – e.g. the error sources, threat models, failure modes, etc.
8a/8c.  The AMF forwards the integrity alert (if any) to the LCS client/UE and includes any needed information.
9.  Based on the integrity evaluation, LMF can also perform reconfiguration of the system – e.g. switch to another positioning methods, etc.[Note1]
Note 1: Alternatively, when an alert is launched, the position system may just turn off or ignore the corresponding fault. When UE receives the alert, it just can’t have the position this time (take no action).

· Signalling flow for UE-based positioning to support integrity
[image: ]
[bookmark: _Ref51682824]Figure 2.5- 2 UE-based positioning procedure to support integrity

Figure 2.5- 2 describes the signaling flow for UE-based positioning procedure to support integrity. The main procedures are addressed as follows.
1a/1b The integrity KPIs are delivered or indicated from the positioning service client to the AMF for positioning calculation and alert decision for integrity.
1c. For MO-LR service, the UE don’t need to transfer the integrity KPIs since the UE itself conducts the positioning calculation and makes the alert decision for integrity.
2.  The AMF transfers the location service request to the LMF.
3a/3b.	 The LMF instigates location procedures with the NG-RAN nodes/UE – e.g. to obtain/transfer assistance data for integrity measurement, request positioning capabilities, request positioning measurements. Especially, for NI-LR/MT-LR service, the LMF shall transfer the integrity KPIs to the UE.
4.  The UE performs the measurements that may be useful for PL calculation.
5.  The UE performs the location calculation and PL calculation. Also, the derived PL is compared with AL for the alert decision.
6c. For MO-LR service, the UE initiates the integrity alert (if any) locally.
6a. For NI-LR/MT-LR service, the UE provides an integrity alert (if any) to the AMF and includes any needed information – e.g. the error sources, threat models, failure modes, etc. The AMF forwards the integrity alert and related information (if any) to the LCS client.
7.  The UE may transfer the positioning results for integrity (e.g. whether PL exceeds AL or not) to LMF for further adjustment of positioning system.
8.  Based on the integrity evaluation, LMF can also perform reconfiguration of the system – e.g. switch to another positioning methods, etc.

Proposal 9: Adopt the signalling procedures for LMF-based and UE-based positioning in the appendix as a baseline.
3. Conclusion
In this contribution, we provide our views on the methodology for network-assisted and UE-assisted integrity. Based on the above analysis and discussion, we have the following proposals:
Proposal 1: Define the positioning integrity KPI (e.g. AL, TIR, TTA) in the QoS requirements in LCS request. Send an LS to CT1 and CT4.
Proposal 2: Study the assistance information required for UE-based and LMF-based positioning, respectively.
· For UE-based positioning, the integrity assistance information transferred from LMF to UE includes Feared events in the GNSS Assistance Data, Feared events during positioning data transmission, GNSS feared events.
· For LMF-based positioning, the integrity assistance information transferred from UE to LMF includes UE feared events.
Proposal 3: Support both Mode1 and Mode2 for integrity results reporting in LCS response. Send LS to CT1 and CT4.
Proposal 4: For Mode2, refine the integrity results to indicate the degrees of integrity risk (e.g. Extremely High/High/Low/No risk) with different alarm levels.
Proposal 5: Support positioning integrity capability transfer/indication by enhancing the existing LPP capability transfer procedure.
Proposal 6: Support integrity KPIs and integrity results delivery by enhancing the existing LPP for MT-LR UE-based.
Proposal 7: Support integrity assistance information delivery by enhancing the existing LPP assistance data transfer procedure.
Proposal 8: Support integrity related measurement information delivery by enhancing the existing LPP location information transfer procedure.
Proposal 9: Adopt the signalling procedures for LMF-based and UE-based positioning as a baseline.
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5. Appendix.
5.1. UE-assisted integrity
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Figure 2.5- 1 UE-assisted LMF-based positioning procedure to support integrity

Figure 2.5- 1 describes the signaling flow for DL UE-assisted LMF-based positioning procedure to support integrity. The whole procedures are addressed as follows.
1a/1b/1c.  The integrity KPIs are delivered or indicated from the positioning service client (e.g. LCS client, UE) to the AMF for positioning calculation and alert decision for integrity.
2.  The AMF transfers the location service request to the LMF.
3a/3b.	 The LMF instigates location procedures with the NG-RAN nodes/UE – e.g. to obtain/transfer assistance data for integrity measurement, request positioning capabilities, request positioning measurements.
4.  The UE performs the measurements that may be useful for PL calculation.
5.  The UE provides the measurements results for position calculation as well as PL calculation.
6.  The LMF performs the location calculation and PL calculation. Also, the derived PL is compared with AL (obtained in Step 2) for the alert decision.
7.  The LMF provides an integrity alert (if any) to the AMF and includes any needed information – e.g. the error sources, threat models, failure modes, etc.
8a/8c.  The AMF forwards the integrity alert (if any) to the LCS client/UE and includes any needed information.
9.  Based on the integrity evaluation, LMF can also perform reconfiguration of the system – e.g. switch to another positioning methods, etc.[Note1]
Note 1: Alternatively, when an alert is launched, the position system may just turn off or ignore the corresponding fault. When UE receives the alert, it just can’t have the position this time (take no action).

5.2. UE-based integrity
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Figure 2.5- 2 UE-based positioning procedure to support integrity

Figure 2.5- 2 describes the signaling flow for UE-based positioning procedure to support integrity. The main procedures are addressed as follows.
1a/1b The integrity KPIs are delivered or indicated from the positioning service client to the AMF for positioning calculation and alert decision for integrity.
1c. For MO-LR service, the UE don’t need to transfer the integrity KPIs since the UE itself conducts the positioning calculation and makes the alert decision for integrity.
2.  The AMF transfers the location service request to the LMF.
3a/3b.	 The LMF instigates location procedures with the NG-RAN nodes/UE – e.g. to obtain/transfer assistance data for integrity measurement, request positioning capabilities, request positioning measurements. Especially, for NI-LR/MT-LR service, the LMF shall transfer the integrity KPIs to the UE.
4.  The UE performs the measurements that may be useful for PL calculation.
5.  The UE performs the location calculation and PL calculation. Also, the derived PL is compared with AL for the alert decision.
6c. For MO-LR service, the UE initiates the integrity alert (if any) locally.
6a. For NI-LR/MT-LR service, the UE provides an integrity alert (if any) to the AMF and includes any needed information – e.g. the error sources, threat models, failure modes, etc. The AMF forwards the integrity alert and related information (if any) to the LCS client.
7.  The UE may transfer the positioning results for integrity (e.g. whether PL exceeds AL or not) to LMF for further adjustment of positioning system.
8.  Based on the integrity evaluation, LMF can also perform reconfiguration of the system – e.g. switch to another positioning methods, etc.
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