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1. Introduction

The objective 3 of the WID for Multi-SIM devices [1] addresses:

	3)   Unless SA2 find an alternative solution or decides otherwise , specify mechanism for an incoming page to indicate to the UE whether the service is VoLTE/VoNR.[ RAN2]

· RAT Concurrency: Network A is either LTE or NR. Network B is either LTE or NR.

· Applicable UE architecture: Single-Rx/Dual-Rx/Single-Tx


This objective is fully aligned with Key Issue 1 described in 3GPP TR 23.761 [2]. In SA2 #143-e meeting, SA2 made interim conclusions on Key Issue 1 of which relevant conclusions are listed below [2]:
SA3 has not concluded their study on security related issues on Multi-SIM and thus we cannot make any decisions on introducing paging cause in clear text. However, for the sake of progress in RAN2, we present a way forward in this contribution.
2. Discussion

SA3 study outcome on the security issue of adding paging cause into Uu paging message will have 2 possible outcomes: 1) there are no privacy issues 2) there are privacy issues. We present a way forward for each outcome in the below sections.
2.1 Addition of paging cause poses NO privacy issues

In the LS [3], SA2 informed RAN2:
SA2 has concluded that the UE shall be able to discriminate the case where it is being paged for non-voice service from the case where it is being paged (for any service) by a RAN node not supporting the Paging Cause, either because the RAN node does not support the Paging Cause feature, or because in case of RAN sharing it is configured to operate without the Paging Cause feature for some of the connected CNs. 

If SA3 concludes that there are no privacy issues if paging cause is specified in clear text, then the immediate issue to address is how UE discriminates between paging from non-voice and paging from a RAN/CN node not supporting Paging Cause. This issue was discussed in [4] and it was mentioned that the issue can be addressed easily with extending the paging message with parallel list. We analyse the proposed method for different possible cases. There are 4 cases that need to be addressed:

Case 1. Both CN and RAN support paging cause: If the paging cause is not present in the parallel list, the UE can deduce that the paging is triggered for non-voice service.

Case 2. CN supports paging cause but RAN does not support: The parallel list will not be present and the UE can know its camping cell does not support paging cause.

Case 3.  CN does not support paging cause but RAN supports: There may be a problem for this case if the paging for RRC_IDLE mode UE and RRC_INACTIVE mode UE occur at the same paging occasion. In this case, the RAN will include parallel list in the paging message and then the RRC_IDLE UE will interpret that it’s paged for non-voice as there is no voice indication for RRC_IDLE UE in the parallel list. However the reason for no voice indication is the CN does not support paging cause. Then in this case, the RRC_IDLE UE may misinterpret the paging for voice as for non-voice traffic. Hence extending the paging message with parallel list does not address issue for this case.
Case 4. Both CN and RAN do not support paging cause: The parallel list will not be present and the UE can know its camping cell does not support paging cause.

Observation: For the case when CN does not support the paging cause and RAN supports it, the solution of extending paging message with parallel list solution may not enable the UE to discriminate between paging from non-voice and paging from a RAN/CN node not supporting Paging Cause.
Under the assumption that SA3 does not identify any privacy issue, RAN2 need to first discuss how to extend the paging message to introduce the paging cause. After concluding on the paging message extension, we can further discuss whether additional measure is needed to enable the UE to discriminate between paging from non-voice and paging from a RAN/CN node not supporting Paging Cause

Proposal 1: Assuming SA3 does not identify any privacy issues, RAN2 need to first discuss how to extend the paging message to introduce the paging cause, and after concluding on the paging message extension, RAN2 further discuss whether additional measure is needed to enable the UE to discriminate between paging from non-voice and paging from a RAN/CN node not supporting Paging Cause.
2.2 Addition of paging cause poses privacy issues

From RAN2 point of view, the feasibility of adding paging cause depends on paging cause overhead in the Uu paging message since the overhead has a relation with the real deployment about paging volume and coverage. If SA3 recommends integrity protection, it may impact the overhead of the Uu paging message. Considering this, we think that RAN2 needs to re-evaluate the overhead and the feasibility of adding paging cause from RAN2 point of view based on SA3’s input.
Proposal 2: If SA3 identifies privacy issues, RAN2 should re-evaluate the overhead and feasibility based on SA3’s input.
3. Conclusion

In this contribution, we presented a way forward for paging cause for possible different outcomes from SA3 study on security issues for Multi-SIM.
Proposal 1: Assuming SA3 does not identify any privacy issues, RAN2 need to first discuss how to extend the paging message to introduce the paging cause, and after concluding on the paging message extension, RAN2 further discuss whether additional measure is needed to enable the UE to discriminate between paging from non-voice and paging from a RAN/CN node not supporting Paging Cause.
Proposal 2: If SA3 identifies privacy issues, RAN2 should re-evaluate the overhead and feasibility based on SA3’s input.
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-	For both EPS and 5GS, only the voice is supported to be indicated as the paging cause to the UE. The indicated Paging Cause as voice can be determined based on the PPI related to voice.


-	The network applies the Paging Cause only for UEs that have provided indication they operate in MUSIM mode.


NOTE 1:	The CS call indicator from MSC is handled differently (see TS 23.272) to this Release 16 Paging Cause.


-	The Paging Cause Solution shall ensure that a UE can detect when the feature is not supported in the cell where it is camping (either because the RAN or CN does not support the feature).


NOTE 2:	"voice" refers to MMTel voice (5GS and EPS) and CS domain voice (EPS only).


Editor's note:	Final conclusion depends on further feedback from RAN WG2, RAN WG3 and SA WG3.








