


3GPP TSG-RAN WG2 Meeting #113bis Electronic	R2-2102994
Elbonia, 12 – 20 April 2021	



Agenda item:	8.11.5
Source:	Nokia, Nokia Shanghai Bell
Title:	Signalling and Procedures for Positioning Integrity Support
WID/SID:	NR_pos_enh - Release 17
Document for:	Discussion and Decision
1	Introduction
Based on the investigation in the SI phase, specification support for GNSS-based positioning integrity will be examined as an objectives of Rel-17 WI [1]:
	RP-210903: Revised WID on NR Positioning Enhancements (RAN Plenary #91e, March 2021)
……
· Specify the signalling, and procedures to support GNSS positioning integrity determination, including [RAN2, RAN3]:
· The assistance information that will be used to support integrity determination
· The information that will be used to provide the positioning integrity KPIs and integrity results
· Support of integrity for UE-based and UE-assisted A-GNSS positioning.
[bookmark: _Hlk67595233]Note: This objective is applicable to NR and E-UTRA.
……



This paper aims to present some of our views on specification enhancement to support GNSS positioning integrity in Rel-17. 
2	Discussions on Signalling
2.1	Assistance Information
In TR 38.857 [2], we have studied the assistance information relevant to the RAT-Independent integrity support. It is possible that integrity support for RAT-dependent modes will be studied in a later phase of the WI. It seems wise to anticipate this phase by taking into account both RAT-Independent (RAT-I) and RAT-Dependent (RAT-D) methods. As a starting point, it is proposed to identify the items which are common to both methods and prioritize the study of those ones. This concerns assistance data categories, feared events in assistance data, and possibly KPI delivery and integrity reporting.
Proposal 1: RAN2 should prioritize the assistance information that are commonly applicable to both RAT-I and RAT-D as part of assistance information.
Another aspect concerns the detailed study of the additions to LPP needed to support integrity in RAT-Independent mode. In [3], some analysis has been conducted to see what existing IE in LPP may already provide some support to certain feared events of GNSS positioning, which could be summarized based on the table below:
	Error Sources
	LPP support
	Comments

	GNSS Ground Segment and GNSS Satellites errors

	-  Faulty satellites and signals
	Yes
	GNSS-RealTimeIntegrity

	-  Incorrect satellite orbit calculation
	Partly. Individual quality indicator is missing
	GNSS-SSR-OrbitCorrections IE

	-  Satellite clock errors
	Partly. Individual quality indicator is missing
	GNSS-SSR-ClockCorrections IE

	-  Satellite Biases
	Yes
	GNSS-SSR-CodeBias and GNSS-SSR-PhaseBias

	Atmospheric effects

	-  Ionosphere and troposphere
	Yes
	GNSS-SSR-STEC-Correction and GNSS-SSR-GriddedCorrection IEs

	Additional errors associated to GNSS receivers

	-  Multipath
	Not needed, not possible
	Specific to each receiver location

	-  Blockage or shadowing
	Not needed, not possible
	Specific to each receiver location

	Intentional threats

	-  Jamming or DoS
	No support
	UE could monitor and report interference

	-  Spoofing and integrity attestation
	Partly
	


Table 1 : LPP gaps analysis from [3]
Based on the analysis, we have the following observations:
· The satellite errors are supported by the existing LPP. Nevertheless, [3] mentions that individual quality indicators can be useful for UE-based integrity checks. These indicators would provide information on the reliability of the correction data, for each satellite, and possibly for each category of correction data. We propose to study in more details about the sufficiency of existing IE in LPP to support GNSS positioning integrity, as well as benefits and impacts of introducing new related additional IEs in LPP.
· Intentional threats such as jamming and spoofing are not fully supported by LPP. The 5GS secures the transmission of the GNSS Navigation Message, which in standalone GNSS solutions are carried by the satellites themselves and are therefore subject to tampering. It remains that there is no support for ranging authentication. Ranging authentications are being tested for the Galileo and GPS systems, but they might not meet all 5G requirements, and may have a negative impact on UE power consumption. Transporting crypto keys via the 5GS could help the UE perform fast authenticated position with minimal power consumption.
· It has to be noted that the list of items of Table 1 may not be exhaustive. Indeed the feared events related to the NE involved in the production, processing and transmission of the assistance information are not listed
Proposal 2: RAN2 should identify the feared events that the existing IEs in LPP cannot support, in order to determine what new IEs for assistance information should be introduced.
2.2	Integrity Results
In TR 38.857, we have identified two modes of positioning integrity result reporting:
	· Mode 1 of Integrity Result Reporting : PL Reporting
	The integrity computing entity calculates the PL, based on the measurement, assistance information and TIR. Then, the calculated PL is directly reported to where the LCS client resides (Network or UE). Hence, the integrity computing entity does not judge whether the positioning system is still available, it simply provides whatever PL value it has obtained. It is left to the LCS client itself to determine if the positioning system is still available based on the reported PL.
-	Mode 2 of Integrity Result Reporting : Integrity Event Flagging
	The integrity computing entity calculates the PL, based on the measurement, assistance information and TIR. Then, the integrity computing entity further compares the calculated PL with the given AL to determine if the positioning system is still available to offer trustable position estimation. Thus, the integrity computing entity may only have to report a binary flag (0 and 1) to indicate whether the positioning system is available or not.  Thus, in this case the LCS client can be directly informed about the system availability, without conducting further evaluation by itself.



In Mode 1, depending on whether it is UE-based or UE-assisted integrity, either the UE or the LMF would need to compute the PL, but it does not make any more assessment regarding whether the positioning system is still available, it simply reports the PL results it has derived, and leaves it to LCS client to determine if there is any integrity issue. For Mode 2, on the other hand, it requires the UE or LMF to determine system availability on behalf of the LCS client. We think both of these modes are possible, and the mode could be selected based on the request.
For instance, for UE-based integrity in MT-LR cases, the LMF may first send a request of reporting to the UE via LPP, which indicates the reporting mode that the UE should apply. Upon the reception of this request, the UE derives and reports the integrity result (PL or flagging) accordingly. Thus, from our perspective there are three new signalling that can be introduced in LPP in Rel-17 to support integrity result reporting, namely: integrity result reporting request, PL value (for Reporting Mode 1), and integrity event flagging (For Reporting Mode 2).
Proposal 3: LPP should be enhanced to support positioning integrity result request and delivery, and at least the following new signalling should be specified:
1. Integrity result reporting request (with an indication of reporting mode)
2. Signalling for PL value (for Reporting Mode 1 in TR 38.857)
3. Signalling for integrity event flagging (For Reporting Mode 2 in TR 38.857)

2.3	KPIs
According to TR 38.857, the following integrity KPIs have been identified:
	Target Integrity Risk (TIR): The probability that the positioning error exceeds the Alert Limit (AL) without warning the user within the required Time-to-Alert (TTA). 
NOTE: The TIR is usually defined as a probability rate per some time unit (e.g., per hour, per second or per independent sample).
Alert Limit (AL): The maximum allowable positioning error such that the positioning system is available for the intended application. If the positioning error is beyond the AL, the positioning system should be declared unavailable for the intended application to prevent loss of positioning integrity.
NOTE: When the AL bounds the positioning error in the horizontal plane or on the vertical axis then it is called Horizontal Alert Limit (HAL) or Vertical Alert Limit (VAL), respectively.
Time-to-Alert (TTA): The maximum allowable elapsed time from when the positioning error exceeds the Alert Limit (AL) until the function providing positioning integrity annunciates a corresponding alert.
Integrity Availability: The integrity availability is the percentage of time that the PL is below the required AL.




By following the preceding section, it is noted that the entity deriving integrity metric may be requested to report PL, which means this entity should acquire the information that is needed for PL calculation. In TR 38.857, it is stated that PL represents a statistical upper bound that satisfies the following inequality:
Prob per unit of time [((PE> AL) & (PL<=AL)) for longer than TTA] < required TIR
Note that exactly how PL is calculated is an implementation issue, but from specification point of view it seems at least AL, TTA, and TIR should be provided as the integrity requirement, because they are involved in the defined inequality. Thus, it is anticipated this positioning integrity requirement information should be useful for derivation of PL, regardless of what algorithm is applied in implementation.
Proposal 4: LPP should be enhanced to support positioning integrity requirement (a.k.a. KPIs) information including AL, TTA, and TIR for the sake of PL derivation.

4	Conclusion
In this paper, we have discussed signalling and procedures for positioning integrity support in Rel-17. The following proposals are drawn:
Proposal 1: RAN2 should prioritize the feared events that are commonly applicable to both RAT-I and RAT-D as part of assistance information.
Proposal 2: RAN2 should identify the feared events that the existing IEs in LPP cannot support, in order to determine what new IEs for assistance information should be introduced.
Proposal 3: LPP should be enhanced to support positioning integrity result request and delivery, and at least the following new signalling should be specified:
1. Integrity result reporting request (with an indication of reporting mode)
2. Signalling for PL value (for Reporting Mode 1 in TR 38.857)
3. Signalling for integrity event flagging (For Reporting Mode 2 in TR 38.857)
Proposal 4: LPP should be enhanced to support positioning integrity requirement (a.k.a. KPIs) information including AL, TTA, and TIR for the sake of PL derivation.
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