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1 Introduction
In the last meeting, several security concerns for DAPS handover were presented. In this contribution, we share our view on them.
2  Discussion
2.1 DAPS handover without key change
In [1], the concern was that it is unclear whether DAPS handover without key change is supported or not based on the agreements in RAN2#110, “Do not specify any special handling for RoHC when security key is not updated in DAPS handover in Rel-16. (This means that changing security key ensures no problems occur, but it’s up to network implementation.)”. 

We need to note that DAPS handover is per-DRB configuration while ROHC is per-DRB configuration. Therefore, the network can trigger DAPS handover for DRB not configured with ROHC to avoid possible security issue if it does not change the security key, which is up to network implementation. 
Proposal 1. Confirm that the network implementation can resolve possible security issue for ROHC when security key is not updated in DAPS handover, e.g. the network can trigger DAPS handover for DRB not configured with ROHC to avoid possible security issue if it does not change the security key.

In [2], the concern was that the transmitting PDCP entity use the same security key for the same PDCP SDU twice upon uplink switching during DAPS handover, which may violate the principle as specified in 38.331:
	5.3.1.2
AS Security

…

For each radio bearer an independent counter (COUNT, as specified in TS 38.323 [5]) is maintained for each direction. For each radio bearer, the COUNT is used as input for ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key.


Our understanding is that the concerned principle was specified to prevent COUNT wrap-around problem, i.e. the same COUNT value shall not be used for different PDCP SDUs.  

We need to note that there would be no security issue if the same security key is applied to the same PDCP SDU again. This is because it is more like retransmission. Considering HARQ retransmission and RLC retransmission, the same PDCP SDU with the same security key can be transmitted several times, i.e. it seems that we don’t need to care about how many times UE-internal implementation applies the same security key for the same PDCP SDU since the concerned PDCP SDU in the air can be just regarded as retransmitted PDCP SDU.
Proposal 2. Confirm that there is no security issue for uplink switching during DAPS handover when security key is not updated. 

In [3], it seems that the concerned scenario would not be a general case. Actually, it seems strange that the network sends the same UE with the same security key update to the same cell where UE already failed once. If this case happens, then it would be network’s fault and thus it can be handled by the network implementation. 
3 Conclusion

In this contribution, we provide our view on several security concerns to discuss the following proposals:

Proposal 1. Confirm that the network implementation can resolve possible security issue for ROHC when security key is not updated in DAPS handover, e.g. the network can trigger DAPS handover for DRB not configured with ROHC to avoid possible security issue if it does not change the security key.

Proposal 2. Confirm that there is no security issue for uplink switching during DAPS handover when security key is not updated. 
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