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[bookmark: _Ref124589705][bookmark: _Ref129681862]Introduction
Previously, 38.323 CR in R2-2004863 was approved to mitigate attacks using a faked PDCP PDU to trick the receiving PDCP entity to discard the authentic PDCP PDU with the same PDCP SN. This contribution discusses that this CR alone is insufficient because the underlying RLC entity associated with the receiving PDCP entity may still discard RLC PDU(s) carrying the authentic PDCP PDU, if no action is taken at the RLC sublayer. 
Discussions
The remedy adopted in R2-2004863 is that when a PDCP PDU fails integrity verification, it is discarded and considered as not received to prevent the discard of authentic packets from duplicate detection afterwards. The exact change is underscored in the text extracted from TS 38.323v16.2.0, as below:

5.2.2.1	Actions when a PDCP Data PDU is received from lower layers
…
After determining the COUNT value of the received PDCP Data PDU = RCVD_COUNT, the receiving PDCP entity shall:
-	perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;
-	if integrity verification fails:
-	indicate the integrity verification failure to upper layer;
-	discard the PDCP Data PDU and consider it as not received;

[bookmark: _Hlk47258867]However, from the adopted CR, it is unclear whether the underlying RLC entity is informed or takes any action in response. If the underlying RLC entity isn’t informed or takes no actions, the RLC entity may still discard subsequently received RLC PDU(s) carrying the authentic PDCP PDU in the following attack scenarios:
[bookmark: _Hlk47258927]Attack model for RLC UM
Step 1. The attacker send multiple RLC PDUs encapsulating segments of a faked RLC SDU, respectively, with the RLC SN in the multiple RLC PDUs equal to RX_Next_Reassembly. (Note: RX_Next_Reassembly holds the value of the earliest SN that is still considered for reassembly.)
	Step 2. The receiving UM RLC entity places the faked RLC PDUs in the reception buffer because the RLC SN equals to RX_Next_Reassembly, according to the TS 38.322 text highlighted with yellow color below.
Step 3. After reassembling the faked RLC SDU with the RLC SN equal to RX_Next_Reassembly, the receiving UM RLC entity increases RX_Next_Reassembly, according to the TS 38.322 text highlighted with pink color below, so that the updated value of RX_Next_Reassembly becomes greater than the RLC SN of a next authentic RLC SDU to be received with segmentation. 
Step 4. When RLC PDUs encapsulating the next authentic but segmented RLC SDU are received later, they are discarded, according to the TS 38.322 text highlighted with green color below, because their RLC SN is less than the update value held by RX_Next_Reassembly.

5.2.2.2.2	Actions when an UMD PDU is received from lower layer
When an UMD PDU is received from lower layer, the receiving UM RLC entity shall:
-	if the UMD PDU header does not contain an SN:
	-	remove the RLC header and deliver the RLC SDU to upper layer.
-	else if (RX_Next_Highest – UM_Window_Size) <= SN < RX_Next_Reassembly:
	-	discard the received UMD PDU.
-	else: 
	-	place the received UMD PDU in the reception buffer.
5.2.2.2.3	Actions when an UMD PDU is placed in the reception buffer
When an UMD PDU with SN = x is placed in the reception buffer, the receiving UM RLC entity shall:
-	if all byte segments with SN = x are received:
	-	reassemble the RLC SDU from all byte segments with SN = x, remove RLC headers and deliver the reassembled RLC SDU to upper layer;
	-	if x = RX_Next_Reassembly:
		-	update RX_Next_Reassembly to the SN of the first SN > current RX_Next_Reassembly that has not been reassembled and delivered to upper layer.

Attack model for RLC AM
	Step 1. The attacker send faked RLC PDU(s) with the RLC SN equal to RX_Next.
	Step 2. The receiving side of the AM RLC entity determines that the faked RLC PDU(s) with the RLC SN equal to RX_Next is/are within the receiving window and therefore places the faked RLC PDU(s) in the reception buffer, according to the TS 38.322 text highlighted with yellow color below. (Note: An SN falls within the receiving window if RX_Next <= SN < RX_Next + AM_Window_Size.);
Step 3. After receiving or reassembling the faked RLC SDU with RLC SN equal to RX_Next, the receiving side of the AM RLC entity increases RX_Next so that it becomes greater than the RLC SN of the next authentic RLC SDU to be received, according to the TS 38.322 text highlighted with pink color below.
Step 4. When RLC PDU(s) encapsulating the next authentic RLC PS is/are received later, it/they will be discarded, according to the TS 38.322 text highlighted with green color below, because the RLC SN is less than the updated value held by RX_Next and therefore falls outside the receiving window.

5.2.3.2.2	Actions when an AMD PDU is received from lower layer
When an AMD PDU is received from lower layer, where the AMD PDU contains byte segment numbers y to z of an RLC SDU with SN = x, the receiving side of an AM RLC entity shall:
-	if x falls outside of the receiving window; or
-	if byte segment numbers y to z of the RLC SDU with SN = x have been received before:
-	discard the received AMD PDU.
-	else:
-	place the received AMD PDU in the reception buffer;
…
5.2.3.2.3	Actions when an AMD PDU is placed in the reception buffer
When an AMD PDU with SN = x is placed in the reception buffer, the receiving side of an AM RLC entity shall:
…
-	if all bytes of the RLC SDU with SN = x are received:
	-	reassemble the RLC SDU from AMD PDU(s) with SN = x, remove RLC headers when doing so and deliver the reassembled RLC SDU to upper layer;
…
	-	if x = RX_Next:
		-	update RX_Next to the SN of the first RLC SDU with SN > current RX_Next for which not all bytes have been received.

[bookmark: Observation1]In the attack models described above, after receiving RLC PDU(s) carrying the faked PDCP PDU, the underlying RLC entity may discard subsequently received RLC PDU(s) carrying a next authentic PDCP PDU, without delivering the authentic PDCP PDU to the receiving PDCP entity. Hence, the faked PDCP PDU can be sent not only to attack the PDCP sublayer but also to attack the RLC sublayer. And, the current remedy taken at the PDCP sublayer is insufficient to prevent the data loss that occurs at the RLC sublayer. 
Observation 1: A faked PDCP PDU can be sent not only to attack the PDCP sublayer but also to attack the underlying RLC sublayer, causing the RLC entity to discard subsequently received authentic RLC PDUs.
Therefore, when an integrity verification failure on a PDCP PDU is determined at the PDCP sublayer, the receiving PDCP entity may wish to inform the underlying AM RLC entity about the integrity verification failure. For RLC AM, the receiving PDCP entity should do so for every integrity-failed PDCP PDU. However, for RLC UM, not every integrity-failed PDCP PDU can do harm to the receiving UM RLC entity, even if the PDCP PDU is a faked PDCP PDU. For example, if the integrity-failed PDCP PDU is entirely encapsulated in a single RLC PDU received, it doesn’t do any harm to the receiving UM RLC entity. Therefore, for RLC UM, the receiving PDCP entity can determine whether an integrity-failed PDCP PDU has been segmented at the RLC sublayer (or whether there is an RLC SN associated with) before determining whether it needs to inform the underlying UM RLC entity about the integrity verification failure.
Observation 2: For RLC UM,  knowing whether a received PDCP PDU (RLC SDU) has been segmented at the RLC sublayer (or whether there is an RLC SN associated with) helps the receiving PDCP entity in determining whether the PDCP PDU can potentially do harm to the underlying RLC entity (hence whether there is a need to inform the underlying RLC entity), should the PDCP PDU fail in integrity verification.
If the receiving PDCP entity wish to inform the underlying RLC entity about an integrity verification failure, the receiving PDCP entity also needs to identify, to the underlying RLC entity, which RLC SDU has failed in integrity verification. There are two options, as follows:
Option 1: The receiving PDCP entity informs the PDCP SN of the integrity-failed PDCP PDU to the underlying RLC entity. However, this requires the underlying RLC entity to parse into the PDCP headers in all RLC SDUs that have been delivered to upper layer in order to store the mapping between the PDCP SNs and the RLC SNs. 
Option 2: The underlying RLC entity, when delivering an RLC SDU to the receiving PDCP entity, also delivers the RLC SN assigned to the RLC SDU by the transmitting RLC entity, if such RLC SN is received with the RLC SDU. Then, when a PDCP PDU fails in integrity verification, if an RLC SN has been delivered from the underlying RLC entity, along with the integrity-failed PDCP PDU, the receiving PDCP entity informs the underlying RLC entity of the integrity verification failure and the RLC SN associated with the integrity-failed PDCP PDU. 
In Option 2, delivering the RLC SN, along with the RLC SDU, to the PDCP sublayer serves two purposes:
· to provide a means for the receiving PDCP entity to identify an integrity-failed PDCP PDU (RLC SDU) to the underlying RLC entity, should the integrity verification failure occur.
· for RLC UM, to inform the receiving PDCP entity, whether the PDCP PDU being delivered can potentially cause harm to the underlying RLC entity (therefore, whether there is a need to inform the underlying RLC entity about the integrity verification failure), should the integrity verification failure occur.  
Hence, Option 2 is more advantageous than Option 1.
Proposal 1. A receiving UM RLC entity or the receiving side of an AM RLC entity, when delivering an RLC SDU to the associated receiving PDCP entity, also delivers the RLC SN assigned to the RLC SDU by the peer transmitting UM RLC entity or the transmitting side of the peer AM RLC entity, if such RLC SN is received with the RLC SDU.
[bookmark: _Hlk20771365][bookmark: Proposal1]Proposal 2: When a PDCP PDU fails in integrity verification, in addition to discarding the PDCP PDU and considering it as not received at the PDCP sublayer, if an RLC SN has been delivered, along with the integrity-failed PDCP PDU, from the underlying RLC entity, the receiving PDCP entity also informs the underlying RLC entity about the integrity verification failure and the RLC SN associated with the integrity-failed PDCP PDU.
[bookmark: _GoBack]The attacks, as previously described, attack the RLC sublayer by causing the status of an RLC SDU (or the RLC PDUs and the RLC SN associated with) be falsely set to received, reassembled, and/or delivered upper layer, and by causing certain receive state variables (such as RX_Next_Reassembly for RLC UM and RX_Next for RLC AM) be falsely advanced. Therefore, upon receiving a notification of an integrity verification failure and the RLC SN associated with the integrity-failed RLC SDU from the associated receiving PDCP entity, the underlying RLC entity shall consider the RLC SDU associated with the RLC SN as not received, not reassembled, and not delivered to upper layer. And if the current value of RX_Next_Reassembly (for RLC UM) or RX_Next (for RLC AM) is greater than the RLC SN associated with the integrity-failed RLC SDU, the RLC entity shall set RX_Next_Reassembly (for RLC UM) or RX_Next (for RLC AM) to the RLC SN associated with the integrity-failed RLC SDU. As specified in TS 38.322, Section 7.1, when performing the comparisons of state variables or SN values, a modulus base shall be used.
Proposal 3: When being informed of an integrity verification failure and the RLC SN associated with the integrity-failed RLC SDU, the underlying RLC entity shall consider the RLC SDU associated with the RLC SN as not received, not reassembled, and not delivered to upper layer.
[bookmark: Proposal2]Proposal 4. For RLC UM, if the current value of RX_Next_Reassembly is greater than the RLC SN being informed, set RX_Next_Reassembly to the RLC SN.
Proposal 5. For RLC AM, if the current value of RX_Next is greater than the RLC SN being informed, set RX_Next to the RLC SN.
A draft CR to TS 38.323 is proposed in R2-2101327 and a draft CR to TS 38.322 is proposed in R2-2101328.
Proposal 6. Adopt the proposed CR to TS 38.323 in R2-2101327.
Proposal 7. Adopt the proposed CR to TS 38.322 in R2-2101328.
[bookmark: _Ref129681832]Conclusions
Observation 1: A faked PDCP PDU can be sent not only to attack the PDCP sublayer but also to attack the underlying RLC sublayer, causing the RLC entity to discard subsequently received authentic RLC PDUs.
Observation 2: For RLC UM,  knowing whether a received PDCP PDU (RLC SDU) has been segmented at the RLC sublayer (or whether there is an RLC SN associated with) helps the receiving PDCP entity in determining whether the PDCP PDU can potentially do harm to the underlying RLC entity (hence whether there is a need to inform the underlying RLC entity), should the PDCP PDU fail in integrity verification.
The followings are proposed:
Proposal 1. A receiving UM RLC entity or the receiving side of an AM RLC entity, when delivering an RLC SDU to the associated receiving PDCP entity, also delivers the RLC SN assigned to the RLC SDU by the peer transmitting UM RLC entity or the transmitting side of the peer AM RLC entity, if such RLC SN is received with the RLC SDU.
Proposal 2: When a PDCP PDU fails in integrity verification, in addition to discarding the PDCP PDU and considering it as not received at the PDCP sublayer, if an RLC SN has been delivered, along with the integrity-failed PDCP PDU, from the underlying RLC entity, the receiving PDCP entity also informs the underlying RLC entity about the integrity verification failure and the RLC SN associated with the integrity-failed PDCP PDU.
Proposal 3: When being informed of an integrity verification failure and the RLC SN associated with the integrity-failed RLC SDU, the underlying RLC entity shall consider the RLC SDU associated with the RLC SN as not received, not reassembled, and not delivered to upper layer.
Proposal 4. For RLC UM, if the current value of RX_Next_Reassembly is greater than the RLC SN being informed, set RX_Next_Reassembly to the RLC SN.
Proposal 5. For RLC AM, if the current value of RX_Next is greater than the RLC SN being informed, set RX_Next to the RLC SN.
Proposal 6. Adopt the proposed CR to TS 38.323 in R2-2101327.
Proposal 7. Adopt the proposed CR to TS.38.322 in R2-2101328.
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