Page 4
Draft prETS 300 ???: Month YYYY
[bookmark: _GoBack]3GPP TSG-RAN WG2 Meeting #113-e	R2-2101228
Electronic, 25nd Jan– 05th Feb, 2021

Agenda Item:	8.11.3.2	
Source:	Huawei, HiSilicon
Title:	Discussion of network-assisted and UE-assisted integrity
Document for: Discussion
Introduction
The revised SID for Rel-17 NR positioning in [1] was agreed in RANP#89-e. The objective of the revised SID for RAN2 on the integrity and reliability issue includes the following:
2. Study solutions necessary to support integrity and reliability of assistance data and position information: [RAN2]
a. Identify positioning integrity KPIs and relevant use cases.
b. Identify the error sources, threat models, occurrence rates and failure modes requiring positioning integrity validation and reporting. 
c. Study methodologies for network-assisted and UE-assisted integrity.
NOTE 4: Objective 2 is applicable to both, RAT-dependent and RAT-independent GNSS positioning methods.

During the RAN2#111-e and RAN2#112-e meeting, some agreements have been achieved with respect to bullet a and bullet b. For the methodologies for network-assisted and UE-assisted integrity (bullet c), several issues are discussed in the post email discussion ([Post112-e][618][POS] Phase I&II), including the summary of UE-based and UE-assisted considerations for supporting positioning integrity, signaling framework categories, and methodology description. In addition, we believe that the system framework for positioning integrity and the general whole procedures (instead of simple signaling framework categories) may be helpful for the introduction of integrity in 3GPP standards.
In this contribution, we provide our views on the methodology for network-assisted and UE-assisted integrity, including the system framework and general procedures for positioning integrity.

Discussion
System Framework for Positioning Integrity
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Based on the above discussion, an overview of the system framework for positioning integrity is presented in Figure 2.1- 1, which mainly includes two modules of offline analysis and online observation:
· Offline Analysis
0.  The admin module is responsible for error source analysis, which is mainly done offline. Based on the error analysis, the threat models and failure modes can be mostly identified. 
NOTE 1: According to the risk budget (referring to TIR), the admin module can determine which threat models to be monitored. 
NOTE 2: Both fault-free and fault error events will be captured in the threat models/failure modes.

· Online Observation
1.  After the positioning procedure is initiated, UE/RAN nodes (for DL/UL positioning) may perform the measurement for integrity. In this part, the measurement should take the threat models to be monitored into consideration, rather than performing the measurement considering all the error sources.
2.  Based on the measurement results, the LMF/UE performs the location calculation and PL calculation for LMF-based/UE-based positioning, respectively. Also, the derived PL is compared with AL for the alert decision, which may result in two cases:
· System unavailable mode: PL > AL;
· The positioning system may be shut down.
· System available mode: PL < AL or PL = AL
· Go to Step 3 for error source detection.
3.  When it is declared “System Available”, the error source detection should be performed and the error sources for the current positioning process are analysed by LMF/UE. During this process, the threat models to be monitored (obtained by step 0) should be considered.
4.  After the detection of error sources is done, the corresponding results can be feedback to the admin module for update.
5.  Based on the integrity evaluation, LMF can perform system reconfiguration – e.g. switch to another positioning methods, etc.
6.  According to the system reconfiguration scheme, the corresponding function parts (LMF/gNB/UE) may perform the corresponding adjustment to meet the integrity requirement.

Study the system framework for positioning integrity and adopt the above framework as a baseline.

Integrity Related LCS Service
Based on our understanding, there are mainly two aspects for the support of integrity in the positioning system: (a) QoS requirement in the LCS service request and (b) Integrity related assistance information.
· QoS requirement for positioning integrity
From the aspect of QoS requirement, the system needs to monitor the status of integrity with the corresponding requirement for each service level. Currently, the QoS for LCS request is defined as follows in TS 23.273 [2]:
	LCS Quality of Service information is characterised by 3 key attributes:
-	LCS QoS Class as defined below.
-	Accuracy: i.e. Horizontal Accuracy (see clause 4.3.1 of TS 22.071) and Vertical Accuracy (see clause 4.3.2 of TS 22.071.
-	Response Time (e.g. no delay, low delay or delay tolerant as described in clause 4.3.3 of TS 22.071).
The LCS QoS Class defines the degree of adherence by the Location Service to another quality of service parameter (Accuracy), if requested. The 5G system shall attempt to satisfy the other quality of service parameter regardless of the use of QoS Class. There are 2 LCS QoS Classes:
-	Best Effort Class: This class defines the least stringent requirement on the QoS achieved for a location request. If a location estimate obtained does not fulfil the other QoS requirements, it should still be returned but with an appropriate indication that the requested QoS was not met. If no location estimate is obtained, an appropriate error cause is sent.
-	Assured Class: This class defines the most stringent requirement on the accuracy achieved for a location request. If a location estimate obtained does not fulfil the other QoS requirements, then it shall be discarded, and an appropriate error cause shall be sent.


And as follows in the stage3 spec of Mobile Application Part (MAP) specification TS 29.002. 
	LCS-QoS ::= SEQUENCE {
	horizontal-accuracy	[0] Horizontal-Accuracy	OPTIONAL,
	verticalCoordinateRequest	[1] NULL	OPTIONAL,
	vertical-accuracy	[2] Vertical-Accuracy	OPTIONAL,	responseTime	[3] ResponseTime	OPTIONAL,
	extensionContainer	[4] ExtensionContainer	OPTIONAL,
	...,
	velocityRequest	[5] NULL	OPTIONAL
}




Study the enhancement for the quality of service (QoS) metrics for integrity

With the application of integrity to 3GPP positioning systems, the QoS requirement for LCS request needs to be redefined to incorporate this concept. Then, according to the QoS requirement, the positioning system can evaluate whether the integrity is guaranteed or not. 

· Integrity related assistance information
It can be seen that when the system is in misleading or hazardously misleading operations, there will be no alarm. If the system is in hazardously misleading operation, the service client will not perceive the error and may lead to risky outcomes for the service client. Therefore, the misleading operation and hazardously misleading will need to be avoided. 
For GNSS positioning, integrity assistant information will be broadcasted to GNSS receivers for the improvement of position calculations. The integrity information mainly include the health status of a GNSS constellation. This integrity assistant information will need to be delivered to LMF or UE for the improvement of the positioning accuracy and also potentially assisting the calculation of the PL. 
To support PL calculation for a given TIR, the following information should be considered for NG-RAN or UE.
· A higher percentile error bound or the long term error distribution for the respective measurement.
· The outlier that may be caused by a certain threat, e.g. TRP malfunction. The outlier may be either observed by the measurement or reported through other mechanisms.
The integrity assistant information may include various information that can impact the positioning errors. For example, the error sources, failure models, failure modes, etc. The detailed discussion is included in our companion paper [3]. 
Study the assistance information required for LMF or UE for integrity

Integrity Related System Behaviour
As discussed in last meeting, the alert will be triggered when the system is unavailable (i.e. PL < AL). Thus, when the position of UE is obtained, a PL will also be calculated for the support of integrity evaluation. For UE-based positioning, UE can perform the PL calculation and compare it with the pre-specified AL. For LMF-based positioning, LMF will do the calculation and compare the derived PL with AL. 
The AL describes the limit of the maximum allowable positioning error, beyond which the system should be declared unavailable. It is a kind of KPIs that related to the positioning service requirements. Therefore, the AL will also need to be delivered to the UE or LMF for the comparison in order to conduct the integrity evaluation and timely trigger the alert. The KPIs may be originally determined from the service client, i.e. GMLC. Therefore, the KPI delivery solutions should be studied. Accordingly, we have the following proposals.
UE will calculate the PL for UE-based positioning, while LMF will calculate the PL for LMF-based positioning.
The integrity KPIs should be delivered to the UE for UE-based positioning and delivered to LMF for LMF-based positioning.
 
When the PL is calculated and is smaller than the KPI of AL, the system is regarded as the unavailable and as an alert is triggered to provide the warning of the unreliable of positioning service. Therefore, this warning should be sent to the clients who initiate the positioning service. For MO-LR, the alert should be given to the UE, while for MT-LR, the alert will need to be sent to the LCS client.
The alert should be sent to the positioning service client. For MO-LR, the alert should be given to the UE, while for MT-LR, the alert will need to be sent to the LCS client.

General Procedure for Positioning Integrity
Based on the above analysis, in order to support positioning integrity for different positioning methods (LMF-based positioning and UE-based positioning), the signaling procedures should be studied respectively, which are shown in Figure 2.4- 1 and Figure 2.4- 2.
· Signaling flow for UE-assisted LMF-based positioning to support integrity
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Figure 2.4- 1 describes the signaling flow for DL UE-assisted LMF-based positioning procedure to support integrity. The whole procedures are addressed as follows.
1a/1b/1c.  The integrity KPIs are delivered or indicated from the positioning service client (e.g. LCS client, UE) to the AMF for positioning calculation and alert decision for integrity.
2.  The AMF transfers the location service request to the LMF.
3a/3b.	 The LMF instigates location procedures with the NG-RAN nodes/UE – e.g. to obtain/transfer assistance data for integrity measurement, request positioning capabilities, request positioning measurements.
4.  The UE performs the measurements that may be useful for PL calculation.
5.  The UE provides the measurements results for position calculation as well as PL calculation.
6.  The LMF performs the location calculation and PL calculation. Also, the derived PL is compared with AL (obtained in Step 2) for the alert decision.
7.  The LMF provides an integrity alert (if any) to the AMF and includes any needed information – e.g. the error sources, threat models, failure modes, etc.
8a/8c.  The AMF forwards the integrity alert (if any) to the LCS client/UE and includes any needed information.
9.  Based on the integrity evaluation, LMF can also perform reconfiguration of the system – e.g. switch to another positioning methods, etc.[Note1]
Note 1: Alternatively, when an alert is launched, the position system may just turn off or ignore the corresponding fault. When UE receives the alert, it just can’t have the position this time (take no action).

· Signaling flow for UE-based positioning to support integrity
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[bookmark: _Ref51682824]Figure 2.4- 2 UE-based positioning procedure to support integrity

Figure 2.4- 2 describes the signaling flow for UE-based positioning procedure to support integrity. The main procedures are addressed as follows.
1a/1b The integrity KPIs are delivered or indicated from the positioning service client to the AMF for positioning calculation and alert decision for integrity.
1c. For MO-LR service, the UE don’t need to transfer the integrity KPIs since the UE itself conducts the positioning calculation and makes the alert decision for integrity.
2.  The AMF transfers the location service request to the LMF.
3a/3b.	 The LMF instigates location procedures with the NG-RAN nodes/UE – e.g. to obtain/transfer assistance data for integrity measurement, request positioning capabilities, request positioning measurements. Especially, for NI-LR/MT-LR service, the LMF shall transfer the integrity KPIs to the UE.
4.  The UE performs the measurements that may be useful for PL calculation.
5.  The UE performs the location calculation and PL calculation. Also, the derived PL is compared with AL for the alert decision.
6c. For MO-LR service, the UE initiates the integrity alert (if any) locally.
6a. For NI-LR/MT-LR service, the UE provides an integrity alert (if any) to the AMF and includes any needed information – e.g. the error sources, threat models, failure modes, etc. The AMF forwards the integrity alert and related information (if any) to the LCS client.
7.  The UE may transfer the positioning results for integrity (e.g. whether PL exceeds AL or not) to LMF for further adjustment of positioning system.
8.  Based on the integrity evaluation, LMF can also perform reconfiguration of the system – e.g. switch to another positioning methods, etc.

Adopt the signaling procedures for LMF-based and UE-based positioning in Annex A as a baseline.

Conclusion
In this contribution, we provide our views on the methodology for network-assisted and UE-assisted integrity, mainly including the system framework and general procedures to support the positioning integrity for different positioning methods. Based on our analysis and discussion, we have the following proposals:
1. Study the assistance information required for gNB or UE for integrity measurement reporting.
1. Study the enhancement for the quality of service (QoS) metrics for integrity
1. UE will calculate the PL for UE-based positioning, while LMF will calculate the PL for LMF-based positioning.
1. The integrity KPIs should be delivered to the UE for UE-based positioning and delivered to LMF for LMF-based positioning.
1. The alert should be sent to the positioning service client. For MO-LR, the alert should be given to the UE, while for MT-LR, the alert will need to be sent to the LCS client.
1. Study the system framework for positioning integrity and adopt the above framework as a baseline.
1. Adopt the signaling procedures for LMF-based and UE-based positioning in Annex A as a baseline.
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Annex A
Signaling flow for UE-assisted LMF-based positioning to support integrity
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Figure 5.1- 1 describes the signaling flow for DL UE-assisted LMF-based positioning procedure to support integrity. The whole procedures are addressed as follows.
1a/1b/1c.  The integrity KPIs are delivered or indicated from the positioning service client (e.g. LCS client, UE) to the AMF for positioning calculation and alert decision for integrity.
2.  The AMF transfers the location service request to the LMF.
3a/3b.	 The LMF instigates location procedures with the NG-RAN nodes/UE – e.g. to obtain/transfer assistance data for integrity measurement, request positioning capabilities, request positioning measurements.
4.  The UE performs the measurements that may be useful for PL calculation.
5.  The UE provides the measurements results for position calculation as well as PL calculation.
6.  The LMF performs the location calculation and PL calculation. Also, the derived PL is compared with AL (obtained in Step 2) for the alert decision.
7.  The LMF provides an integrity alert (if any) to the AMF and includes any needed information – e.g. the error sources, threat models, failure modes, etc.
8a/8c.  The AMF forwards the integrity alert (if any) to the LCS client/UE and includes any needed information.
9.  Based on the integrity evaluation, LMF can also perform reconfiguration of the system – e.g. switch to another positioning methods, etc. 
Note 1: Alternatively, in step 9, when an alert is launched, the position system may just turn off or ignore the corresponding fault. When UE receives the alert, it just can’t have the position this time (take no action).

Signaling flow for UE-based positioning to support integrity
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[bookmark: _Ref54262034]Figure 5.2- 1 UE-based positioning procedure to support integrity

Figure 5.2- 1 describes the signaling flow for UE-based positioning procedure to support integrity. The main procedures are addressed as follows.
1a/1b The integrity KPIs are delivered or indicated from the positioning service client to the AMF for positioning calculation and alert decision for integrity.
1c. For MO-LR service, the UE don’t need to transfer the integrity KPIs since the UE itself conducts the positioning calculation and makes the alert decision for integrity.
2.  The AMF transfers the location service request to the LMF.
3a/3b.	 The LMF instigates location procedures with the NG-RAN nodes/UE – e.g. to obtain/transfer assistance data for integrity measurement, request positioning capabilities, request positioning measurements. Especially, for NI-LR/MT-LR service, the LMF shall transfer the integrity KPIs to the UE.
4.  The UE performs the measurements that may be useful for PL calculation.
5.  The UE performs the location calculation and PL calculation. Also, the derived PL is compared with AL for the alert decision.
6c. For MO-LR service, the UE initiates the integrity alert (if any) locally.
6a. For NI-LR/MT-LR service, the UE provides an integrity alert (if any) to the AMF and includes any needed information – e.g. the error sources, threat models, failure modes, etc. The AMF forwards the integrity alert and related information (if any) to the LCS client.
7.  The UE may transfer the positioning results for integrity (e.g. whether PL exceeds AL or not) to LMF for further adjustment of positioning system.
8.  Based on the integrity evaluation, LMF can also perform reconfiguration of the system – e.g. switch to another positioning methods, etc.
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